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This document is intended to help users of SafeNet products when working with third-party software, such as
Microsoft BitLocker. Material from third-party software is being used in this document solely for the purpose of
making instructions clear. Screen images and content obtained from third-party software will be acknowledged
as such.

This document describes how to deploy multi-factor authentication (MFA) options in BitLocker using SafeNet
smart cards or eTokens managed by SafeNet Authentication Client.

SafeNet Authentication Client (SAC) is a public key infrastructure (PKI) middleware that provides a secure
method for exchanging information based on public key cryptography, enabling trusted third-party verification of
user identities.

SAC enables the implementation of strong two-factor authentication using standard certificates, as well as
encryption and digital signing of data. The SAC generic integration with CAPI, CNG, and PKCS#11 security
interfaces enables out-of-the-box interoperability with a variety of security applications, offering secure web
access, secure network logon, PC and data security, and secure email. PKI keys and certificates can be
created, stored, and used securely with hardware or software tokens.

BitLocker (formerly BitLocker Drive Encryption) is a full-disk encryption feature included with the Ultimate and
Enterprise editions of Windows Vista and Windows 7, the Pro and Enterprise editions of Windows

8 and Windows 8.1, and Windows Server 2008 and later. BitLocker protects data by providing encryption for
entire volumes. By default, BitLocker uses the AES encryption algorithm in cipher block chaining (CBC) mode
with a 128-bit or 256-bit key, and can be combined with the Elephant diffuser for additional disk encryption-
specific security, which is not provided by AES. CBC is not used over the entire disk, but rather for each disk
sector.

Encrypted data can only be unlocked using the unlock method selected when BitLocker is enabled. Please refer
to “Enabling BitLocker and Encrypting a Drive” on page 9 for details.
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Applicability

The information in this document applies to:

SafeNet Authentication Client—The software used on all client machines that will use BitLocker.

Environment

The integration environment used in this document is based on the following software versions:

e SafeNet Authentication Client—Version 9.0

e BitLocker—Windows 8 Pro Edition

Audience

This document is intended for system administrators who are familiar with BitLocker, and those who are
interested in adding certificate-based authentication (CBA) using SAC.

Authentication Flow

The diagram below illustrates the flow of certificate-based authentication for BitLocker using the SafeNet
eToken.

BitLocker (D2)

Use smartcad

e recovtry ey

[ ustomaticasy unieek on this PC
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This section describes the prerequisites that must be installed and configured before implementing certificate-
based authentication for BitLocker using SafeNet tokens:

e To use CBA, the Microsoft Enterprise Certificate Authority must be installed and configured. (Note that any
CA can be used. However, in this guide, integration is demonstrated using Microsoft CA.)

e If SAM is used to manage the tokens, TPO (token policy objects) should be configured with a Microsoft CA
connector. For confirmation steps, refer to “Connector for Microsoft CA” in the SafeNet Authentication
Manager Administrator’s Guide.

e An appropriate user certificate must be enrolled on the SafeNet token.

e SafeNet Authentication Client 9.0 should be installed on all client machines.

g NOTE: This document assumes that BitLocker is installed, and that the end users
can authenticate through the BitLocker environment with a static password, or any
other user authentication method before configuring BitLocker to use SafeNet
tokens.

For information on how to install SafeNet Authentication Client, refer to the
SafeNet Authentication Client Administrator’s Guide (included in the SAC 9.0
package).

SAC supports a number of tokens that can be used as a second authentication factor for users authenticating to
BitLocker. SafeNet Authentication Client 9.0 (GA) supports the following tokens:

e SafeNet eToken PRO Java 72K

o SafeNet eToken PRO Anywhere

e SafeNet eToken 5100/5105

e SafeNet eToken 5200/5205

e SafeNet eToken 5200/5205 HID & VSR

e SafeNet eToken PRO Smartcard 72K
e SafeNet eToken 4100
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Certificate-based Hybrid USB Tokens

e SafeNet eToken 7300
e SafeNet eToken 7300 HID
o SafeNet eToken 7000 (SafeNet eToken NG-OTP)

Software Tokens

e SafeNet eToken Rescue

e SafeNet eToken Virtual

Configuring BitLocker

Complete the procedures in this section to configure BitLocker for two-factor authentication so users can
authenticate using certificates on their smart cards or eTokens.

Configuring Group Policies for BitLocker

1. Open the Local Group Policy Editor—from the Windows Start menu, in the Run box or Search programs
and files box, type gpedit.msc.

2. Onthe Local Group Policy Editor window, select Local Computer Policy > Computer Configuration >
Administrative Templates.

B x
File Action View Help
= EEN )
E[ Local Computer Policy

4 & Computer Configuration

» [ Software Settings

& 2 Windows Settings

& [] Administrative Templates & Computer Configuration
4 4% User Configuration % User Configuration

i [ Software Settings

» [ Windows Settings

& [ Administrative Templates

Select an item to view its description,  Name

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners).
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3. Select Windows Components > BitLocker Drive Encryption.

& Local Group Policy Editor - oEm

File Action View Help
e a@z By

| Windows Components ~
0 ActiveX Installer Service

Select an item to view its description.  Setting State
(] Foed Data Drives

) Add features to Windows 8
3 App Package Deployment
1 Application Compatibility
1) AutoPlay Policies
) Backup
1 Biometrics
. ) BitLocker Drive Encryption
[ Credential User Interface . Notconfigured
) Desktop Gadgets & Not configured
+ [ Desktop Window Manager 1 Provide the unique identifiers for your crganization Not cenfigured
[ Device and Driver Compatibulit 1 Store Bitlocker recovery i A Do Mot
] Digital Locker 21) Validate smart card certif ge rule Not

Nt configured

Not configured
.. Not configured

1 Intemet Information Services
1 neatinn and Santare

s > |\ Btended (Standard /
8 settingls)

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners).
4. In the right panel, double-click Validate smart card certificate usage rule compliance.

Complete these steps:

e Click Enabled.

¢ Inthe Object identifier field, enter the certificate's object identifier (for example, 1.3.6.1.4.1.311.10.3.4),
and then click OK.

A X

m Validate smart card certificate usage rule compliance Previous Setting |

(O Not Configured ~ Comment: A

® Enabled
O Disabled
Supported on: | At jeast Windows Server 2008 R2 or Windows 7
Options: Help:
Object identifier: This policy setting allows you to associate an object identifier A

from a smart card certificate to a BitLocker-protected drive. This
policy setting is applied when you tumn on BitLocker,

The object identifier is specified in the enhanced key usage (EKU)
of a certificate. BitLocker can identify which certificates may be
used to icate a user certificate to a BitLock

drive by matching the object identifier in the certificate with the
object identifier that is defined by this policy setting.

Default object identifier is 1.3.6.1.4.1.311.67.1.1

Note: BitLocker does not require that a certificate have an EKU
attribute, but if one is configured for the certificate it must be set
to an object identifier (OID) that matches the OID configured for
BitLocker.

If you enable this policy setting, the object identifier specified in
the “Object identifier” box must match the object identifies in the
smart card certificate.

ok ][ comea | [ 20wy

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners).
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Enabling BitLocker and Encrypting a Drive

Open My Computer.

2. Right-click the drive to encrypt, and then select Turn on BitLocker.

Orive Tooks
Computer View Manage

®© ~ 1 %, Computer »

W Favertes 4 Hard Disk Drives (2)
Il Desktop 5g  lecwOuk(©) [ Local Disk (D)
48 Downloads . esem—— ~-, .
.:R«“WG QP 24768 free of 201 68 jv“;mngmys |
# Devices with Removable Storage (2) Open
@ Ubrasies Open in new window
¥ Documents é Floppy Disk Drive (A) é OVD Drve Pin to Stat
& Music Turn on BitLocker
e Pictures Open AutoPlay...
B videos Shace with ,
Include in kbrary »
3 Homegroup
Format..
= Computer Copy
e Local Disk (C) Create shortout
. Local Disk (D) .
S Network | Properties

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners).

Attach the smart card or eToken containing the certificate.

On the BitLocker Drive Encryption window, select Use my smart card to unlock the drive, and then
click Next.

Choose how you want to unlock this drive

[[] Use a password to unlock the drive

Passwords should contain uppercase and lowercase letters, numbers, spaces, and symbols.
Enter your password
Reenter your password

Use my smart card to unlock the drive
You'll need to insert your smart card. The smart card PIN will be required when you unlock the drive.

Cancel

(The screen image above is from BitLocker® software. Trademarks are the property of their respective owners).
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5. Select a backup method for the recovery key, and then click Next.
=

(©) % BitLocker Drive Encryption (D:)

How do you want to back up your recovery key?

If you forget your password or lose your smart card, you can use your recovery key to access your drive.

< Save to your Microsoft account
< Savetoafile

= Print the recovery key

What is a recovery key?

Next Cancel

(The screen image above is from BitLocker® software. Trademarks are the property of their respective owners).
e Save to your Microsoft account—Save the recovery key to your Microsoft online account.

e Save to afile—Save the key as a file in a folder on another drive on your computer that will not be
encrypted.

e Print the recovery key—Print a hard copy of the recovery key.

6. Select an appropriate drive encryption option, and then click Next.

Choose how much of your drive to encrypt

If you're setting up BitLocker on a new drive or a new PC, you only need to encrypt the part of the drive
that's currently being used. BitLocker encrypts new data automatically as you add it.

If you're enabling BitLocker on a PC or drive that's already in use, consider encrypting the entire drive.
Encrypting the entire drive ensures that all data is protected—even data that you deleted but that might still
contain retrievable info.

(@) Encrypt used disk space only (faster and best for new PCs and drives)
() Encrypt entire drive (slower but best for PCs and drives already in use)

(The screen image above is from BitLocker® software. Trademarks are the property of their respective owners).
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7. When you are ready to encrypt the drive, click Start encrypting.

Are you ready to encrypt this drive?

/i, You will only be able to unlock this drive on computers running Windows 7 and later, If you want to
unlock the drive on comp ing other versions of Windows, click the back button and create a
password.

You'll be able to unlock this drive using a smart card.
Encryption might take a while depending on the size of the drive.

Until encryption is complete, your files won't be protected.

Start encrypting rcianceili 4‘

(The screen image above is from BitLocker® software. Trademarks are the property of their respective owners).

The time it will take to encrypt will vary, depending on the size of the drive.
[ Cenndneniin
Qa Encrypting...

Drive D: 32.6% Completed
[E——]

/1. Pause encryption before removing the drive or files on
the drive could be damaged.

Manage BitLocker

(The screen image above is from BitLocker® software. Trademarks are the property of their respective owners).

8. When encryption is complete, click Close.

Qa Encryption of D: is complete.

(The screen image above is from BitLocker® software. Trademarks are the property of their respective owners).

9. Restart the machine to enable locking of the encrypted drive.
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Running the Solution

Check the configured solution of BitLocker with SafeNet Authentication Client. Before proceeding, make sure
that SafeNet Authentication Client is installed on the client machine.

1. Open My Computer.
2. Double-click the encrypted drive.

Drive Tools
Computer View Manage v 9
@ * 1 M, Computer v O Search Computer -]
W Favorites 4 Hard Disk Drives (2)

B Desktop gm  Locl Disk () _

8 Downloads - | Local Disk (D:)

= S 35166 free of 20.1 GB

. Recent places

4 Devices with Removable Storage (2)

7 Libraries
|5l Documents é Floppy Disk Drive (&:) @ DVD Drive (E:)

& Music
=] Pictures
B videos

ﬁ Homegroup

1% Computer
i Local Disk (C:)
@ Local Disk (D)

€ Network

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners).

3. Connect the smart card or eToken to the machine, and then click Use smart card.

BitLocker (D)

Use smart card
Enter recovery key

[ ] Automatically unlock on this PC

(The screen image above is from BitLocker® software. Trademarks are the property of their respective owners).
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4. Onthe Token Logon window, enter the eToken password or PIN in the Token Password field, and then
click OK.

BitLocker (D:)
555 0 4amanl

@kNet SafeNet Authentication Client 2

Enterthe Token Password.

Token Mame: My Token

Token Password:

Current Language: EN
OK | Concel |

If the credentials are valid, you will be able to view the contents of the drive.

Home Share View v 9

t " » Computer » Local Disk (D:) » v & Search Local Disk (D) 2
¢ Favori Name ° Date modified Type Size
B Desktop | L. Sample 12/4/2014T:26 AM  File folder |
8 Downloads

"L Recent places

4 Libraries
E] Documents
o Music
! Pictures
B videos
t‘ Homegroup
% Computer
e Local Disk (C2)
§# Local Disk (D)

€l Network

Titem  1item selected =]

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners).
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Appendix

Using Self-Signed Certificates

BitLocker can be used with self-signed certificates on stand-alone SAC clients.

Enrolling a Self-signed Certificate on the Smart Card or eToken

Enroll a self-signed certificate on the SafeNet eToken so that it can be used with BitLocker.
1. From the Windows Start menu, open Control Panel.

2. Search on the keyword, encryption, and then select Manage file encryption certificates.

O] = 1 B+ Control Panel » v €& encrpriod x

© BitLocker Drive Encryption
Marage Belocin

User Accounts
Marage flde encrypton corthfu stey

0 Search Windows Help and Suppont for “encrypton’

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners).

3. Onthe Encrypting File System window, click Next.

Manage your file encryption certificates

To encryptfiles for additional security. you must have an encryption certificate and its
associated decryption key on your computer or on a smart card. You can't access your
encrypted files without this certificate and key.

Use this wizard to:

- Select or create a file encryption certificate and key.

- Back up the certificate and key to avoid losing access to your encrypted files.

- Set Encrypting File System to use a smart card.

- Update previously encrypted files to use a different certificate and key.

Whatis Encrypting File System?

| Cancel |

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners).
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4. Select Create a new certificate, and then click Next.

Select or create a file encryption certificate
Select an existing file encryption cerificate or create a new one. If you have already
encrypted files, you can update them to use this certificate.
) Use this certificate
Ifyou are using a smart card, select the certificate on the smart card.
Certificate details:
Your computer does not currently have a file encryption ce View certificate
Select certificate
< >
(@ Create a new cerificate
Why do | need a cerificate for file encryption?
Cancel

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners).
5. Insert the SafeNet eToken into the machine.

6. Select A self-signed certificate stored on my smart card, and then click Next.

Which type of certificate do you want to create?

Select an option below to automatically create and store a file encryption certificate.

(O A self-signed certificate stored on my computer
Select this option unless you are using a smart card or a cerification authority.

®) A self-signed ceriificate stored on my smart card
Insert your smart card in the card reader.

) A certificate issued by my domain's certification authority
Make sure your computer can access its domain. If you are storing the certificate on a
smart card, insentthe card in the reader.

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners).
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7. Onthe Token Logon window, enter the eToken password or PIN in the Token Password field, and then
click OK.

464UGSTIS\1e4
@feNec SafeNet Authentication Client i G

Enter the Token Password.

Token Name: My Token

Token Password:

A self-signed certificate will be generated on the eToken.

u Please wait while we create your new

self-signed file encryption certificate.

Cancel

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners).

8. Onthe Encrypting File System window, click Cancel.

Update your previously encrypted files

Selectthe folders containing encrypted files that you want to associate with the new
certificate and key. Updating now helps you avoid losing access to your encrypted files
ifthe previous certificate and key are lost

Folders:

SERTROL
M All Logical Drives

[C11'l update my encrypted files later

Updating your files might take some time. depending on how many files you update. if
you log off or remove your smart card during the process, your files will not be updated.

| Cancel

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners).
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Allowing Self-signed Certificates

By default, self-signed certificates are not allowed with BitLocker. Complete this procedure to allow the use of
self-signed certificates.

1. From the Windows Start menu, in the Run box, type regedit.exe, and then click OK.

= Type the name of a program, folder, document, or Internet
=/ resource, and Windows will open it for you.

i

en: v|

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners).

2. Browse to HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft, and then right-click Microsoft.

File Edit View Favorites Help
Computer A Type Data
dl HKEY_CLASSES ROOT ) (Default) REG_S7 (value not set)
| HKEY_CURRENT_USER
J! HKEY_LOCAL_MACHINE
b J4 BCDO00000D
b Ji HARDWARE
b-Jd SAM
L.}, SECURITY
4 ), SOFTWARE
b - i ATl Technologies
bl Classes
b}l Clients
bgu Intel
»- )i Macromedia
b - i Microsoft
»-Js ODBC
4.}, Policies
b Ju Cryptography
|, Peernet
b}y SystemCertificates
b+l Windows
b Js Windows NT
b~ Ju Rainbow Technologies v
< > <

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Pclicies\Microsoft

Name

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners)
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3. Select New > Key, and then name the key FVE.

File Edit View Favorites Help

M Computer A || Mame Type Data
b -s HKEY_CLASSES ROOT ) (Default) REG_SZ (value not set)

© ). HKEY_CURRENT USER
4 ). HKEY_LOCAL_ MACHINE
| p-Ji BCDOOOO0OOD
| -Ji HARDWARE
b SAM
| L) SECURITY
| 4-J) SOFTWARE
| b~ i ATI Technologies
b )i Classes
- Ju Clients
bl Intel
b- i Macromedia
b i Microsoft
»-Ji ODBC
). Policies
| 4 Microsoft
| i<l Cryptography
—u Peernet
by SystemCertifica
»- ) Windows
b - Windows NT

5k Rainbow Technologies
|~ RegisteredApplications

- Safeet
b~ fu ViMware, Inc.
- s Wow643ZNode
b SYSTEM
o), HKEY_USERS "y
< >

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\FVE

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners).

Right-click FVE.

Select New > DWORD (32-bit) Value, name the value SelfSignedCertificates, and then enter a value of 1.

File Edit View Favorites Help
& Computer || Name Type Data
b-di HKEY_CLASSES ROOT 5] (Default) REG_SZ (value not set)

>"i w{:ﬂﬁfﬁﬁ:‘ne el Caheats REG_DWORD 000000001 (1)
- -t o

b4 BCDOGOO00O

b- )y HARDWARE

b-Jd SAM

|- )i SECURITY

a- )i SOFTWARE

| b-Ju ATITechnologies

b -Ju Classes

5 ) Clients

b Intel

- )y Macromedia

b Microsoft

»-Jy ODBC

4} Policies

2 . Microsoft

» -l Cryptography
|- ). Peemet
-y SystemCertifica’
b )y Windows
oo Windows NT
L Ve

- Ju Rainbow Technologies

|, RegisteredApplications

5o ), SafeNet

v VMware, Inc.

> - ) Wowb432Node

b )i SYSTEM

o). HKEY_USERS o

< >

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\FVE

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners).

6. Close the Registry Editor.
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If you encounter a problem while installing, registering, or operating this product, please make sure that you
have read the documentation. If you cannot resolve the issue, contact your supplier or SafeNet Customer
Support. SafeNet Customer Support operates 24 hours a day, 7 days a week. Your level of access to this
service is governed by the support plan arrangements made between SafeNet and your organization. Please
consult this support plan for further information about your entitlements, including the hours when telephone
support is available to you.

Contact Method

Address

Phone

Technical Support
Customer Portal

Contact Information

SafeNet, Inc.
4690 Millennium Drive
Belcamp, Maryland 21017 USA

United States 1-800-545-6608
International 1-410-931-7520

https://serviceportal.safenet-inc.com

Existing customers with a Technical Support Customer Portal account can log in to
manage incidents, get the latest software upgrades, and access the SafeNet Knowledge
Base.
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