How to Generate a Certificate on a Hardware Device

Generate a Certificate using Certificate Manager (certmgr.msc)

This option can be used to generate a Certificate Signing Request (CSR) on a hardware device like
SafeNet/Aladdin eToken, Safenet iKey, Luna HSM. The resulting CSR is signed by the Root
Certificate and the .CER response file is imported on the hardware device. The certificate hierarchy

will be as follow:

General | Details | Certification Path |

Certification path

Test CA

BB | certificate on hardware

Open certmgr.msc and select Create Custom Request, as below:

resource, and Windows will open it for you.

Type the name of a program, folder, document, or Internet

Open: ‘ certmgr.mscl

Eﬁl Certificates - Current User

lssued To Issued By Expiration Date  In

4 || Personal

| Certifi .
4 [ Trusted R(| All Tasks 4 Request Mew Certificate...

[ Certific View » Import...
’ ':I Enterprlsv.f_* Advanced Operations ] Create Custorn Request...
B Intermediz Refresh
| Active Dirg Export List... Enroll On Behalf Of...
i [ Trusted Py Manage Enrollment Policies...
B | Untrusted Help

i || Third-Party Root Certificatior
] Trusted People
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Select Custom Request.

Select Certificate Enrollment Policy

Certificate enrollment policy enables enrcllment for certificates based on predefined certificate templates.
Certificate enrollment policy may already be configured for you.

Configured by your administrator
Active Directory Enrcllment Policy
Configured by you
Custom Request
Proceed without enrcllment pelicy
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Select Legacy Key.

Important: Most of the third party applications and the Secure Soft products (CA Server, TSA
Server, PDF Signer, P7S Signer) cannot use CNG (Cryptographic Next Generation) keys so a

Legacy key must be created.

Custom request

Chose an option from the list below and configure the certificate options as required.

Template: (No template) Legacy key
(Mo template) CHG ke
(Mo template) Legacy key
Request format: (@) PKCS #10

O mC

Mote: Key archival is not available for certificates based on a custom certificate request, even when this
option is specified in the certificate template.

Mext || Cancel
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Customize the CSR by adding Common Name, extensions and other attributes.

Certificate Information

Click Mext to use the options already selected for this template, or click Details to customize the certificate

request, and then click MNext.

Custom request

Key usage:
Application policies:

Validity period (days):

L1) STATUS: Available Details!

The following optiens describe the uses and validity period that apply to this type of certificate:

| General | Subject | Extensions | Private Key |

Mext || Cancel

Subject of certificate

Subject name:

Type:

| Commen name

Value:

Alternative name:

Type:

| Directory name

Value:

The subject of a certificate is the user or computer to which the certificate is issued. You
can enter information about the types of subject name and alternative name values that
can be used in a certificate.

The user or computer that is receiving the certificate

Add >

< Remowve

CM=certificate on hardware
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Select the Private Key container that can be a HSM device or a cryptographic smart card device:

ificate Enrollment

-tificate Enrollment

Cetrtificate Information

Click Mext ko use the options already selected For this template, or click Details to customize the certificate
and then click Mext,

[¥ Custom request 1) STATUS: Available
The Following options describe the uses and validity period that apply to this bype of certificate:
Eey usage:

Application policies:
Validity period {days):

Prc
Certificate Properties
" General I Subject I Extensions Private key |
=
Select cryphographic service provider (T3P

™ Microsoft Strong Cryptographic Provider {Signature) HSM device .

W Luna Cryptographic Services For Microsoft Windows (Signature):l

[™ Luna 5Channel Cryptographic Services For Microsaft Windows (Encrypion)
[~ Microsoft Base Cryptographic Provider w1.0 (Signature)

[ Microsoft Base D35 and Diffie-Hellman Cryptographic Provider (Signature) LI

[ show all C5Ps

General | Subject | Extensions | Private Key

Cryptographic Service Provider

A C5P is a program that generates a public and private key pair used in many
certificate-related processes.

Select cryptographic service provider (C5P): Smart Card device

[ ] Mlicrosoft Base D55 and Diffie-Hellman Cryptographic Provider (Signature)
[ ] Microsoft Base DSS Cryptographic Provider (Signature)
[ ] Microsoft Base Smart Card Crypto Provider (Signature)

[ ] Show all C5Ps
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After the certificate request is customized and the private key container is selected, it can be created.
If the CSR is created on a smart card device, the device PIN must be entered.
If the CSR is created on a HSM device (like Luna HSM), the HSM credentials must be entered on

the PED or console. More details about this can be found on the manuals offered by the HSM
vendor.

=l Certificate Enrollment

Certificate Information

Click Mext to use the options already selected for this ternplate, or click Details to customize the certificate
request, and then click Mext.

' Custom request 1) STATUS: Available Details ~
The following options describe the uses and validity period that apply to this type of certificate:
Key usage:

Application policies:
Validity pericd (days):

Properties
SafeNet Authentication Client
en Password,
eToken
et || Cancel
:Ird: iiiiiiiiiil |

Current Language: EN
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When the process is finished, the resulting CSR file must be saved.

Where do you want to save the offline request?

If you want to save a copy of your certificate request or want to process the request later, save the request
to your hard disk or removable media. Enter the location and name of your certificate request, and then
click Finish,

File Mame:
| d:\CertReq.csr || Browse...

File format:
(@) Base 64

(C) Binary

Finish | | Cancel

Eile Edit Format View Help

MITCaDCCAJECAQAWT jEgMBAGATUE AnXY 2VydG1makiNhdGUgb24gaGFyZHdhemUw
gZ8uwDQYIKoZ IThveNAQEBBQADgYBAMIGIAcGBALpOUTWEjaY fsq3smIstf Txd+Gy5
IEgvmt/BszXzZR/wbBvBTDAKpPTWdISe5a,/3IncPk7QkjcM8j1LzAx6C15uzICRI
riMyux8xNVsHbgqQRke8d1fiswBaA3D73ci9/GuwiyyeepltNLAB3+gBODXzvBwfoxn
FVFAGeTRNAhVsCjhRAgMBAAGEgsEEMBoGCisGAQQBg ] cNAgMxDBYKNidz L jk2MDAU
MjA+BgkqhkiGOwBBCQAxMTAVMBAGALIUADgQWBETagGlaB5GEVnekms X9wRbj8Gox
ezAOBgNVHQSBAFBEBAMCBAAWSAY JKWYBBAGCNxUUMT swOQIBBQwSd21u0C5hbGZh
dHJ11c3Qual58DBdBTEZBVFIVULR cdmljdG9yLmlvY2FudQwHTULDLKVYRTBcBgor
BgEEAYI3DQICMUAWTAIBARSEAGUAVABVAGSAZQBUACAAQEBhAHMAZQAZAEMACgBS
AHAAJABvAGCAcgBhAHAASABPAGMATABQAHIAbWB2AGKAZABIAHIDAQAWDQY JKoZT
hwcMAQEFBOADgYEALz3H1Qk8Z8ApjGdTAZ+hvTapDVptlbwVBt@7sUXel /0ZsUXT
cO0BKwN1GTVFVbvSYXBykYhl23@aTJ7NEgGXPnPAah2cd FQf chWEpTvQUSRHFBOT
Hca+QXHadDIYgV1zPkgtdbie /FUEXQribdbROvIK5000CAjtn0gelBDodsE=
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The CSR must be passed to the Certification Authority in order to be digitally signed by the Root CA.

[ Create Certificate from C° =

€ - C AN [) casignfiles.com/ca/lssueFromCSR.aspx

CA Server - Issue User Certificate from CSR

Issue User Certificate from CSR

-----BEGIM MEW CERTIFLCATE REQUEST-----

MIICaDCCAdECADMWI JEEMBAGALUE i Y 2vy dalmaWNhdGUER 24EaGF y ZHd homlw
g£Z28wh0Y JKoZ ThycNAQE BBOADE Y BAMIGIACGEAL pOUTWE 2 Y FogIsmds t T xd+0yE
1Egwmt/ 85Xz 2R WhBvETOAKEP TWdISeSas 3IncPRIOkjcMEjILzAxEC 15Uz ICRE
rityuxBxiveHbgORkeBd1fiswBal 307 Icid/ GwiyyeepOtNLAR 3+EBO0X zvEBW oxn

fyfaceTRNhYsCjhRAEMBAAGEEEE EMBOGL 15GA00EE ] cNAEMXDEYKNLIAZL {k MDA
Mjb+BEkghkiGOwBBCO4xMT AvMBEOAILHDECWEET agGlaBS0EVnekms X IwRb 8 ox

ez A0BENVHOZBATEEBAMC B AwSAY KW Y BBAGC N LUMT SWOO 16 >d21unCshbeash
dHI1c30uaWsADEdBT EZBYE IVULRcdm] §dGty Lmlvy 2F ud TUIDLKVYRTBCBROr
BEEEAYIIDOTCMUAWTATBARS EAGUAYABYAGSAZDBUAL AADEEHAH AEMACEBS
AHAAdABVAGCAC EBRAHAA 3ABPAGMATABOAH T A bWB 2 AGKAZABLAHIN ¥IKoZL

MveNAQEFBOADEYEAT Z3H10R BZBApjadFAZ+hvfapOVpT1bvWBTEe T SUXE ] /DZsURT
cODBKWMLGEYEVhvSYXEykYh 12 30aT I TNBEGXPnPAsh cd FOf o hkE LISRHFhOT

Hea+QxHadD ) YevlzPkptdeie/ FUERDr4b4bROvSkSAcOCATINOZe UBDodSE=
-----END MEW CERTIFICATE REQUEST-----

Certificate Template: | User Certificate v
Certificate Validity Period: B ]
Hashing Algorithm: SHAT ¥

Revocation Password: [

This certificate is izsusd from a C3R (Certificate Signing Request).

| Back | [ Issue cerificate |
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The CA will digitally sign the CSR resulting the .CER file. This .CER file must be copied on the same
computer where the CSR was created on the same user account.

Open the .CER file and click install button.

If the CSR is created on a smart card device, the device PIN must be entered.

If the CSR is created on a HSM device (like Luna HSM), the HSM credentials must be entered on
the PED or console. More details about this can be found on the manuals offered by the HSM
vendor.

Certificate

Seneral | Details | Certification Path

&ﬁ Certificate Information

Windows does not have enough information to verify
this certificate.

Issued to: certificate on hardware
Issued by: TestCa

valid from 10/22/2014 to 1/22/2015

Install Certificate... || Issuer Statement

OK

SafeNet Authentication Client

Enter the Token Password.

Token Name: €Token

Token Passwaord: XTI ITTT]

Current Language: EN

A
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After the .CER certificate (public part) is installed on the device, the private key is now binded with the
public part of the certificate resulting a fully functional certificate, as below.

If the private key will not correctly bind with the public part (the message “You have a private key that
corresponds to this certificate” not appear on the certificate window) you must do this manually. More
information can be found on the product manual but a good start is to use certutil - repairstore (more
details on this article or this article).

General |DE13i|S | Certification Path

’_a Certificate Information

This certificate is intended for the following purpose(s):

» Protects e-mail messages
» Proves your identity to a remote computer
# Document Signing

Issued to: certificate on hardware

Issued by: TestCA

? You have a private key that corresponds to this certificate.

Issuer Statement
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The certificate appears on the smart card device.

SafeNet Authentication Client

H & O

; Certificate Data
=} SafeNet Authentication Client Tools

B- ‘; Tokens Serial number 0099217339d7fdd4 517342k
! B- '® eToken Issued to certificate on hardware
B- @j User certificates Issued by Test CA
N 1 | certificate on .. JRGIERUCN 10/22/2014
: . IM Settings valid to 01/22/2015
# Client Settings Intended purposes Secure Email, Client Authentication,

Private Key Data

The certificate is ready to be used.

General | Details | Certification Path

Certification path

|$| Test CA
B | certificate on hardware
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Generate a Certificate using Smart Card Generator

Download X.509 Digital Certificate Generator from here: http://www.signfiles.com/x509-certificate-
generator/

Smart Card Generator can be used to generate a Certificate Signing Request (CSR) on a hardware
device like SafeNet/Aladdin eToken, Safenet iKey, Luna HSM. The resulting CSR is signed by the
Root Certificate and the .CER response file is imported on the hardware device. The certificate
hierarchy will be as follow:

| General I Details | Certification Path

Certification path
tCA

.

Tes
----- iEA) Smart Card Certificate

If the certificate is created on a smart card device, the device PIN must be entered.

If the certificate is created on a HSM device (like Luna HSM), the HSM credentials must be
entered on the PED or console. More details about this can be found on the manuals offered by
the HSM vendor.

Note that this product will not work for all types of hardware devices and HSM's.

File  Generate Help

CSP Key Usage

Smart Card Certficate Service Frovider: Digital Signature [] Key Agreement
|eToken Base Cryptographic Provider Mon Repudiation [] Certficate Signing
Key Enciphement [] CRL Signing

[] Include Microsoft CSF (software) Data Encipherment

Certificate Subject Enhanced Key Usage
lssued to (CN=)™ |Smart Card Cerificate | Secure Email [] Time Stamping [ | IPSEC User
Client Authentication [ OCSP Signing  [_] IPSEC End System
| ] Server Authentication [ ] Code Signing [ IPSEC Tunnel
| Document Signing ] Any Pupose || Smartcard Logon
|

Crganization (0=): |

Crganization Unit [01U=):

[] Add custom Enhanced Key Usage O1Ds {comma delimited)

|
Title (T<): |
|

E-mail address (E=): | Country {C=): I:I Enhanced Key Usage extensions are marked as critical

Certificate Options Template

Walid from: m Validity period: Certificate template: | Regular User v|

RSA Key Lenght: | 1024 v | bis [] Mark the certfficate as Root Certificate

| Preview || Generate Certificate |

The certificate request was saved as: certreq.bxt
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Choose Generate PKCS#10 Certificate Request (CSR) option:

File | Generate | Help

C5SP Preview Certificate Ctrl+E
Smar * Generate Certificate... Ctrl+G

eToh Generate PKCS#10 Certificate Request (CSR)...

[ I Install PEKC5#10 CA Response...

Cendificate Subject

Key Usage

Digital Signature
MNon Repudiation
Key Encipherment
Data Encipherment

Enhanced Key Usage

[ ] Key Agreement
[] Certificate Signing
[] CRL Signing

lssuedto (CN=J": | Smart Card Certficate

Secure Email [] Time Stamping [_] IPSEC User

Client Authertication [ OCSP Signing [ IPSEC End System

Crganization {0=): |

(] Server Authentication [_| Code Signing [ IPSEC Tunnel

Organization Unit {OL=): |

| Document Signing [] Any Purpose [[] Smartcard Logon

Title (T=): |

] Add custom Enhanced Key Usage O1Ds (comma delimited)

Evmail address (E<): |

Cerfficate Options
Valid from: [10/22/2014 [E~

RSA Key Lenght: |1024 | bits

Validity period:

| Courtry {C=): I:I Enhanced Key Usage extensions are marked as critical

Template
Cerificate template: | Regular User W |

[] Mark the certificate as Root Certficate

| Preview || Generate Cerdificate |

Srnart Card Certificate Generator - Registered Version

If the certificate is created on a smart card device, the device PIN must be entered, as below:

File  Generate Help

CSP
Smart Card Certficate Service Provider:

-1 Smart Card Certificate Generator - Registered Version -

Key lUsage
Digital Signiature

Key Agreement

|eToken Base Cryptographic Provider

Mon Repudiation

Certificate Signing

[ Include Microsaft CSP {software)

Certfficate Subject
lssued to {CN=)™

Organization (O=):

(=,
Safe
Organization Unit ([OU=): -

CRL Signing

Key Encipherment
[] Data Enciphement

SafeNet Authentication Client

Title (T=):
E-mail address (E=):

Certfficate Options
Valid from: |10/22/2014 [El~

RSA Key Lenght: bits

Please wait...

Token Name:

Token Password:

Enter the Token Password.

eToken

Current Language: EN
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The CSR is now issued and ready to be passed to the Certification Authority in order to be digitally
signed.

-1 Smart Card Certificate Generator - Registered Version

File  Generate Help

C5P Key Usage
Smart Card Certficate Service Provider: Digital Signature [ ] Key Agreemer
|eTnken Base Cryptographic Provider V| Non Repudiation [ Certficate Sig
Key Enciphemment [ ] CRL Signing
[ ] Include Microsoft CSP (software) Data Enciphement
Cerificate Subject Enhanced Key Usage
lssued to (CN=J": | Smart Card Certficate - [V Securs Emai [] Time Stampin

5 | OCSP Signing
| | Code Signing
' | Ary Purpose

The certificate request was generated successfully. 2y Usage OIDs {

To issue the certificate, the request must be signed by a Certificate
Authority and the response must be installed on the CSP.

E-mail ensions are mark
Cerfficate |
Walid from: jular User
RSA Key Lenght: W bits [ oot Cerificate
| Preview | | Generate Certificate

The certificate request was saved as: certreq.bdt

Eile Edit Format View Help

MITCaDCCAJECAQAWT jEgMBAGATUE AnXY 2VydG1makiNhdGUgb24gaGFyZHdhemUw
gZ8uwDQYIKoZ IThveNAQEBBQADgYBAMIGIAcGBALpOUTWEjaY fsq3smIstf Txd+Gy5
IEgvmt/BszXzZR/wbBvBTDAKpPTWdISe5a,/3IncPk7QkjcM8j1LzAx6C15uzICRI
riMyux8xNVsHbgqQRke8d1fiswBaA3D73ci9/GuwiyyeepltNLAB3+gBODXzvBwfoxn
FVFAGeTRNAhVsCjhRAgMBAAGEgsEEMBoGCisGAQQBg ] cNAgMxDBYKNidz L jk2MDAU
MjA+BgkqhkiGOwBBCQAxMTAVMBAGALIUADgQWBETagGlaB5GEVnekms X9wRbj8Gox

ezAOBgNVHQSBAFSEBAMCBAAWSAY JKiYBBAGCNXUUMT swOQIBBQuSd21u0C5hbGZh
dHI1c3Qual58DBABTEZBVFIVU1Rcdml§dG9yLmlvY2FudQuHTULDLKVYRTBcBgor
BgEEAYI3DQICMU4WTAIBAhSEAGUAVABVAGSAZQBUACAAQgBhAHMAZQAGAEMAC gBS
AHAAABVAGCAC gBhAHAAZABPAGMATABQAHI AbwB 2AGKAZABLAHIDAQAWDQY IKoZI
hvcNAQEFBQADGYEALz3H1Qk8Z8ApjGdFAZ +hvFapDVpt1bvVBte7sUX6 /0ZsUXF
c006KWN1GFVFVbvSVX8ykYh1230aTI7NBgGXPnPAah2 cdFQf chEpFVQUSRHFBOT
Hca+QXHadD1YgV1zPkgtd6ie/FUEXQrababROvIK5800CA] tnOgelBDodsE=
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The CSR must be passed to the Certification Authority in order to be digitally signed by the Root CA.

[ Create Certificate from C° =

€ - C A [) casignfiles.com/ca/lssueFromCSR.aspx

CA Server - Issue User Certificate from CSR

lzsue Uszer Certificate from CSR

-----BEGIM MEW CERTIFLCATE REQUEST-----
MIICa0CCAdECADNN] JEGMBAGALLE Awa Y 2y dG1lmaWNhdGUEb 24 aGF y ZHdhombu

gggg_ggﬂknilhvcnggl': BEOADEYRAMIGIA0GEALpOUTWE jaYfeqismdstFT xd+§L
1Egwmt/BszXz 2R WhBvETOAKEPTWdISeSas/ 3 IncPkTOkjcMEjILzAxEC]1Suz ICRE

rityuxBxNvsHbgORkeBd1fiswBan307 3cid/GwiyyeepOtlLAB 3+BODXZ Vv BwHoXN
fufaceTRNhVsC jhRAEMEAAGEEEE EMBOGL 1 SGAQ0BE cNAEMRDEYKNIAZL Jk2MDAL

Mife+ gkgh k1G9WEECOAxMTAVMERGALLADEOWEET agG ) aBoaEY nekms XawRbj8Gox
ezADBENVHIEBAFEEBAMC BAAWSAY TKWY BEAGC N LUIMT swD0 1 BBOwSd 21 uDC ShbaZh
dHI1c30uaWsBDEdET EZBVF IVULRcdm1 jdGSy Lmlvy 2F ud TULDLEVYRTBCBROP
BEEEAYIIDOICMUAWTATBARS EAGUAVABYAGSAZOBUAC AADEB hAHMAZOARAEMAC EBS
AHAADABVAGCAC EBhAHAA AR DAGMA T AROAH T ADWE 2AGKAZAR LAH TDADAWDOY JK0ZL
veNADEFBOADEYEAT z3H 10k BZBApjad FAZ+hvFapDVpT 1 bvWB TR SUXE] /OZsURT
CO0BKWNLGFVFWbvEVXEYkYh1138aT ITNBEGXPnPAahlcd FOFC hWE pFvOUSRHF bOT
Hea+0xHadIYavlzPkptdeie,/ FUEXDr4b4bROVELSACOCA tnOge UBDod S E=
-----EMD MEW CERTIFLCATE REQUEST-----

Certificate Template: | User Certificate v
Certificate Validity Period: B ]
Hashing Algorithm: SHA1 v

Revocation Password: [

This certificate iz issued from a C5R (Certificate Signing Request).

| Back | | Issue cerificate |

Page 15



The CA will digitally sign the CSR resulting the .CER file. This .CER file must be copied on the same
computer where the CSR was created on the same user account.

If the CSR is created on a smart card device, the device PIN must be entered.

If the CSR is created on a HSM device (like Luna HSM), the HSM credentials must be entered on
the PED or console. More details about this can be found on the manuals offered by the HSM
vendor.

General | Details | Certification Path

[‘g Certificate Information

Windows does not have enough information to verify
this certificate.

Issued to: Smart Card Certificate

Issued by: TestCA

Valid from 10/22/2014 to 1/22/2015

Install Certificate...|  Issuer Statement
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Install the .CER file using Install PCS#10 CA Response option.

File | Generate | Help

C5P Preview Certificate Ctrl+E Key Usage

Smat **  Generate Certificate... Ctrl+G Digital Signature [

]
N diati
eTok Generate PKC5#10 Certificate Request (C5R)... EI I{:: ;egsh;n:erlrt %

L] i Install PKC5#10 CA Response... I Data Enciphement

Cerificate Subject Enhanced Key Usage
lssued to (CN=)". [ Smart Card Certficate | Secure Email [
Client Authentication [
Organization (0=); | | [ ] Server Authentication |
[

Documert Signin
Oraanization it (01 1=) | | . S

1 Smart Card Certificate Gener
File  Generate Help
CSP
Smart Card Certfficate Service Provider:
|eToken Base Cryptographic Provider v|

] Include Microsoft C5P {software)

Cerificate Subject

lssuedto (CN=)": | Smart Card Certficate |

After the .CER certificate (public part) is installed on the device, the private key is now binded with the
public part of the certificate resulting a fully functional certificate, as below.

If the private key will not correctly bind with the public part (the message “You have a private key that
corresponds to this certificate” not appear on the certificate window) you must do this manually. More
information can be foud on the product manual but a good start is to use certutil - repairstore (more
details on this article or this article).
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The certificate appears on the smart card device.

SafeNet Authentication Client

=" SaﬁaNet Authentication Client Tools

EI “ Tokens

L 5etungs
----- - ¥ Client Settings

I eToken
EI rj Llser cerhﬁcates

Certificate Data

Serial number
Izsued to

Issued by

Valid from

Valid to

Intended purposes

Private Key Data

Key size

Container name
Modulus

Key spedfication
Default key container

L ey B

00b193f8d8 72d280 21d1bbe7 35
Smart Card Certificate

Test CA

10/22/2014

01/22/2015

Secure Email, Client Authentication, Docu

1024 bits
|p-521f4b&c-d9d7-43a7-b4a4-28e45fae
822ec43ffec 68 c28bedd2bb db ¢
AT_KEYEXCHAMGE

‘fes

o
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The certificate is ready to be used.

General | Detgils | Certification Path

Certification path

5l TestCA
P EA smart Card Certificate

General | Details | Certification Path

E_RJ Certificate Information

This certificate is intended for the following purpose(s):

# Protects e-mail messages
# Proves your identity to a remote computer
* Document Signing

Issued to: Smart Card Certificate

Issued by: TestCA

Valid from 10/22/2014 to 1/22/2015

? You have a private key that corresponds to this certificate.

Issuer Statement
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Generate a Self-Signed Certificate using Smart Card Generator

Download X.509 Digital Certificate Generator from here: http://www.signfiles.com/x509-certificate-
generator/

Start Smart Card Generator and make all necessary customizations.
This section is useful when you want to generate a Root CA Certificate directly on a hardware device.

If the certificate is created on a smart card device, the device PIN must be entered.

If the certificate is created on a HSM device (like Luna HSM), the HSM credentials must be
entered on the PED or console. More details about this can be found on the manuals offered by
the HSM vendor.

Note that this product will not work for all types of hardware devices and HSM's.

File  Generate Help

CSP Key Usage

Smart Card Certficate Service Provider: Digital Signature Key Agreement
Mon Repudiation Cerfficate Signing
Key Enciphemment CRL Signing

[] Include Microsoft CSP (software) [] Data Enciphement

eToken Base Cryptographic Provider

Cerificate Subject Enhanced Key Usage
lssued to {CN=J":  |seffsigned on hardwars [ Secure Email [ Time Stamping [ | IPSEC User
[] Cliert Authentication [ | OCSP Signing [ | IPSEC End System
Organization (O=): | Organization [] Server Authentication [_] Code Signing [ IPSEC Tunnel
[] Document Signing [] Any Pupose  [] Smartcard Logon

Organization Unit {OU=):
[] Add custom Enhanced Key Usage OIDs (comma delimited)

Title (T=):

E-mail address (E=): Country (C=): [] Enhanced Key Usage extensions are marked as critical

Certfficate Cptions Template
Valid from: |10/22/2014 [E~ Validity period: 10 == |Year v Certificate template:

RSA Key Lenght: bits Mark the cetficate as Root Cedificate

Preview Generate Certfficate

Smart Card Certificate Generator - Registered Version
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If the certificate is created on a smart card device, the device PIN must be entered, as below:

1 Smart Card Certificate Generator - Registered Version =

File  Generate Help

CSP Key Usage

Smart Card Certificate Service Provider: Digttal Signature Key Agresment

|eToken ase Coyptographic Frovider vl Mon Repudiation Certificate Signing
Key Enciphement CRL Signing

[ Include Microsoft CSP {software) ["] Data Enciphement

Certificate Subject

lssued to ([CN=)"
QOrganization {J=).

Organization Unit {OL=);

Title (T=):
Enter the Token Password.
E-mail address (E=):

Taoken MName: €Token
Certificate Cptions

Valid from: |10/22/2014 G~
RSA Key Lenght: bits

Token Password: sssssssnes

Current Language: EN

Please wait...

B Smart Card Certificate Generator - Registered Version -

File  Generate Help

CSP Key Usage

Smant Card Certificate Service Provider: Digital Signature Key Agresment

|eToken Base Cryptographic Provider v| Non Repudiation Certificate Signing
Key Enciphemment CRL Signing

[] Include Microsoft CSF (software) [] Data Encipherment

Certificate Subject
lssued to {CHN=)™ |5e|fsigned on hardware |

QOrganization (0=): |Orgar1izatior| |

Organization Unit {OU=): | |

Title (T=): | |
Email address (E<): | | CountryC) [ ]
Certfficate Options Template
Valid from: [10/22/2014 [~ |  Valdty period: [10 |3 Certiicate template:
RSA Key Lenght: bits Mark the certfficate as Root Certficate

| Preview || Generate Certificate |

Done.
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The certificate is successfully created and ready to be used.

General | Details | Certification Path

|
I:a, Certificate Information

This certificate is intended for the following purpose(s):

= Al issuance policies
» All application policies

Issued to: selfsigned on hardware
Issued by: selfsigned on hardware

Valid from 10/22/2014 to 10/22/2024
? You have a private key that corresponds to this certificate.

Issuer Statement

| General | Details | Certification Path

Show: |<AJI:> v|

Field Value

Subject selfsigned on hardware, Craa...
[=]Public key RSA (2048 Bits)

Subject Key Identifier 1f 6480 3789a7 109 cb 09 ...
‘3| Key Usage Digital Signature, Mon-Repudia...
Basic Constraints Subject Type=CA, Path Lengt...
Thumbprint algorithm shal

Thumbprint 0ac52826 790003 flcTel. ..

L

Digital Signature, Non-Repudiation, Key Encipherment, Key Agreement,
Certificate Signing, Off-ine CRL Signing, CRL Signing (ee)

EditProperties... | | Copy toFile.. |

oo ]
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