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PREFACE

The purpose of this manual is to offer the reader a taste of the main features and potehtiaé DEFT
distribution; a starting point to stimulate the growth of their technical knowledge using the DEFT.

On these pages you will not find exhaustive explanations on the use of all applications and commands currently
in the DEFT distribution.

Totry to facilitate the study, we have included some examples that suggest how to perform some of the major
activities of Digital Forensics.

the acquisition and preservation of mass storage devices (hard drives, USB sticks, MP3 players,
smartphonesetc..) or telematic traffic over IP networks;

case analysis and their management.

Happy reading!
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CHAPTER 1: INTRODUWON

1.1 WHAT IS DEFT?

The Linux distributionDEFTis made up of a GNU / Linux and DART (Digital Advanced Response Toolkit), suite
dedicated to digital forensiésind intelligencéactivities.

It is curently developed and maintained by Stefano Fratepietro, with the support of Massimo Dal Cero, Sandro
Rossetti, Paolo Dal Checco, Davide Gabrini, Bartolomeo Bogliolo, Valerio Leomporra and Marco Giorgi.

The first version of Linux DEFT was introduced in 20@3ks to the Computer Forensic Course of the Faculty

of Law at the University of Bologna.

This distribution is currently used during the laboratory hours of the Computer Forensics course held at the
University of Bologna and in many other Italian uniitexs and private entities.

It is also one of the main solutions employed by law enforcement agencies during computer forensic
investigations.

In addition to a considerable number of linux applications and scripts, Deft also features the DART suite
containing Windows applications (both open souraad closed source) which are still viable as there is no
equivalent in the Unix world.

DEFT is distributed free of charge with no guarantees.

YGNU/ Linux is a free Unixpe operating system (or Uniike), incorporating elements of the Linux kernel with the GNU
system and other software dev&NU / Linux is a free Unrixpe operating systa (or Unixlike), incorporating elements of

the Linux kernel with the GNU system and other software developed and distributed under the GNU GPL or other free
licenses.Wikipedigped and distributed under the GNU GPL or other free licensigsedia

2Acronyn for Digital Evidence & Forensic Toolkit.

% Science that studies the identification, preservation, protection, retrieval, documentation, and any other form of
computer data processing in order to be evaluated and studied in a legal process, for evidpatjgoses, the techniques
and methodological tools for the examination of computer systefwskipedig

*This aspect of the distribution will be addressed in another document

®The term refers to software whose authors allow free study and/or to malkegés by other independent programmers
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1.2 WHY CAN DEFT BE USHNIDIGITAL FORBINCS?

Computer Forensics software must be able to ensure the integrity of file structures and métanatze
system being investigated in order to provide an accurate analysis. It also needs to reliably analyze the system
being investigated without altémng, deleting, overwriting or otherwise changing data.

There are certain characteristics inherent to DEFT that minimize the risk of altering the data being subjected to
analysis/
Some of theséeaturesare:

1. On boot, the system does not use the swap imms on the system beingnalyzed

2. During system startup there are no automatic mount scripts.

3. There are no automated systems for any activity during the analysis of evidence;

4. All the mass storage and network traffic acquisition tools do not alter thia ldeing acquired.

® RFC 3227Minimizechanges to the data amu are collecting itThis ishot limited to content changes; You Should avoid
updating file or directory access timés.

" Art 247, paragraph 1 bis with changes madehgyratification of the Budapest Convention on the Law March 18, 2008, n.
48: "[...] adopting technical measures aimed at ensuring the preservation of the original data and to prevent tampering"
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CHAPTER 2: SYSTEMQREREMENTS

2.1 DEFT

You can fully utilize the widenging capabilities of the DEFT toolkit booting from a CDROM or from a DEFT
USB stick any system with the following characteristics:

T CD/DVEROM @ USB port from which the BIOS can support booting.

i CPU x86 (Intel, AMD or Citrix) 166 Mhz or higher to run DEFT Linux in text mode, 200Mhz to run
DEFT Linux in graphical mode;

1 64 Mbytes of RAM to run DEFT Linux in text mode or 128 Mbytes to run the DEFT G

DEFT also supports the new Apple kitated architectures.

2.2 DART

The DART suite runs on all Microsoft WindowshBXystems. Some minor limitations were found for tools
that do not guarantee full support to 64bit systems.

DART carun directly in DEFT Linux using Wine

® Wine is a framework for Linux that allows you to run Windapplications that can be installed or launched directly into
a Linux distribution (www.winehq.org)
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CHAPTER 3: APPLIGANILIST

3.1 DEFT LINUX

Sleuthkit 3.2.3
autopsy 2.24

dff 1.2

ptk forensic 1.0.5
Maltego CE
KeepNote 0.7.6
hunchbackeed file carver 0.6
Findwild 1.3

Bulk Extractor 1.2
Emule Brensic 1.0
dhash 2.0.1
libewf 20120304
aff lib 3.6.14

Disk Utility 2.30.1
guymager 0.6.4
dd rescue 1.14
dcfldd 1.3.4.1
dc3dd 7

foremost 1.5.6
photorec 6.13
mount manager 0.2.6
scalpel 2

Wipe 0.21

hex dump

outguess 0.2

sglite database browser 2.0b1
bitpim 1.0.7

bbwhatsapp database
converter

Dropbox reader

iphone backup analyzer
10/2012

iphone analyzer
creepy 0.1.9
xprobe2 0.3
xmount 0.4.6trID 2.11 DEFT
edition

readpst 0.6.41
chkrootkit
rkhunter 1.3.8
john 1.7.8
catfish

pasco 1.0
md5sum
shalsum
sha22sum
sha256sum

sha512sum

md5deep

shaldeep

sha256deep

pdfcrack cracking tool
fcrackzip cracking tool
Clam Antivirus 0.97.3
mc 4.7.0.9

dmraid

testdisk 6.11

ghex, light gtk hex editor
vinetto 0.6

Xplico 1.0 DEFT edition
Wireshark 1.6

ettercap 0.7.3

nmap 5.21

Hydra 7.1

log2timeline 0.60
rifiuti2

Wine 1.3.28

mobius forensic
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3.2 DART 1.0

WinAudit 2.28.2
MiTeC

Windows Registry Recovery
1.5.1.0

Zeroview 1.0
FTK Imager 3
Nigilant32 0.1

Windows Forensic Toolchest
3.0.05

MoonSols Win32dd
1.02.20100417

MoonSols Win64dd
1.0.2.20100417

Windows File Analyzer 1.0
UltraSearch 1.40
PreSearch xx.08

XnView 1.97.8

X-AgentRansackk 2010 (build
762)

Index.dat Analyzer 2.5
AccessEnum 1.2
Autoruns 10.03
DiskView 2.4

Filemon

Process eXPlorer 12.04
RAM Map 11

Regmon

Rootkit Revealer 1.71
VMMap 2.62

WinObj 2.15
AlternateStreamView 1.15
ChromeCacheView 1.25

10

CurrPorts 1.83 (x86/x64)
CurrProcess 1.13
FoldersReport 1.21

IE Cache View 1.32

IE Cookies View 1.74

IE History View 1.50
Inside Clipboard 1.11
Live Contats View 1.07
Mozilla Cache View 1.30
Mozilla History View 1.25
Mozilla Cookie View 1.30
Opened Files View 1.46
Opera Cache View 1.37

Outlook Attack View 1.35
(x86/x64)

Process Activity View 1.11
(x86/x64)

Recent Files View 1.20

RegScanner 1.82 (x86/x64 and
win98)

ServiWin 1.40
MUI Cache View 1.01
MyEventView 1.37

SkypelLogView 1.15 SmartSniff
1.71 (x86/x64)

StartupRun 1.22
MyLastSearch 1.44
Mozilla Cookies View 1.30
Opened Files View 1.46
Opera Cache View 1.37

Outlook Attack View 1.35
(x86/x64)

Process Actity View 1.11
(x86/x64)

Recent Files View 1.20

RegScanner 1.82 (x86/x64 and
win98)

ServiWin 1.40
USBdeview 1.80 (x86/x64)
User Assist View 1.01
User Profile View 1.01
Video Cache View 1.78
WhatInStartup 1.25
WinPerfectView 1.10
Password Tool
ChromePass 101
Dialupass 3.10

IE PassView 1.20

LSA Secrets Dump 1.21
(x86/x64)

LSA Secrets View 1.21 (x86/x64)
Mail PassView 1.65
MessenPass 1.35

Network PassRecovery 1.30
(x86/x64)

Opera PassView 1.1
PasswordFOX 1.25

PC AnyPass 1.12

Protected Pass View 1.63

PST Passwt 1.12

Remote Desktop PassView 1.01
VNC PassView 1.02

Win9x PassView 1.1
WirelessKeyView 1.34 (x86/x64)
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AviScreen Portable 3.2.2.0
Hoverdesk 0.8

File Restore Plus 3.0.1.811
WiIinVNC 3.3.3.2
TreeSizeFree 2.40

11

PCTime Spartakus 1.0
LTFViewer 5.2 Testdisk 6.11.3
Sophos AntRootkit 1.5.4 Photorec 6.11.3
Terminal with tools command

line
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CHAPTER 4: START DEMNUX LIVE DVD

4.1 DEFT IMAGE FILENTEGRITC€HECIOF THEDOWNLOADED FILE

It iswiseto verify the integrity of your downloadedeysion before performing digital forensics analysis. This
ensures that you have an exact match of the copy being hosted online which has not been altered or changed
during the download process.

This can be done by calculating the MD5 hash Vainehe image file or on the archive you downloaded and
then subsequently comparing it with the valuesnd5.txtin theroot of the download directory.

Hame Last modified Size

a Parent Directory -

E] dart/ 07-Feb-2012 16:28 -

deft7.isc 06-Feb-2012 16:41 2.2G

deftTvapp.7z.001
deftivapp.7z.002

deftTvapp.7z.003

09-Feb-2012 15:43

09-Feb-2012 16:09

09-Feb-2012 16:01

TTO0M

T26M

8194

iso/ 07-Feb-2012 16:28 -

md5.txt 06-Febk-2012 16:39 288
ﬁ] patech/ 08-Feb-2012 09:25 -
Ea vapp/ 07-Feb-2012 16:28 -

DEFT / DART: Download Directory

For "deft7.iso" image file for instance, the calculation of the MD5 hadie should give the same result as the
one indicated irmd5.txtfile, a value similar to "d98307dc53ca83358a2dfdb33afc2672".

To calculate the MD5 hash value of a file, you can use different tools: for examgBsummet®or
hashmyfiles' (Windows) or themd5sumcommand line tool for Linux / MacOS.

If the hash value of the file you downloaded does not match to the one on the WEW site, it could mean that
there were errors during the download process which corrupted your file. This is possible even if your
downloaded file size is the same as original file size.

4.2 BURNING DEFT LINUX@PTICAL MEDIA

o http://en.wikipedia.org/wiki/MD5
1% http:/wvww.md5summer.org/
1 http://www.nirsoft.net/utils/hash_my_files.htm .This application is already included ifRDA

12
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DEFT Linux 7 (the live version being used on physical machines) is distributed as an ISO image which must then
be burned to a DVD in order to be hable®.

To burn the 1ISO image you will need disk burning software which is freely available online. Most of these
applications are very usdriendly; just follow the steps provided within the program to burn your ISO image to

a disk.

ISO images functioms a snapshot of an entire system.

This includeshe hard drivefile systens. Your ISO image serves gaaform for forensicanalysis othe target
system.The deftiISO must be burned using the original snapshot.

BurninglSO images is possible with alsh every burning softwar& simply by selecting the option for the
images.

Wl ImgBurn l = e
File View Meode Tools Help
What would you like to do? z
o o
= (9 = (%
\___\_/ )| 'J,l \.__\__/
Write image file to disc Write files/folders to disc
) |
/ L|> L|>
\..__/ )| 'J,l
Create image file from disc Create image file from files/folders
\ e e r ) | 1
) © g | w (A8
A i » &7 it
Verify disc Discovery
That's one small step for man, one giant leap for mankind.

ImgBurn can write image files to a disk

Online there are thousands of links and howto's which explain how to burn ISO images to CD / DVD with many
different operating systems.

4.3 CREATING A BOOTABLEB STICK CONTAININGFT LINUX

'2Given their small size, DEFT 6 and earlier versions could also be burned to CD.
¥ On Windows we suggest you to use, for convenience, free tools such as ImgBurn or InfraR&rotdeux the burning
software K3B has the functionality required to buhe image file. On Mac OS is sufficient use the Disk Utility application

13
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An alternative to using optical media, is to create a bootable USB flash drive containing DEFT Linux as if it were
a live CD / DVD (only on PCs that support booting from USB device).

There are several ways to create USB mass storage devices containing DEFT Linux Live. For Windows, Linux anc
Mac systems we recommend using the free universal application UNetBbotin

It performs the write operation after the user selects the 1ISO imageetput on the USB stick and the drive
letter the system will acquire.

We recommend you to format the USB stick with the FAT32 file system. You may also want teaieme
label"to remind you which distribution and version is on the usb flash drive.

[15,0 GB

Eile system
[FaT32 Defauiy

Allocation unit size

[8192bytes

Restore device defaults

Volume label
DEFT?

Format options

Quick Format
Create an M5-DOS startup disk

Preparing the USB flash drive

Start UNetbootin no installation required and, by enabling the radio button "Diskimage", select the 1SO file
you want to convert into a bootable Live USB, select the drive letter of the USB stick you want to use.

1 http://unetbootin.sourceforge.net/
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77 UNetbootin RN X

) Distribution == Select Distribution == - ] [== Select Version == v]

Welcome to UMetbootin, the Universal Metboot Installer, Usage:

1. Select a distribution and version to download from the list above, or manually specify files to
load below,
i 2. Select an instalation type, and press OK to begin installing.

@ Diskimage 150 +| F\deft7iso I]

Space used to preserve files across reboots (Ubuntu only): 0 +{ MB

Type: |USB Drive v] Drive: [Hl'l. v] [ oK l [ Cancel l

UNebootin: Main Screen

At the end of the write operation you will get a Live USB version that will be used to start DEFT Linux on any PC
that supports booting from USB port, common feature on most newer machines.

4.4 SETTING THE BIOS ANIR THE BOOT SELECTIGNBP/MENU

It is important to make sure that the BIOS of the system being analyzed is set to boot from CDROM / DVDROM
/ BDROM or from external storage devices (according to the media containing DEFT). In any other
circumstances, configa the BIOS, save and restart the system either with the DVD already inserted in your CD

/ DVD drive either with the USB stick already connetted

We recommend changing the boot order of the devices directly in the BIOS to prevent an accidental reboot of
your PC (e.g. a power surges).

1 Generally, during startup is indicated which key to press to see therbeat, often called "Boot Selection Popup” or
"Boot Device Menu'Thekeys usually dedicated to the Boot Menu are F8, F9 and F12, but on some architectures the boot
menu can also be accessed by pressing ESC

15
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4.5 BOOT PARAMETERS C&#FD

After having started the DEFT boot loader, you will see a screen with several boot options. The first option will
require you to select a language for the DEFT

English

Espanol

Italiano

F1 Help F2 Lan g F3 Keymap Fd4 Modes F5 Ac ihility F6 Other Options

Choice of laguage

After selecting the language, you can use the up / down keys to move through theddvap menu. By using
the function keys, you can set additional parameters such as:

|l Help (F1)
Language (F2)
Keyboard (F3)
Mode (F4)
Accessibility (F5)
Other optiors (F6)

=A =4 =4 4 =4

The F6 function key allows you to customize some of the startup parameters of DEFT. You may choose from
some preset options on the menu, or customize them yourself.

®| (iatrassible by pressing F2 on startup settings window

16
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The kernel parameters available by pressing the F6 key are:

At boot A®I functions are not used for managing of the electricity usec
your system. Useful in case of problems starting the live, in the case whel

acpi=off
P PC does not support ACPI or if the ACPI causes problems of rebooting or
of the system.
noapic Disables the APIC interrupt controller ( Advanced Programmable Inter|

Controller).

nolapic nolapic, disables the APIC functions for Intel ®B&kd architectures;

edd=on Enables Enhanced Disk Drive.

nodmraid | nodmraid, disables the kernel setting for dmragdd type of software;

Sets the framebuffer resolution if your video card is in vesa mode Yol
choose from the following modes:

320|640 640 800|800 896 (1024 1024 1152 1280 1400 1440 1600 1900

x x x x x x x x x x x x x x

200/ 400 480500 600 672 640 768 720 1024|/1050| 900 1200 1200

16 colors 770 T2 T4
256 colors 768|769 |879|771|815| 874 | 773 | 869 | 775 | 835 [ 664 | 796 | 893
vga = XXX 15-bit (5:5:5) | 781/ 801|784 |880 787|816 875 | 790 870 | 793 865 | 797

16-bit (5:6:5) | 782 802|785 |6881|788|817| 676 | 791 | 671 [ 794 | 837 | 666 | 798
24-bit (8:8:8) | 783| 803|786 | 882|789 |818 | 877 | 792 | 872 | 795 | 838 | 867 | 799
32 bit (8:8:8)" 804809 883|814 819 878 | 824 | 873 | 829 868 | 834

Deprecated parameters in red, in black parameters founded with
malfunction. For more information on adjustigyparameters at boot time, yo
can refer to Appendix 1.

To boot DEFT Linux on lac Book Airit is necessary to add th
nomodeset | nomodesetparameter This parameter allows you to properly handle the vig
drivers and to use the system without screenss.

Y Taken from www.kernel.org/doc/Documentation/kernphrameters.txt

This is a kernel boot option that tells the kernel not to enable kernel mode setting (KMS). Video support is Usually a
combination of a kernel drm driver and Xorg drivers working together. KMS is used with Intel, Nouveau, and Radeon
kernel modues. KMS is required for Intel and Nouveau, and optional for Radeon (although, with different features).

If you want to use the vesa Xorg driver, and you have hardware uses the Intel That, Nouveau, or Radeon kernel
modules, you may need to bo with nomodeset, or blacklist the matching module, or just delete the module.The
modules will be found in /lib/modules/<kerneiersion>/kernel/drivers/gpu/drm/

17
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Requires (when possible) to load the entire image of DEFT to RAM, allow
remove the DVD or the USB stick. The execution speed is greatly inci
because you make read operations from disk or flash drive not necessary
you can use ta DVD player for any forensic acquisitions (for example
guymaget®) or to burn data (for example with the burning progratfburrt®in
toram the menu "Sound & Video").The parameter "toraim'triggered only if the RAN
is sufficient to contain the image of thBEFT DVD / U¥Bhe DEFT

distribution takes up about 1.4GB, therefore we recommend that you start
"toram" mode only when the PC has at least 2GB of memory. The D
distribution, however, takes up only 700MB, so it is bootable in "toram" ¢
on PCs that have only 1GB of memory.

To select the kernel parameters shown on the menu, press the spacebar or the Enter key at the chosen ones:
an X' will be inserted to confirm the addition to the kernel.

If you wish to specify additional kernel parametgeafter pressing F6, press the "Esc" key to clear the menu and
view in the background the kernel boot line where you can type in the chosen parameters, keeping them
separated from each other with spaces.

18 http://guymager.sourceforge.net/
19 http://www.xfce.org/projects/xfburn

2|t is recommendedn any case to leave a part of free RAM for the normal activities of the system

18
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4.6 INSTALLING LINUX DOEF

By the 7" Release, DEFT can be installed on any x86 system.

The following are the minimum and recommended system requirements for installation:

* Minimum requirements Optimal requirements
1 X86 CPU 200Mhz 9 Intel dual core CPU
1 128 MB RAM 1 2GBRAM
i Hard Drive 20 GB 9 Hard Drive SATA 5@&B
1 Vesa compatible 16MB Video Card 1 Intel Video card with dedicated
1 Network adapter 10/100 memory
9 USB 2.0 interfaces 1 10/100/1000 Network CardWiFi N
1 DVD player f USB 3.0 and-sata interfaces
1 DVD player

The system is installed via a standard wizard where the uset amssver a few questions. The operation that
requires most attention is the partitioning of the mass memory to host the system.

Despite the changes demanded based on the experience and the way the user works, we would like to give
some tips on the way tolmiain an optimal installation:
1 Keep at least 20GB of hard disk space;

§ Partition the disk according to your needs by creating a swap partition with a level of swafpiness
of 10. This will reduce the sudden slowdowns caused by use of the swap pAitition

9 Createa user during installation, however, remembering always to use DEFT Linux with the root
user to avoid problems due to the demand for permission by certain applications;

o To enable the root account by setting the password, type the command "sasewga"

and answer the questions;

0 To become root, type "sudo sti (your password will be required) or "sti(you will be
prompted for the root password);

1 Do not removeEOR ANY REAS@¢ freezing on updating some packages deliberately blocked:
they are part of a process of personalization of all the security mechanisms of the storage devices
connected to the system.

%! For more information https://help.ubuntu.com/community/SwapFaq

2|f the computer has more than 4GB of RAM, could be considered a solution as not to create a SWAP pattitton: i
way you will avoid unexpected delays caused by use of the swap partition.
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CHAPTER 5: DEFT LWWUEXT MODE

Once the boot process has finished, the system presents abeesdd session (with six terminals accessible
through the key combination ALT +B1ALT + F6) with a bash shell with root permisions

HWelcome to DEFT "Arcana Intellego" (GNU/Linux 3.0.0-1¢ neric

Run deft-gui for start the GUI.

DEFT: text interface session

5.1 MANAGING STORAGE MED

DEFT supports mass storage devices and popular file systems. As already mentioned, DEFT does not automount
as in the typical Live distributions (eg Knoppix, Ubuntu, etc...) so as to avoid accidental alteration of attached
storage.

The contents of stored memory can still be altered by the mount operation performed in the read/write mode,
an action that DEFT does not run automatically.

% This implementation is very useful when you start DEFT Linux on very old computers that do not allow an optimal use of
the graphical interface or for the advanced user whiefprs to work directly from the command line
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5.1.1 USEFUL COMMANDS

Here are some useful commands to perform tasks related tontheagement of storage devices:

9 fdiskl: lists all the partitions and storage devices connected to the system;

1 mmlis / dev / xxor mmls filename.ddtists the partitions on the device or in the raw image indicating
the starting offset of each partitionral the unallocated spaces;

1 hdparmlg / dev / xxx: shows the AC characteristics of the mass memory xxx.

1 This implementation is very useful when you start DEFT Linux on very old computers that do not allow
an optimal use of the graphical interface or for thdvanced user who prefers to work directly from
the command linstorage devices.

1 mount: displays the file system type of storage devices connected to the system and the manner in
which they were mounted (read only / reaurite);

1 df-h:displays informatia about the size of the mounted devices and their free space.

(5.1.2 MOUNT OF STORAGE DEKES

Themountcommand allows you to connect a file systepresent on a device or on a file stored on the disk
to a system directory.

In case you wantot mount a device such as a hard disk, USB stick, CD / DVROKIDfloppy disk, etc. ... you
will be using, as the source, the device itself that identifies it. In this case:

1 /dev/fdX**for floppy disks (usually with a single floppy you have /dev/fd0);
1 /dev/hdXfor IDE hard disks;

1 /dev/sdXfor SATA hard drives or USB devices;

1 /dev/icdromfor CDROM.

In forensics, the direct mounting of an evidence (i.e. a disk, a USB flash drive, etc ...) must be readiordg
and only when necessdry This ensures thahe integrity of the evidence can be guaranteed .
The selected file system, as well as being stored on a device, can be contained within a file on the disk,
containing thedumpor the bit-stream imagef the acquired device.We will have, in this caseages:
1 inthe "bit stream image" formadd or raw);
1 in the "Encase" formatewf);
1 in the "Advanced Forensic Format" forn{aff).

*The X identifies the device number on the system, so you will have /dev/sda for the first disk and /dev/sdb for the
second one, while the numbers observed after the device with the command “fdiglev/sdal, /dev/sda2, etc ...)

identify the number of partition within the device

*Best practices indicate clearly that you should never work on the original mass memory but always and only on a copy.
% Often the bitstream format is divided into files of smallsize (24 Gigabytes each) in order to be saved on file systems
with filesize limit (eg.FAT32), in this case is definespéisraw.
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5.1.3

MOUNTING A DEVICEARD DISK, USB STICKOPPY DISK, CDRCV,C ...)

To mount a file system as reaadly simply type a command like:

where

mountt type -0 options source mount_point

typeis the type of filesystem, usually vfat, ng, ext3 ... etc.., or auto when you are not sure of
the type of the file systefd (if you omit this option, mount will indepetently try to recognize
the filesystem type, and usually succeeds);

sourcecan be a partition such dslev/hdalor/ dev/sdal,;

mountpoint is usually a directoryn /media- that must be createdefore running the mount
command®.

The frequently used pameters(which must follow theo option in themountcommand) are:

T

= =4 =4 =4 4

ro - read-only:mount as reaebnly;

rw - read-write: mount as write mod& [29] ;

loop- to mount an image file;

noatime- do not change the time of last access;

noexec- does not allow the execution of files;

offset=N- when you mount a disk image file (topic covered in depth in the next section) it gives
the number of bytes to skip to point at the beginning of the logical partition to mount (or
recoverablemmls fdsklu).

Example 1mount with write access an NTFS partition on which the dump of a device (the result of a forensics
acquisition) will be saved :

mount-t ntfs-3g-o rw /dev/sdbl /media /dest

Example 2mount an NTFS patrtition of a hard disk you wianacquire as reawnly e.g. to preview files during
fieldwork activities (it iessentiato use the-o rooption to prevent any accidental writes to disk):

mount-t ntfs-3g-o ro /dev/sdbl /media /evidence

z Usually, even if omitted, the mount command can identify the type of filesystem independently.
3 For example with theammandmkdir /media/NameOfTheFolderlWantToCreate
29 . .

To be used for the directory where you will save the copy
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5.1.4 MOUNT OF A DD/RAW IMGE FILE

To mount an image file as reawhly (containing the dump of an entire digigt of a single partition) you can
use the following command:

mount-t type -o ro,loop,offset=$((512*partitiosstart)) options image_file.dd mount_point
The options and the symtaof the mount command are the same as the ones indicated in the previous
paragraph.
In this casehowever, amethod of mount based omlevice loop'converts" (virtually, without altering the
source) a (static) image file on a linux device (dynamic), thowiag the kernel to mount it as if it were an
actual device.

Theloopoption allows this type of abstraction and is derived from the implicit and automatic application to the
below layer of thdosetupcommand, through which you can associate a loopaeio the imagemage.dd.

In this way you can run applications working on devices also on images of mass storage.

If you want to avoid usingp loop you must, before mounting, create a loop device using the command:
losetup-r /dev/loop0 /media/disk1/dunp.dd

This loop device will be used as if it were a source disk to be mounted in the manner described préviously

So, being able to directly use the loopyou avoid creating a loop device that you should remember to close
with the command'losetup-d /dev/loop0".

The other essential option when you mount an image file containing the acquisition of an entire disk (and
therefore, not of a single partition) i%offset”.

Through the mmls utility you can find the starting offset of a disk partition:

mmis dump.dd

the resulting output will be similar to:

DOS Partition Table
Offset Sector: 0

Units are in 512 - byte sectors

Slot Start End Length Description
00: Meta 0000000000 0000000000 0000000001 Primary Table (# 0)
01 - 0000000000 000000204 7 0000002048 Unallocated
02: 00:00 0000002048 0000032255 0026624000 Unknown Type (0x27)
03: 00:01 0000032256 0086598247 0000204800 NTFS (0x07)
05: - 0086598248 0976773167 0000002048 Unallocated

¥ you will need to type a command likeount-o ro /dev/loop0O /mnt/dest
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Mount the partition identified as 03 bhe mmisoutput specifying the offset multiplied by 532
mount-t ntfs ro,loop,noatime,noauto,noexec,offset = 16515072 dump.dd /media/dest

Instead of performing the calculation of the offset by multiplying by 512 the "starting" point of the partition
obtained withmmls,you can use a shell mathematical operator by including as an offset, the value of $((512 *
partition-start)), where "partitionstart” indicates the byte offset of the partition you want to mount (in the
previous example the valug3256).
Thereforemountwith the command:

mount-t ntfs ro,loop,noatime,noauto,noexec,offset=$((512 * 32256)) dump.dd /media/dest

Completed all the operations on the memory devices, before disconnecting the device from the system, it is necesssary to
use the umountommand:

umount /media/mntpoint.

As mentioned previously in the manual, these commands may be used to mount a file containing the dump of
an entire disk. In the event thatrare but possible you made the dump of a single partition, it is not necessary
to use the parameter "offset" as the beginning of the partition coincides with the one of the file.

5.1.5 MOUNT A DD/RAW IMAGEILE SPLIT INTO MURTE FILES (SPLITWRA

In the case where the dd/raw image file (therefore a-diitam or bitto-bit image of a disk) is divided into
multiple files, it is necessary to prepare the file which you are going to mount with the mount command shown
in the previous section.

Suppose you have an image composed by dump.001, dump.002, dump.003, dump.004 an@Dduiites. You
cannotapply directly the instructions outlined in the previous paragraph, because in this case you don't have a
single image file on which to run tmeountcommand, but fivé.

To mount split raw image files, in splgw format, you havéhree possibilities.

The first method consists in tleoncatenationof the individual files into a single image file, bringing you back

to the case described in the previous paragraph of a single dump.dd file mounting.The obvious disadvantage is
that, in this case, the space required for the operation will be equal to the one occupied by the sum of the
individual files because you would make a copy, concatenating them into a singlgsile

The command to be executed is alidws:

cat dump.* > image.raw

512 bytes is the default size of a sector that makes up a memory storage
*|n fact, in the case of acquisitions of large disks, the number will rise to tens or hundreds.

% This solution is illustrated for explanatory purposes only, since one of the two following is generally preferred.
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The result is a single filenage.rawcontaining the entire diskbtained by the concatenation of individual
image segments.

On this file you will proceed as indicated in the preceding paragraph.

The second method is to uske commandaffuseof the Afflib suite®.

It will be used further on to mount the image in té&-Format. This command will create a kind of "virtual
image (and therefore visible by the system but not existing in ré3lityhich will be mounted as descrithén
the previous paragrapfii’he command to be executed, after you created the directomyt/raw, will be:

affuse dump.001 /mnt/raw

This command will produce, within the directdrgnt/raw, a "virtual" file containing the dd/raw image made
by the concateation of the various files that make up the real image.This file will be visilderap.001.raw
and will be used as a parameter of the mount in the previous section.

mount-t ntfs ro,loop,noatime,noauto,noexec,offset=16515072 /mnt/raw/dump.001.raw /meftial

You should remember that, when you set up the mount with dffasecommand, it is hecessary to unmount it
addition to the mounted "virtual" file containing the image with the command:

fusermount-u /mnt/raw

The third method to mount a spliaw image is to use the command line taahount®. Similarly to theaffuse
command xmountcreates a virtual file containing the image made by the concatenation of the individual
segments that make up the real image.

The command in this case is:
xmount--in dd-- out dd dump.* /mnt/raw

A "virtual" file, called "dump", will be created with no extension in the directompt/raw . This file can be
mounted, as shown in the previous case, selecting the offset of the desired file system-mnigawode.

5.1.6 FILE TYPE EWF/ENCASE

Mounting memory acquired in the .EWF format is accomplished with the mount_ewf appliddtisprogram

is able to virtually convert EWF files to the raw format which allows the device to be mounted as if it was
acquired in the ddormat.

Example: the memory disk01 is divided into the following files
disk01.E01 disk01.EO7 disk01.E13 disk01.E19 disk01.E02 disk01.EO08 disk01.E14 disk01.E20 diskO1.EO

disk01.E09 disk01.E15 diskOl.info disk01.EO0O4 diskO1.E10 diskO1.E16 diskO1.EO&1dliskEkOEL7
disk01EO6 disk01.E12disk01.E18

% http://afflib.org/

% Similarly to what hppens to the files in the /proc folder of the filesystem
% http://www.forensicswiki .org/wiki/Xmount
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With the command

mount_ewf /media/casel/diskO1.E* /mnt/raw
it is possible to concatenate the split image and perfom a virtual conversion in the raw format.
The operation will result in the creation dfe raw file/ mnt/raw/disk01, in the folder/mnt/raw/.

It will be identified by the system as a single dd file, although virtual, and may be mounted following the
procedure shown in the previous paragraph.

Example:
mount-t ntfs -o ro,loop,offset=$((512 83)) /mnt/raw/disk01 /mnt/c

(5.1.7 FILE TYPE AFF

As for the EWF format,the memories acquired in the AFF format can be mounted with the affuse mounAfftige.
allows you to use the acquisition in the AFF format as they were raw images.

The ommand syntax is:
affuse /media/disk/disk01.aff /mnt/raw

The output file will bémnt/raw/disk01.aff.rawwhich can be mounted following the procedure to mount the
raw image, shown previously.

5.2 HASH CALCULATION

The hash of a block of dafag a file) is a sequence of alphanumeric characters of fixed length calculated by a
mathematical function.

This mathematical function is mowdirectional: it is impossible to reconstruct the block that has originated a
hash string.

Any alteration of thedata, albeit minimal, will result in a completely different hash.

With Linux systems you can use one of the following applications to generate an hash string:

1 md5sum;

1 shalsum;

1 md>5, shal and sha256 deep;
1 dhash.
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5.2.1 MD5SUM

The acronym MB* (Message Digest algorithm 5) identifies a cryptographic hash algorithm developed by
Ronald Rivest in 1991 and standardized with the Request for ComRE@<321.

This algorithm, taking as input a string of arbitrary length (such as a file), it proasicegput another string of

128 bits used to calculate the digital signature of the input. The calculation is very fast and the output returned
(also known as "MD5 Checksum" or "MD5 Hash") is such that it is highly unlikely that a collision will occur
between the hashes of two different files. Finally, as for most of the hashing algorithms, the possfbility
deriving the initial string from the resulting hash is almost nonexiétent

For example, to calculate the MD5 hash value of a disk use the command:

md5sum /dev/sda

5.2.2 SHA1SUM

The SHA terfindicates a family of five cryptographic hash functions developed since 1993 by the National
Security Agency (NSA) and published by NIST as a federal standard by the U.S. government.

Like any hash algithm, SHA generates a fixed length value from a variable length message by using-a mono
directional function.

The algorithms of this "family" are called SHASHA224, SHAR56, SHA384 and SHA12. The first type, SHA
1, calculates a string of only 1®@s, while the others calculate digest of a length in bits equal to the number
indicated in their acronyii.

Right now the most widely employed algorithm of the SHA family is the1SHAd it is used in many
applications and protocols.

To calculate the SHAhash value, of a disk for example, use the command:

shalsum /dev/sda

[52.3  MD5 AND SHA DEEP
Md5, shal, sha256 and sha512 deep allow you to calculate the hash value of more files recursively.
Example:
md5deep- /root/evidence/ > hash_devidat

The syntax mentioned above calculates the md5 hash of all files in /root/evidence/ directory and saves the hash values in
the hash_device.txt file.

%" http://en.wikipedia.org/wiki/MD5
*®The range of possible output valuissn fact equal to 2 to the power of 128.
¥ Secure Hash Algorithahttp://en.wikipedia.org/wiki/Secure_Hash_Algorithm

40 Eg: SHA&56 produces a digest of 256 bits.
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5.2.4 DHASH

Dhash,available in Italian and English, allows you to calculate the hash valudes and storage devices,
providing real time information such as the estimated time before the end of the operation the and progress of
the calculation.

You can also generate a report in html forrfrat
From lab testhashturned out to be 10% fastdhan the tools listed above.
Example:

dhash-t -f /dev/sda--md5--shal-l dhashlog.html

The syntax above mentioned allows you to calculate simultaneously the shal and md5 hash of the /dev/sda
device and save the values in the dhashlog.html file.

5.3 CAPTURE STORAGE MEDI

The acquisition of a mass memory is the process that allows you to clone a physical memory, object of the
analysis. Within Linux systems, this operation is possible by using the following tools:

T dd;

1  ddrescue;
!  dcfldd;

1  dhash.

In addition to these commands, the DEFT team has created Cyalavieard executable from the terminal to
make a guided acquisition through the simple answer to the questions that appear on the screen.

53.1 DD

dd takes as input a file or a device and returns, on a different file or device, the exact binary sequence that
composes it.

Example:
dd if=/dev/sda of=/media/diskimage.img

The command takes as input the mass storage dediee/sdaand returns as output itlone within the file
diskimage.imgn the/media/ folder.

You can make the acquisition of the mass memory to a file or to a mass storage device (and vite versa)
Example:
dd if=/dev/sda of=/dev/sdb

*'Dhash is also able to run at the same time the\atitis of acquisition and calculation of the hash value.

*2This practice is much less used in the field of computer forensics.
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It is important to pay attentiond this command becaugbe destination device (in this exampldev/sdb)is
deleted and overwritterfor the size of the source device (in this exaniplev/sda).

This means that ifdev/sdais a 60GB hard disk adev/sdbis a 250GB hard disk, the abovaronand will
overwrite the first 60GB of the target digkdev/sdb)with the entire bitto-bit content of the source disk

(/dev/sda),making its content completely unrecoverable, compromising thereby the data on the disk that is
not overwritten.

5.3.2 DDRESCUE
Asdd, ddrescuallows you to clone the content of a disk and saving it directly to another memory device.

ddrescue is an evolution of dd: it allows to acquire mass memory devices that contain errors while accessing
determined disk sectorshe acquisition byldrescuecan also include those bad sectors that will be acquired by
setting to zero all the unreadable bits.During the acquisition process ddrescue provides updates on how many
bytes are read and written, how many errors have been foand the acquisition rate calculated in bytes/s.

Example:

ddrescue /dev/sda /media/disco.img

5.3.3 DCFLDD

dcfldd isanother enhanced version of dd that can be used to calculate the hash value(md5 and shal, individually or
together) during the aguisition of the memoryDuring the acquisition detailed information is provided on what
has been read and written.

Example:
dcfldd if=/dev/sda of=/media/disco.img hash=shal hash=md5

5.3.4 DHASH
This software allows the acquisition in dd fornagid the simultaneous calculation of the hash.
It turned out to be more than 10% faster than other available programs.
Example:
dhash-t -f /dev/sda--md5--shal-o disco.dd

The above mentioned syntax allow you to acquire and simultaneously calculatehtife and md5 hash value of the
/dev/sda device and save the resulting strings in the dhashlog.html log file.
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5.4

CREATION OF A TIMENE

One of the most popular tools for creating time lines is fiaee, application of the Sleuthkit suitdeveloped and
maintained by Brian Carrier.

There are two main commands to generate timelines of the filesystem:

1

T

fls* takes as input a raw file derived from the acquisition of a mass memory (either a single partition
either a raw image of a diswith multiple partitions), and returns a list of all files (allocated or not whose,
however, the record is still contained in the file allocation table), for subsequent use withimmec

mactimé“takes as input a list, created Hig, with all the data contained in the file system under
analysis and provides a timeline in ASCII format.

54.1

FLS

Here an example of how to usBs in the case where the imagenagel.dd contains a single file
system/partitiorf*:

fls-z GMT-s 0-m C:f ntfs-r /images/discec.dd > /workdir/harddisic.body

In the example, the following parameters have been used:

)l

1
1
1
1
1

-z:time zone on the system used to analyse;

-s:mismatch in seconds of system time with the real tithe

-m: the text that has to be put before the path and file name in the Timé&fine
-f: the file system bthe acquired memory;

/images/diskc.dd:the image taken as input for the extraction of the timeline;

/workdir/harddiskc.body:the file, in thebodyfileformat containing the timeline extracted from

the given input.

In the case ware the dd image contains more partitions, you must use the parametty indicate tofls the
sector offset (andhot bytes as in the case of theffsetparameterof the mount command), starting point of
the partition you are going to analyse.To getsa dif partitions and their offset valugexpressed in sectors and
not in bytes), it is recommended to use the commannhlsof the TSK suite or the fdisk command withu™
parameters.In the case of an image containing a disk with a partition startisgcadr 63 (generally, single
partitions and the first partition of a disk always start at sector 63):

fls-0 63-z GMT-s 0-m C:-f ntfs-r /images/diskc.dd > /workdir/diskc.body

At this stage you have a file (for convenience with the .body extensiomjody formatf®containing the
timeline of the system under analysis.

3 http://wiki.sleuthkit.org/index.php?title=Fls

* http://wiki.sleuthkit.org/index.php?tite=Mactime

*® It should be noted the absee of the "offset" parameter.

*® The difference between system time and real time is obtained from bios, during the acquisition.

"It can be obtain checking the difference between the bios time and the real (Ciang the acquisition step)
8 Generally gu indicate the letter on which the drive is mounted, "C", "D" and so on.
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This format is not immediately accessible by the examiner as it contains unordered coded dates and records. It
is therefore necessary to process it so as to make it readable, in ordénahe chosen formét.

Here is an excerpt from a body file which makes clear the difficulties in interpreting the content by the
examiner:

[.]
0|C:/WINDOWS/infimdmpin.PNF|4718 - 128-
3|r/rwxrwxrwx|0|0]19268|1299255392|1299255392|1299255392|1299257718

0|C :/WINDOWS/inf/mdmpn1.inf|804 -128-
3|r/rrwxrwxrwx|0]0]6376|1299257379|1092916800|1299257709|1092916800

0|C:/WINDOWS/inf/mdmpn1.PNF|4717 - 128-
3|r/rrwxrwxrwx|0]0]10424]1299255392|1299255392|1299255392|1299257718

0|C:/WINDOWS/inf/mdmmod.PNF|4747 - 128-
3r/rrwxrwxr  wx|0]0|18540|1299255386(1299255386]|1299255386|1299257719

0|C:/WINDOWS/infi/mdmmoto.inf|779 -128-
3|r/rrwxrwxrwx|0]0]96032|1299257378|1092916800|1299257709|1092916800

(-]

(5.4.2 MACTIME

Mactime is the tool of the TSK suite that converts the timelifrom the body format to the CSV format,
ordering items and changing the display parameters based on the examiner needs.

Usually the command to be executed is the following:
MACTIMEB /workdir/disk-c.body-ZGMT-D > /workdir/disk-c.csv

-B specifies thenput file, -Z the time zone-d > /workdir/diskc.csvrepresents the output file containing the
time line in csv format.

The mactime command has a summary reporting featuoé daily and hourly activities detected on the
filesystem, which is added to thieinction of converting in CSV format and to the function of sorting the
records generated bfls commandThis informatiormay be essential to evaluate which days at what time-
usage activities are detectable on the PC, showing peaks and anomaliepgeiue to weekend activities that
hardly jump out in a traditional timeline.

To get a report of daily activities occurred on the filesystem, just adgpdnameters-d -i followed by the name
of the file you want to save that report to.The report on tiraetivities is obtained withh -i parameters
followed by the name of the file you want to save that report to.

You will obtain, in this way, a file containing records similar to the following:

(]

Wed Oct 12 2011: 801

Thu Oct 13 2011: 987

Fri Oct 14 201 1: 252

Sun Oct 16 2011: 25352

Mon Oct 17 2011: 463

Tue Oct 18 2011: 711

(]

49 Generally, you will use the .CSV format for compatibility with the editors and spreadsheets.
|t is preferable to export in csv format to ease the consultation by applicatiom©lgenOffice or Excel.
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In the example above you can see that on October 16, 2011 there were 25,352 activities’ariTfiissvalue
may not be of interest but may, in some cases, be of grepbrtance?

it is advisable to check the continuity or the average of the vatlwetng most of theanalyzeddays, which
abuts perhaps on a certain value (eg <1000), and reaslin the example, peaks of tens of thousands in a
specific dayThe examiner should preed at this point toanalyzein more detail the timeline of the day in
which the anomaly was fourid

The following table is useful to understand the meaning of the values that appear in the "Activity Type" column.
They indicate the actions performed orefiland folders in a given timeframe.

‘ File System ‘ m ‘ a | c ’ b
‘ Ext2/3 ‘ Modified ‘Accessed | Changed ‘ N/A
‘ FAT ‘ Wiritten ‘Accessed | NIA ‘ Created
‘ NTFS File Modified ‘Accessed | MFT Modified ‘ Created
’ UFS ‘ Modified ‘ Accessed ’ Changed ’ N/A

Here is an example of the result of processing a body file generated by the mactime command:
[--]

Fri Mar 04 2011 16:08:04 618605 .ac. r/rrwxrwxrwx 0 0 10618-128-1
C:/WINDOWS/system32/dlicache/fp4autl.dil

FriM ar 04 2011 16:08:11 17672 ...b r/rrwxrwxrwx 0 0 10624 - 128-4
C:/WINDOWS/Prefetch/IMAPI.EXE - 0BF740A4.pf

Fri Mar 04 2011 16:11:20 3014 ...b r/rrwxrwxrwx 0 0 10630- 128-3
C:/WINDOWS/system32/wbem/Logs/wmiadap.log

Fri Mar 04 2011 16:11:29 10296 ..cb r/rrwxr WXIWX 0 0 10631 - 128-3

C:/WINDOWS/system32/drivers/ASUSHWIO.SYS
[--]

*!ntend: access, creation or modification of files at MFT entry or file level.

2 For example, if the PC under analysis is an asset of a company where the work takes place from Monday to Friday, the
investigator should investigate whsuch a high activity has occurred on Sunday.

%3 By performing new analysis of the registry, inserting USB sticks, launchingrmpspgraation of LNK files, etc.
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5.5 CREATING A SUPERTILMNE

The timeline, as outlined in the previous paragraph, are very useful but limited to the activities detected in the
filesystent”. In additionto the timestamp of the files, there are several metadata on the system under analysis
that can be integrated with the timeline of the filesyst&mn

The tools to create this kind of "enriched timelin®ste included in deft.

In this case as well, the starg point is the image of a disk or a disk itself, as well as for the traditional timeline
madewith fls+mactime(or with the graphical interfacAutopsy).

The specific tool used ilg2timeline’. The framework was written by Kristinn Gudjonsson, ahd t
development of its plugins involved the entire open source forensics community.

Log2timeline processes (parsing), recursively, the files of a partition mounted with some specific parameters,
to allow the access to the filesystem metadata. In particullhe, metadatalog2timelineis able to date to
process and insert into a supertimeline are listed in it modeslist:

Apache2 Access log;

Apache2 Error log;

Google Chrome history;

Encase dirlisting;

Windows Event Log files (EVT);
Windows Event Log dis (EVTX);
EXIF;

Firefox bookmarks;

Firefox 2 history;

Firefox 3 history;

FTK Imager Dirlisting CSV files;
Generic Linux log files;

Internet Explorer history file, index.dat parsing;
Windows IIS W3C log files;

ISA Server text export;

Mactime body file;

McAfee AntiVirus Log;

MS-SQL Error log;

Opera Global and Direct browser history;
OpenXML metadata (Office 2007);
. PCAP files;

. PDF;

© 0N O r~®DNE

N NN R R R RRRRRRR
NP OOo®NOR~wWNREO

**So limited to create, edit or access the files.

*> Some examples: the visits log of a brewshe changes to the registry keys of the system, antivirus logs, the activity of
the registry, the link file in the LNK format, the prefetch etc..

%% |n the forensic jargon they are now indicated by the term "supertimeline”.

> http://log2timeline.net
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23.
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.

Windows Prefetch directory;

Windows Recycle Bin (INFO2 or I$);
Windows Restore Point;

Safari Browser history file;

Windows XP SepAPIl.log file;

Adobe Local Shared Object file (SOL/LSO), aka Flash Cookies;
Squid Access Logs (httpd_emulate off);
TLN (timeline) body files;

UserAssist key of the Windows registry;
Volatility (psscan and psscamitput);
Windows Shortcut files (LNK);

Windows WMIProv log file;

Windows XP Firewall Log file (W3C format).

The supertimeline can be saved in different formats. The most used format is the CSV¥andatompatible
with several spreadsheets, can be displayed and edited simply with a tegt.edit
The full list obutput modesin which the processing of the supertimeline can be currently exported is as

follows:

=A =4 =4 4 -4 -4 A A -4

BeeDocs;
CEF;
CFTL;
Csyv;
Mactime;
SIMILE;
SQLite;
TLN;
TLNX.

%8 hitps://en .wikipedia.org/wiki/Commaseparated_values
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The first step to generate a supertimelineais mentioned previousipossessing the raw image containing the
partition that is to be examined. You can use a devicddegsda),a dd/raw image file , or even a EWF, AFF
file or split raw converted as explained in the previous paragraphs.

Assume you have ianage.ddfile containingthe disk image you want to analysEhe first thing is to mount in
the way previously described, the partitions you want to obtain a supertimeline from.

You decide to analyse the only NTFS partition of the disk, situated at the offset sector Bl@atifted by the
letter C:on Windows.

With the command:

mount-o ro,loop,show_sys _files,streams_interface=windows,offset=$((512 * 63)) /mnt/raw/img.dd
/mnt/c

TheC:drive will be mounted irmnt/c where we executdog2timeline:
log2timeline-p -f winxp-r -z Europe/Rome/mnt/c/m C:-w ¢log2t-unsorted.csv
The suggested parameters are:

1 -p: Tellslog2timelineto do a recursive "preprocessing” of directory being analyzed in order to
obtain useful information for the plugins that will be exectitater®;

1 -f: indicates the type of operating system (and therefore the set of plugins) that you want to
apply to the directory given as inglt

1 -r: tells log2timelineto scan recursively the files thus not to stop to those in tipecsfied
directory;

f  -z:indicates the time zone set in the PC under anafysis

1 -m: indicates the string to be put before the path and filename in the supertimeline creation
output, typically the drive letter of the disk under ansily (eg "C:", "D:", etc..);

1  -w:specifies the file the supertimeline generated in CSV format has to be saved to.

The result of this process is a CSV file containing the individual items obtained from the analysis of the various
artifacts, aranged in the order they were analyzed.

It is therefore necessary to use a tool to sort the entries and if necessary, select a period of interest and
simultaneously filter keywords of interest.

The tool provided with these featuresI®_processpart ofthe log2timelineframework as well.

To order and view, for example, the PC's activities that took place in 2011, recordedcitog®t-unsorted.csv
file:

*For example, the hostname of the pc, the users, the default browser, timezonecatche obtained.
%t could be omitted, thus indicating to log2timeline to test all the plugins on all the files.
®L |t can be obtained automatically with theg" parameter but it is often useful to indicate it manually.
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I2t_processi -b clog2t-unsorted.csvy 200801-01..200812-31 -k keywords.txt >-40g2t-2008.cs

Some of the useful options #t_processre:

1 -i; are also included in the output entries outside the specified time range, if these contain
information that suggest suspicious activities of timestomffing

1  -y:force the date fomat as yyyymm-dd instead of the default format mrdd-yyyy;
1  -bindicates which file must be analysed by the script;

1 -k: specifies the file containing the keywords you are interested in, excluding from the output
the records that donot contain them.

The result ofog2timeline and [2t_processill be a long list of activities recognized on the filesysteand the
metadata extracted from the file types previously indicated (log, events, links, browser history, etc. ...).

The column®f the file will have the following header:

Date
Time
Timezone
MACB
Source
Sourcetype
Type
User
Host

. Short

. Desc

. Version

. Filename

. Inode

. Notes

. Format

. Extra

© © N O~ wbdPE
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62 Eg MFT record with the 0 milliseconds value.
% n the case of NTFS we will have items obtained from the MFT table.
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At this stage, the difficulty lies in focusing on the relevant items within thousands ofgesult

From the command linggrepcan provide valuable support for excluding or including in the list certain types of
activity.

It is also possible to import the supertimeline in a spreadsii¢etfilter and analyse the content using the
typical features othis kind of application.

One of the main categories on which it is useful to apply filters is the one concerning the type of metadata
found in column 6ourceTypAmong the available types that you will have interest to filter, there MT&S
$MFT, REGEvent Log, WEBHIST, XP Prefatth, ... that will allow you to distinguish between Internet
browsing, USB sticks insertion (searcHif$BSTOR the records concerning the register), opened fRIFS

$ MFT)pr anything else of interest to you.

5.6 SEARCH FILES AND BBRS

You can search for files and folders by using one of the following tools:

1 locate;
T find.
5.6.1 LOCATE

Locate allows you to search for files in a mass storage.
First you must update the indexing database running the comnugnahtedb
Example:

locate financeq -i

Search, without distinguishing tveeen uppercase and lowercase characteik for files that contain the word
financein their own nameThanks to-q option, errors accessing to a specific directory will be reported as well
as the reason of that error (eg "access denied").

Example:
locate "*.png" -q

it will search for all the png files.

5.6.2 FIND
Find allows you to search for files without a prior indexing.
Example:

find .-iwholename "*porn*.png"

The tool will find all PNG files which contain the string porn in their nantewitdistinction between the case.

% Deft offers the LibreOffice suithat includes the Calc spreadsheet.
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Example:
find .-ctime-2 > list.txt

The tool will find all files created in the last 2 days and it will save a list in the list.txt file.

5.7 CARVING OF FILES

Carving is the process of recovering filedormer referenced by the file system, through the recognition of the
header and the footér of the file.It's a long process because the disk is examined from the first to the last bit.

Metaphorically speaking, you can compare this reading process tortbef tape drives.

5.7.1 FOREMOST
Foremaost can recover deleted files directly from storage devices, or preferably, from "bit stream image" files.
The command

foremost-o outpdir dump.img

will start the carving process on dump.img file basedha/etc/foremost.conf configuration file and save the
extracted files in the outpdir directory.

The command
foremost-t png-o outpdir dump.img

will start the carving process of all the png files on the dump.img file and save the extracted file®inpttie
folder.

The-t option will allow you to search for the following types of file:

% Header and footer are signatures which characterize the beginning and the end of a given file type; in detail they consist
of a group of consecutive octal or hexadecimal values always present in a certain posdtigiverf file at the beginning
or end of the same.
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CHAPTER 6: DEFT LMNGUI MODE

6.1 INTRODUCTION

The DEFT Linux Gbbased on the LXDE "desktop environm&hightweight X11 Desktop Environmeiif)e choice of
the desktop manager fell on this project because to date it is one of the lightest and most efficient GUIs of the
Linux world.

The use of the graphics mode rsquested in cases in which programs, not developed for the use in the
command line, are to be used, such as, for example, Digital Forensic FramewotkaiDE&ish.

Since version 6, native Windows applications, of which there is no as powerful eqtifcaleinux, have been
integrated and emulated directly by DEFT Linux using Wine softvare

To start the graphical interface of DEFT Linux simplydgftegui.

evidence

Install DEFT

Lipux7 fore| 1 CI
v -
=

LxTerminal @

A\
D i

128 Accessories
*4, DEFT

# Graphics
@ Internet

7" Services

§3 sound & video
¥ Wine

2 System Tools
|%] Preferences

Run

» Logout

4 567 8 910111213

Deft: Linux GUI

66 http://www.Ixde.org
o7 http://www.digital -forensic.org/
o8 http://www.winehg.org/
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You can find on the desktop the following elements:

1. A directory for tle collection of evidence 8. Workspace switcher

2. The procedure to install DEFT Linux 9. Audio Control System

3. The Terminal 10. Network manager

4. The Application Menu 11. Date and time

5. Pcmanfm File Manager 12. Timezone Manager

6. Keyboard Language Manager 13. Systenmshutdown and reboot button
7. Show Desktop button

The Applications menu has the following sections:

1 Accessories: Archive
: Manager, Character Map, Disk Utility, File
@, Analisys tools > M Calculat | Vi Leafoad
R Antimaluwsie tooks i anage.r, alculator, Image Viewer, Leafpad,
& Carvingtools > LXTerminal, Truecrypt and Xpad.
& Hashing tools > | DEFT: Analysis tool,
88 Accessories . (& 'mag'ingtools' - Antimalware tools, Carving tools, Hashing
[ DEFT |  Mobile Forensics ; tools, Imaging tools, Mobile foreits,
=iy " & Network F i > . .
% Graphics S e i Network forensics, Osint tools, Password
@ Internet , % OSINT tools > R R ] ls. Disk Uil Fil
s " & Password recovery X ecovery, Reporting tools, Disk Utility, File
= _ & Reporting tools > Manager, GParted, Midnight Commander,
@ wine _ [ Disk utility Mount ewf, MountManager, Wipe and
' i3 File Manager Xmount.
R Systan ook * & Gparted 1 GraphicsDocument viewer.
|#| Preferences * @ Midnight Commander .
= T Internet: Firefox and Sun
RUN Mount ewf
D) MountManager Java 6 Web att.
% Logout = ipe T Services: Apache start,
d+ Mipgw ™ Xmount Apache stop, Mysgl start, MySQL stop,

Samba start, Samba stop, SSH start, SSH
stop, Xplico start, Xplico stop.

1 Sound & VideoAudacious, Desktop Recorder, VLC media player and Xfburn.

Wine.

1  System tools: Gdebi package installer, GParted, Printing, Synaptic package manager, System
Profiler and Benchmark, Task Manager, Time and date, update manager, Users and Groups and
Windows wireless drivers.

i Preferences:Additional drivers, Adobe &h Player, Customize look, Desktop session settings,
Disk Utility, Keyboard and Mouse, language support, Lxkeymap, Monitor settings, Network

=
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connections, Openbox configuration, Preferred applications, Software sources, Sun Java 6 Plugin
Control Panel an&un Java 6 Policy Tool.

6.2 MASS MEMORY MANAGENE

As already mentioned, the system does not perform any action with the exception of the detection of the
devices connected to the system.

While using the file manager, all the mass storageiaks connected to the system (internal and external) will
never be mounted automatically.
Right clicking on the icon of the mass storage device, the policies for the mount will be displayed:

1 Mount Read OnlyAllows the access to the mass storafgice as readnly without altering the
data stored in the memory device;

1 Mount Volume:allows the access to the mass memory device with read/write permissions;

1 Eject Volumeallows the safe removal from the system memory.

With Mount Marager application the examiner can set the mount policies based on its operational needs.

Mount activities using PcmanFMr
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