
Learning How to Smurf 
with Honeypots

Emil Tan Chapter Lead, The Honeynet Project (Singapore Chapter)

emiltan@honeynet.sg / @Emil0xA



Who is this for?











Learning How to Smurf 
with Honeypots

Emil Tan Chapter Lead, The Honeynet Project (Singapore Chapter)

emiltan@honeynet.sg / @Emil0xA



$ whoami

– Chapter Lead, The Honeynet Project, Singapore www.honeynet.sg

– Crew & Co-Founder, Edgis/Div0 www.edgis-security.org / www.meetup.com/div-zero 

– Co-Boss & Co-Founder, Infosec in the City www.infosec-city.com

– [redacted], [redacted] ____.___.sg

– Advisor, Cortex Insight www.cortexinsight.com

– Advisor, Maddox Technologies www.maddox.sg



What I Used to Do / am Doing

Research 

& Development

Cybersecurity

Operations

Governance, Risk, 

Compliance (GRC)







Textbook: Honeypot – The Holy Grail 

– Confidentiality, Integrity, Availability

– People, Process, Technology

– Encryption 

– Firewall 

– Intrusion Detection System (IDS)
– Network & Host 

– Antivirus 

– HONEYPOT

Host Unknown: I’m a C I Double S P
https://youtu.be/whEWE6WC1Ew



“We need to build a honeypot!”



Why You Don’t Need 
Honeypots



Honeypot is … 

“Information system resources which has no production values.
Its values lies in unauthorised or illicit use of that resource. 
Its values lies in being probed, attacked, or compromised.” 



Canary / Detection Decoy / Deception



– Architecture 

– Analytics
– Malware, Network, Logs

– Forensics 

– Data Science 
– Visualisation No, I’m not talking about pew pew

– Theoretical Skills  

– Technical Skills

– Operations Skills 



Proof-of-Concept (Theoretical) 

Tools Development

DevSecOps Approach to

Managing Honeypots

Cyber Threat 

Intelligence

Honeypots &

Game Theory

IoT Honeypots

Attack Model &

Deception

State of the Internet

Cybersecurity Survey Tool

Web Browser

Honeyclient

Sinkhole 

Honeypot



Exploitation & Contextualisation of 
Data from Honeypots into Useful Intelligence 
& Sharing of Cyber Threat Landscape



Threat Intelligence

“Information that is contextualised and relevant to an organisation or group’s 
operational environment and their needs, allowing them to properly understand 
their adversaries and the risks that they may face, in turn enabling them to act 
and make better decisions to secure their operational environment.”



Threat Information v. Intelligence 

Indicators of 

Compromise (IOCs)

Tactics, Techniques &

Procedures (TTPs)

Threat Alerts Threat Reports

Strengthen

Defences

Discerning 

Cyber Kill Chain

Improve 

Incident Response



I4RMHONEY Framework

Sources of DataArtefactsObjectives Production & 

Sharing of 

Information & 

Intelligence 

Understanding 

Adversaries

Understanding 

Threat Landscape

Improve Defences

Data

Information

Intelligence

Logs

Correlation 

Mechanisms

Process & 

Registry Monitors

Intrusion 

Detection 

Systems

Firewall



I4RMHONEY in Action 



Honeypots & Game Theories



Application of Game Theory

Mixed Strategy Nash Equilibrium

– Strategies are chosen with a probability 

– Sequential Move Games

Data Control Data Capture Data Collection Data Analysis



Attack Model & Deception 



ATT&CK Kill Chain



IoT Honeypots



BeeTrace



Web Browser Honeyclient



Beeware





Proof-of-Concept (Theoretical) 

Tools Development

DevSecOps Approach to

Managing Honeypots

Cyber Threat 

Intelligence

Honeypots &

Game Theory

IoT Honeypots

Attack Model &

Deception

State of the Internet

Cybersecurity Survey Tool

Web Browser

Honeyclient

Sinkhole 

Honeypot
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Conclusion

Honeypot is … 

“Information system resources which has no production values.
Its values lies in unauthorised or illicit use of that resource. 
Its values lies in being probed, attacked, or compromised.” 








