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These slides are redacted from the original presentation.

I you're interested in the entire content, please contact me.
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What is next?

What did we miss?

Where do we go?
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Attack Surface

Exposed areas that make those systems more vulnerable to cyberattacks. The exposed areas include any
accessible areas where weaknesses or deficiencies in information systems (including the hardware, software, and
firmware components) provide opportunities for adversaries to exploit weaknesses
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As an attacker, | want to circumvent authentication to an internal app.
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All roads lead to domain admin. ..
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As a defender, | want to protect against pass the hash attacks.
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MEASURES P Y P Objectives

Prevent unauthorized

scans: default/deny ‘
Domain admins are not

in local admin group

Disable remote logins ‘

Password manager/
unique passwords

Separate accounts for
domain admin functions

Enable two- factor for
domain admin

Monitor actions of
privileged users
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As a defender, | want to test against pass the hash attacks.

Red Teaming/Adversary Simulation Toolkit

A collection of open source and commescial toots that ald h red team oparations. Ths repository wil help you Jurig red
tean evgoegement if you wart ta contribute 1o thia st send me o pull ‘equesl.
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Purpose

This lab has been designed with defencers in miad, Its primary purpose is to allow the user to quickly bulld a Windows
domain thit comes pre-loaded with security toolng and seme best practices when it comes to system logging
cnfigurations, It can easily be modified to fit most needs or expanced to inclde additonal hosts,
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Historical Cases

‘ Cloud is Different
0 Manual Approach
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