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What is next?  

What did we miss? 

Where do we go?



HERE & NOW

Ability to model our attack surface

Avoid predictive snake oil   

Prevent security silos 



HERE & NOW

Exposed areas that make those systems more vulnerable to cyberattacks. The exposed areas include any 
accessible areas where weaknesses or deficiencies in information systems (including the hardware, software, and 
firmware components) provide opportunities for adversaries to exploit weaknesses

Attack Surface 

Weaponization Delivery Exploitation Installation C2 ActReconnaissance

+



RETHINK
As an attacker, I want to circumvent authentication to an internal app.
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Initial Reconnaissance and Compromise Establish Foothold / Escalate Privileges / Internal 
Recon / Maintain Presence

Complete 
Mission

All roads lead to domain admin…
DA



As a defender, I want to protect against pass the hash attacks.
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Objectives

Prevent unauthorized 
scans: default/deny

Domain admins are not 
in local admin group

Disable remote logins 

Password manager/
unique passwords

Separate accounts for 
domain admin functions

Enable two- factor for 
domain admin 

Monitor actions of 
privileged users
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As a defender, I want to test against pass the hash attacks.
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CAVEATS

Historical Cases

Manual Approach

Defense is Hard

Not Predictive

Cloud is Different
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