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Decryption in WPA2-CCMP
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Eavesdropping — Passive

WPA2







Eavesdropping — Active

WPA2
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Vulherable Access Point vs. Secure Devices




What devices are affected?

= Devices with Broadcom and
Cypress FullMAC Wi-Fi chips

= We positively tested:

Apple iPhones Amazon Echo 2
Apple MacBooks Amazon Kindle 8
Samsung Galaxy phones

Google Nexus phones ASUS Wi-Fi routers

Raspberry Pi 3 Huawei Wi-Fi routers



What was done about this?

ESET responsibly disclosed to Broadcom
and Cypress

Granted 120 day grace period

Broadcom and Cypress pushed patches to
individual device manufacturers

ESET worked with ICASI to ensure all possibly
affected parties were aware of the bug
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Key Reinstallation Attacks

Breaking WPA2 by forcing nonce reuse

Discovered by Mathy Vanhoef of imec-DistriNet, KU Leuven, 2017

DETAILS

INTRODUCTION

We discovered serious weaknesses in WPA2, a protocol that secures all modern protected Wi-Fi networks. An attacker within
range of a victim can exploit these weaknesses using key reinstallation attacks (KRACKSs). Concretely, attackers can use this
novel attack technique to read information that was previously assumed to be safely encrypted. This can be abused to steal
sensitive information such as credit card numbers, passwords, chat messages, emails, photos, and so on. The attack works
against all modern protected Wi-Fi networks. Depending on the network configuration, it is also possible to inject and

manipulate data. For example, an attacker might be able to inject ransomware or other malware into websites.
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KRACK vs. KROOK

KRACK KROOK

Attack / exploit Vulnerability / bug

Nonce reused to acquire keystream Data encrypted with all-zero session key
Triggered during the 4-way handshake Triggered after a disassociation

Affects most Wi-Fi capable devices Affects the most widespread Wi-Fi chips

(Broadcom & Cypress)
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M bh_qga_dlink_DCH-G020.pcap . O X
File Edit View Go (Capture Analyze Statistics Telephony Wireless Tools Help
AN ® RERe=f IS EQaQQE
[il&np\uad\sn\auﬁter <Ctrl-/> = '}+
No. Time Source Destination Protocol Length Info
10.000000  D-LinkIn_ed:e2:17 Tp-LinkT_©8:8b:dd 802.11 1256 QoS Data, SN=151, FN=@, Flags=.p....F.
< >
Frame 1: 1256 bytes on wire (10048 bits), 1256 bytes captured (10048 bits) 00 00 12 00 2e 48 00 60 00 16 09 a0 00 d3 o1 cHeo ccceee.n .
Radiotap Header v@, Length 18 00 00 88 42 75 00 84 16 f9 ©8 dd e4 6f 13 ed Bu--- ----- ()00
o2l cadiolinfornation €2 17 e4 6f 13 ed e2 17 70 09 co FENEENEE ---0---- p---EEE
v IEEE 802.11 QOS Data, Flags: .p....F. CLEMCENECNCZ aa aa ©3 60 ©0 00 00 45 00 04 a4 u . »e-E---
Type/Subtype: QoS Data (©x0028) 004 65 77 17 d9 40 01 74 61 <cO a8 7a c© a8 ©1 dd ew- - :1Ea A
v Frame Control Field: 8x8842 0656 64 65 66 67 68 69 6a 6b 6C 6d 6f 70 71 72 73 defghijk lmno?qrs
00 = Version: © oece 74 75 76 77 61 62 63 64 65 66 68 69 6a 6b 6¢C tuvwabced efghijkl
ot ' 0o76 6d 6e 6f 70 71 72 73 74 75 76 61 62 63 64 65 mnopqrst uvwabcde
--- 1@.. = Type: Data frame (2) 5020 66 67 68 69 6a 6b 6c 6d 6e 6f 70 71 72 73 74 75  fghijklm nopgrstu
1000 .... = Subtype: 8 0090 76 77 61 62 63 64 65 66 67 68 6a 6b 6c 6d 6e vwabcdef ghijklmn
v Flags: ox42 00=20 6f 70 71 72 73 74 75 76 77 61 63 64 65 66 67 opqrstuv wabcdefg
... ..10 = DS status: Frame from DS to a STA via AP(To DS: © From DS: 1) (©x2) 06bo 68 69 6a 6b 6¢c 6d 6e 6f 70 71 73 74 75 76 77 hijklmno pgrstuvw
. .0.. = More Fragments: This is the last fragment 00coO 61 62 63 64 65 66 67 68 69 6a 6c 6d 6e 6Ff 70  abcdefgh ijklmnop
... ©... = Retry: Frame is not being retransmitted oede 71 72 73 74 75 76 77 61 62 63 65 66 67 68 69 grstuvwa bcdefghi
...0 . = PWR MGT: STA will stay up 00e© 6a 6b 6¢c 6d 6e 6Ff 70 71 72 73 75 76 77 61 62 jklmnopq rstuvwab
= S D . 0ofe 63 64 65 66 67 68 69 6a 6b 6¢C 6e 6f 70 71 72 cdefghij klmnopgr
Protected flag: Data is protected 9166 73 74 75 76 77 61 62 63 64 65 66 67 68 69 6a 6b  stuvwabc defghijk
A R O T 0116 6c 6d 6e 6f 70 71 72 73 74 75 77 61 62 63 64 Imnopgrs tuvwabcd
900 0000 0111 0101 = Duration: 117 microseconds 8:38 65 66 67 68 69 6a 6b 6¢c 6d 6e 70 71 72 73 74 efghijkl mno?qrst
Receiver address: Tp-LinkT_©8:8b:dd (84:16:f9:08:8b:dd) 2:?2 7576 77 61 62 63 64 65 66 67 69 6a €b 6c &d uvwabcde fghijklm
X - 6140 e6e 6f 70 71 72 73 74 75 76 77 62 63 64 65 66 nopqrstu vwabcdef
Transmitter address: D-LinkIn_ed:e2:17 (e4:6f:13:ed:e2:17) 5150 67 68 69 6a 6b 6c 6d 6 6F 70 72 73 74 75 76 ghijklmn opgrstuv
Destination address: Tp-LinkT_08:8b:dd (84:16:'F9:68:8b:dd) 01606 77 61 62 63 64 65 66 67 68 69 6b 6¢c 6d 6e 6F wabcde*Fg hijklmno
Source address: D-LinkIn_ed:e2:17 (e4:6f:13:ed:e2:17) 6176 70 71 72 73 74 75 76 77 61 62 64 65 66 67 68 pqrstuvw abcdefgh
BSS Id: D-LinkIn_ed:e2:17 (e4:6f:13:ed:e2:17) 0180 69 6a 6b 6c 6d 6e 6f 70 71 72 74 75 76 77 61  ijklmnop qrstuvwa
STA address: Tp-LinkT_©8:8b:dd (84:16:f9:08:8b:dd) 0196 62 63 64 65 66 67 68 69 6a 6b 6d 6e 6f 70 71 bcdefghi jklmnopq
tete 4eee .... OOOO = Fragment number: © ©lac 72 73 74 75 76 77 61 62 63 64 66 67 68 69 6a rstuvwab cdefghij
0000 1001 0111 .... = Sequence number: 151 ©1bo 6b 6c 6d 6e 6f 70 71 72 73 74 76 77 61 62 63 klmnopgr stuvwabc
91lce 64 65 66 67 68 69 6a 6b 6 6d 6f 70 71 72 73  defghijk lmnopgrs
v CCMP parameters ©1de 74 75 76 77 61 62 63 64 65 66 67 68 69 6a 6b 6¢c  tuvwabcd efghijkl
CCMP Ext. Initialization Vector: ©x000000000099 8:%8 6d 6e 6f 70 71 72 73 74 75 76 61 62 63 64 65 mnqurst uvwabcde
01fo 66 67 68 69 6a 6b 6 6d 6e€ 6F 71 72 73 74 75 fghijklm nopqgrstu
0200 76 77 61 62 63 64 65 66 67 68 6a 6b 6¢c 6d 6e  vwabcdef ghijklmn
v Data’i(1204 bytes) 0210 6f 70 71 72 73 74 75 76 77 61 63 64 65 66 67 opqrstuv wabcdefg
Data: a2aaab30000000800450004a4657717d940017461c0a8017a... 5270 68 69 6a 6b 6¢c 6d 6e 6f 70 71 73 74 75 76 77 hijklmno pgrstuvw
[Length: 1204] 0230 61 62 63 64 65 66 67 68 69 6a 6b 6¢c 6d 6e 6f 70  abcdefgh ijklmnop

v

O 7 CcCMP Extended Initialization Vector (wlan.ccmp.extiv), 8 bytes

Packets:

1 - Displayed: 1 (100.0%)

Profile: Default




Qualcomm WLAN chips

= CVE-2020-3702
= Affected chip: QCA9531

= Mitigation:
Proprietary driver patched July 2020

Open source drivers?!



Mediatek WLAN chips

= Affected tested devices:
ASUS RT-AC52U router
Azure Sphere MT3620 (OS ver.20.05)

= Mitigation:
SW patches issued March - April 2020

Azure Sphere — patch in latest/upcoming
OS update



M bh_azure_sphere_frmd9.pcap - [m] X

File Edit View Go (Capture Analyze Statistics Telephony Wireless Tools Help

Aam 7@ RE Qes=F s5/Eaaan
[I[Appyad\spaa filter ... <Ctrl-/> = v]+
No. Time Source Destination Protocol Length Info A
49 0.757950 SeeedTec_0©8:7b:6a Tp-LinkT_c2:7c:6a 802.11 1552 QoS Data, SN=13, FN=©, Flags=.p..... T
50 ©.770844 SeeedTec_0©8:7b:6a Tp-LinkT_c2:7c:6a 802.11 1552 QoS Data, SN=14, FN=©, Flags=.p..... T —
510.771501 Tp-LinkT_c2:7c:6a SeeedTec_08:7b:6a 802.11 44 Deauthentication, SN=256, FN=0©, Flags=........
52 ©.784407 SeeedTec_08:7b:6a Tp-LinkT_c2:7c:6a 802.11 1552 QoS Data, SN=15, FN=©, Flags=.p..... T
53 0.785141 Tp-LinkT_c2:7c:6a SeeedTec_0©8:7b:6a 802.11 44 Deauthentication, SN=256, FN=©, Flags=........ v
Frame 49: 1552 bytes on wire (12416 bits), 1552 bytes captured (12416 bits) 00 00 12 OO 2e 48 OO 00 ©O 02 85 09 ad 00 d9 o1 RN D "
Radiotap Header v@, Length 18 00 00 88 41 3a ©1 14 cc 20 c2 7c 6a 2c f7 f1 e8 SRRV -SRI s P
802.11 radio information 7b 6a 14 cc 20 c2 7c 6a do 00 00 00 e {j-- -|j ----HA
v TEEE 862.11 QOS Data, Flags: Peennn T %] 00 00 ©8 00 45 00 05 dc 2e 9b 24 56 40 11 a@ ca EER] XRXK .$V@ s
Type/Subtype: QoS Data (6x@@28) 0040 cO a8 00 04 cO a8 00 01 41 41 41 41 41 41 41 41 - - - AAAAAAAA
v Erame Control Field: Ox8841 0050 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAA AAAAAAAA
80 = Varsion: © 0060 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAA AAAAAAAA
Tttt : 00760 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAA AAAAAAAA
-+-. 16.. = Type: Data frame (2) 0020 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAA AAAAAAAA
1000 .... = Subtype: 8 0096 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAA AAAAAAAA
v Flags: ox41 0020 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAA AAAAAAAA
..01 = DS status: Frame from STA to DS via an AP (To DS: 1 From DS: @) (@xl1) 00be 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAA AAAAAAAA
.0.. = More Fragments: This is the last fragment 00co 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAA AAAAAAAA
... ©... = Retry: Frame is not being retransmitted 00de 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAA AAAAAAAA
) . = PWR MGT: STA will stay up 00260 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAA AAAAAAAA
00F0 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAA AAAAAAAA
Protected flag: Data is protected 0160 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAA AAAAAAAA
. 9116 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAA AAAAAAAA
. . 9120 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAA AAAAAAAA
é:i:iszﬁlajjiis:?liptL?:Eitz:?%c?;: TiZT:i?;g?S§'7C'6a) 9130 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41  AAAAAAAA AAAAAAAA
- : et PEEeeTeben Th 01460 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAA AAAAAAAA
Transmitter address: SeeedTec_@8:7b:6a (2c:f7:f1:08:7b:6a) 5150 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41  AAAAAAAA AAAAAAAA
Destination address: Tp-LinkT_c2:7c:6a (14:cc:20:c2:7c:6a) 91660 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAA AAAAAAAA
Source address: SeeedTec_08:7b:6a (2c:f7:f1:08:7b:6a) 9170 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAA AAAAAAAA
BSS Id: Tp-LinkT_c2:7c:6a (14:cc:20:c2:7c:6a) 0180 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41  AAAAAAAA AAAAAAAA
STA address: SeeedTec_08:7b:6a (2c:f7:f1:08:7b:6a) 9196 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAA AAAAAAAA
ee+ +vee. .... 00O = Fragment number: © 9120 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAA AAAAAAAA
0000 0000 1101 .... = Sequence number: 13 01b6 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAA AAAAAAAA
Aoe Contnal: QyaOa0 01co0 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAA AAAAAAAA
v WEP parameters 01de 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAA AAAAAAAA
Initialization Vector: @xaaaad3 9120 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAA AAAAAAAA
N L 010 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAA AAAAAAAA
o 0200 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAA AAAAAAAA
WEP ICV: ©x41414141 (not verified) ©216 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41  AAAAAAAA AAAAAAAA
v Data (1500 bytes) 0200 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAA AAAAAAAA
[Length: 1500] 0246 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAA AAAAAAAA

O 7 Initialization Vector (wlan.wep.iv), 3 bytes Packets: 123 - Displayed: 123 (100.0%) Profile: Default
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What should you do?

= Update all your devices withBroadecom&Cypresse€hips

Even APs / Wi-Fi routers! Not just Personal — but Enterprise too!

" As a manufacturer of Wi-Fi capable devices:

Contact the Wi-Fi Alliance and check with your Wi-Fi chip manufacturer that
your devices have been patched



ESET Research white papers

KROOK - CVE-2019-15126 www.ESET.com/int/Kr00k
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Thanks for watching!
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