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Wi-Fi Security Primer
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WPA2
Rewind
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Disassociation
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Impact
What can an attacker do with this 

vulnerability?



Eavesdropping – Passive

WPA2
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Eavesdropping – Active
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Vulnerable Access Point vs. Secure Devices



What devices are affected?

§ Devices with Broadcom and 
Cypress FullMAC Wi-Fi chips

§ We positively tested:
§ Apple iPhones
§ Apple MacBooks
§ Samsung Galaxy phones
§ Google Nexus phones
§ Raspberry Pi 3

§ Amazon Echo 2
§ Amazon Kindle 8

§ ASUS Wi-Fi routers
§ Huawei Wi-Fi routers



What was done about this?

§ ESET responsibly disclosed to Broadcom 
and Cypress

§ Granted   60  day grace period

§ Broadcom and Cypress pushed patches to 
individual device manufacturers

§ ESET worked with ICASI to ensure all possibly 
affected parties were aware of the bug
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KRACKing Amazon Echo
How it all started…





AMAZON 
ECHO 1ST GEN 

Vulnerable to KRACK attack  



AMAZON 
ECHO 2ND GEN 

Vulnerable to…Kr00k



KRACK
Attack / exploit

Nonce reused to acquire keystream

Triggered during the 4-way handshake

Affects most Wi-Fi capable devices

KR00K
Vulnerability / bug

Data encrypted with all-zero session key

Triggered after a disassociation

Affects the most widespread Wi-Fi chips

(Broadcom & Cypress)

KRACK vs. KR00K



Follow-up research





Qualcomm WLAN chips

§ CVE-2020-3702

§ Affected chip: QCA9531 

§ Mitigation:

§ Proprietary driver patched July 2020

§ Open source drivers?!



Mediatek WLAN chips

§ Affected tested devices:

§ ASUS RT-AC52U router

§ Azure Sphere MT3620 (OS ver.20.05)

§ Mitigation:

§ SW patches issued March - April 2020

§ Azure Sphere – patch in latest/upcoming 
OS update





Wrapping up…



Kudos to





What should you do?

§ Update all your devices with Broadcom & Cypress chips

§ As a manufacturer of Wi-Fi capable devices:
§ Contact the Wi-Fi Alliance and check with your Wi-Fi chip manufacturer that 

your devices have been patched

Even APs / Wi-Fi routers! Not just Personal – but Enterprise too!



www.ESET.com/int/Kr00k

http://www.eset.com/int/Kr00k
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