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O V E R V I E W

• Side channels 

• Cache attacks 

• Cache defences 

• Hyperthreading 

• TLBleed 

• Evaluation
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C A C H E :  S O F T W A R E  E Q U I VA L E N T

• There are shared resources between processes 

• RAM, CPU cache, TLB, computational resources .. 

• Practically always: allows signaling: covert channel 

• Sometimes: allows side channel (spying)
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E X A M P L E :  F L U S H + R E L O A D

• One of several cache attacks 

• Relies on shared memory 

• Can be shared object (mmap()ed shared libraries) 

• Or shared pages after deduplication (KSM in Linux)



E X A M P L E :  F L U S H + R E L O A D

• Work by Yuval Yarom, Katrina Falkner 

• Memory access patterns can betray secrets 

• Because access patterns frequently depend on secrets 

• Example: RSA keys. (n,e,d) Private: d. n=pq and d are 
1024 bits or more



E X A M P L E :  F L U S H + R E L O A D

• Signing is: computing md (mod n) 

• Often square-and-multiply depending on bits in d 

• Shared cache activity betrays memory access patterns 

• Quickly probing the cache can betray the bits in d
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• A table lookup happens Tj [xi = pi ⊕ ki ] 

• pi is a plaintext byte, ki a key byte 
where pi is a plaintext byte, ki a key byte, 
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• Significant resource sharing: good and bad
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T L B L E E D :  T L B  A S  S H A R E D  S TAT E

• Other structures than cache shared between threads? 

• What about the TLB? 

• Documented: TLB has L1iTLB, L1dTLB, and L2TLB 

• They have sets and ways 

• Not documented: structure
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T L B L E E D :  T L B  A S  S H A R E D  S TAT E
• We find more TLB properties 

• Size, structure, sharing, miss penalty, hash function
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• Let’s observe EdDSA ECC key multiplication

• Scalar is secret and ADD only happens if there’s a 1

• Like RSA square-and-multiply

• But: we can not use code information! Only data..!
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• Work also by Kaveh Razavi, 
Cristiano Giuffrida, Herbert 
Bos 

• Some diagrams in these 
slides were taken from other 
work: FLUSH+RELOAD, 
Prefetch, DRAMA 

• Yuval Yarom, Katrina 
Falkner, Peter Peßl, Daniel 
Gruss
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• Practical, reliable, high 
resolution side channels 
exist outside the cache

• They bypass defences 

• @bjg @gober

• @vu5ec
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• Thank you for listening
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