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* Application security researcher (from 2009)

» Senior expert in banking security (from 2012)

* Online banking, Mobile banking, Core banking applications
* Dozens of ATM Security analyses

* PayPass, payWave

* Always In search and research ;
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* Application security researcher (from 2009)

» Senior expert in banking security (from 2012)

* Online banking, Mobile banking, Core banking applications
* Dozens of ATM Security analyses

* PayPass, payWave

* Apple Pay, Samsung Pay, Android Pay

 Always In search and research ;)
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* Apple security researcher
* Reverse engineer

* JB developer
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“Most secure technology”

Why Apple Pay |s the Most Secure Payment Platform on the Planet
mashable.com/2014/10/...fapple-pay-is-more-secure-than-your-credit-and-debit-cards... «
Oect 23, 2014 - Apple Pay officially launched earlier this week to mostly positive reviews from iIPhone
users. But is it secure to use?

Why Apple Pay |s Way More Secure Than a Credit Card - Barron's
www.barrons.com/...fwhy-apple-pay-is-way-more-secure-than-a-credit-card-147690338. ..

Oct 15, 2016 - With Apple Pay, the store never sees your actual credit card number — so hackers don't
either. .. Luckily, it's getting a lot safer to buy something over the web, thanks to new online payment
systems that are more secure than using a credit card. ... Samsung Pay and Android Pay also ...

Why Apple Pay Is Our Best Hope To Stop Online Fraud | TechCrunch
https:/itechcrunch.com/2015/.__iwhy-apple-pay-is-our-best-hope-to-stop-online-fraud/ +

Oct 27, 2015 - The problems are even more severe on computers — Apple Pay is not available in the
browser, where the vast majority of online shopping ...

Apple Pay security and privacy overview - Apple Support
hitps:#isupport.apple.com/en-us/HT203027 -

Jun 21, 2017 - Apple Pay protects your personal information, transaction data, and credit, debit, and ...
Learn more about Apple Pay security and privacy below.

Apple Pay - Apple

hitps:/iwww. apple com/apple-pay/ «

Make secure purchases in stores, in apps, and now con the web. Apple Pay is simple to use and works
with the devices you use every day. Easily pay with your debit cards and credit cards with just a touch.

About Apple Pay for merchants - Apple Support
https:/isupport.apple.com/en-gh/HT204274 «

Jun 13, 2017 - Accepting Apple Pay is also more secure than accepting traditional credit and debit
cards. Every transaction on your customer's iPhone oriPad ...

Why Apple Pay is 'more safe and secure than using your credit card ...
bgr.com/2014/10/23/is-apple-pay-safer-than-credit-cards/ «

Oct 23, 2014 - ClO's Al Sacco has interviewed three secunty experts for their views on the technology
behind Apple Pay and the general consensus is that the ...

Don't Want Your Credit Card Hacked? Use Apple Pay | News ... - PCMag
www.pcmag.com » Reviews » Software » Security «

Aug 10, 2015 - Apple Pay, Android Pay, Google Wallet, and others run on Mear Field ... For example,
most credit cards include an Unpredictable Number that's ..
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Answered: Does jailbreak makes iPhone’s
Apple Pay less secure?

! » By Zaib Ali

(st Gongle (" Jailbreak Iphone) (" Jailbreak 10S ) (Download Iphone>

submitted 11 months ago by perfecttheory_ iPhone 8, i0S5 8.1.2

, [Question] Apple Pay safe while jailbroken?  i--ijsibresk

e

- " . .. . . . [-] TomLube iPhone &, i0S 1.1.4) 2 points 11 months ago
Apple Pay less safe when jailbroken” while explaining how the answer to this question is

. . . Secure Enclave is totally separate from the rest of the device and not accessible.
no. The answer that is backed by explanation comes as a relief for users who have entered

permalink embed

[-] perfecttheory_ iPhone G, i0S 8.1.2 [5] 2 points 11 months ago

Okay, 50 it wouldn't be too much of a worry then right?

- A jailbroken device is required to at least scratch the surface,
and even with that, the information obtained is not highly 1 Tomtube [FEEEBSTT
sensitive. It isn't any worry at all. -

permalink embed parent

2 points 11 months ago

https://www.slideshare.net/0Oxroot/demystifying-apple-pie-touchid
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Here's Proof Apple Pay Is Useful For Stealing People's Money - Forbes
www.forbes.com/sites/thomasbrewster/2016/03/01 /apple-pay-fraud-test/ «

Mar 1, 201E - Apple Pay can be used by fraudsters to pilfer funds from stolen bank cards and without
much fuss, researchers claim to prove at RSA 2016,

Apple Pay and Fraud: Where is it Happening and How Can \We Stop it?
info.rippleshot.com/blog/apple-pay-and-fraud-what-you-need-to-know -
Clur team tackles the recent fraud taking place on Apple Pay and potential solutions to the problem.

Apple Pay: Fraudsters Exploit Authentication - BankinfoSecurity

www bankinfosecurity. com/apple-pay-hackers-exploit-authentication-a-7967 «

Mew exploits linked to Apple Pay are quickly proving how easy it is for crafty fraudsters to take
advantage of even the most seemingly secure payments systems.

Apple Pay security and privacy overview - Apple Support

hitps://support. apple.com/en-us/HT203027 -

Jun 21, 2017 - Apple Pay protaects your personal information, transaction data, and ... to approve
adding your card to Apple Pay or improve their anti-fraud ...

Apple Pay used in fraudulent ¥4.45 million cigarette-buying spree in ...
www japantimes.co jp/.._fapple-pay-used-fraudulent-¥4-45-million-cigarette-buying-spr...

Jun 3, 2017 - A 29-year-old Chinese man has been indicted in what is being described as Japan's first
known fraud case linked to Apple Pay, the new mobile ...

Apple Pay actually makes it really easy to commit credit card fraud ...
https:/fwww.cultofmac.com/.._/apple-pay-actually-makes-really-easy-commit-credit-ca._. v

The problem, according to an unconfirmed report from Droplabs, is that Apple Pay is so easy to use,
fraudsters don't even have to create a physical fake card ...

Why Apple Pay Is Our Best Hope To Stop Online Fraud | TechCrunch
https:/ftechcrunch.com/2015/__/iwhy-apple-pay-is-our-best-hope-to-stop-online-fraud/ «

Oct 27, 2015 - Heists used to be so much effort -- you'd need a gang, machine guns, a getaway car and
long, meticulous planning. Mowadays, all you need is ...

Apple Pay Stung by Low-Tech Fraudsters - WSJ

wwiwv wsj.com/articles/apple-pay-stung-bylow-techfraudsters-1425603036 v

Mar 5, 2015 - Apple's new mobile-payment system has been hit by a wave of fraudulent transactions
using credit-card data stolen in recent breaches of big ...

Does Apple Pay really have a fraud problem? - The Verge

https:/fwww theverge_ com/2015/3/4/8149663/apple-pay-credit-card-fraud-banks

Mar 4, 2015 - Apple Pay is being used for fraudulent activities by criminals with stolen identities and
credit cards, as first reported by The Guardian.
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https://www.blackhat.com/docs/us-16/materials/us-16-Mendoza-
Samsung-Pay-Tokenized-Numbers-Flaws-And-Issues.pdf

SECURITY & FRAUD

Samsung Denies Samsung Pay Can

Be Hacked Via The Tokenization
Process

Q By PYMNTS


https://www.blackhat.com/docs/us-16/materials/us-16-Mendoza-Samsung-Pay-Tokenized-Numbers-Flaws-And-Issues.pdf
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https://www.blackhat.com/docs/us-16/materials/us-16-Mendoza-
Samsung-Pay-Tokenized-Numbers-Flaws-And-Issues.pdf

-
D /r/GALAXYS6 ~ COMMENTS

This 1s an archived post. You won't be able to vote or comment.

Phone was rooted, then reset and now Samsung Pay won't work.

LA k&
violehcHenry

Q By PYMNTS


https://www.blackhat.com/docs/us-16/materials/us-16-Mendoza-Samsung-Pay-Tokenized-Numbers-Flaws-And-Issues.pdf
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® Tokenization ® Secure Element @ https://qgithub.com/beatty/
applepay crypto demo

The Device Account Number represents the Token, the One-time Unique
Number represents the dynamic cryptogram and the Dynamic Security Code
represents the dynamic CVV

PAN / Exp.Date / CW PAN / Exp. Date /| CVWV
Credit card

had
H
g
A
&

Token / Token-key / Token / Token-key /
cvv-key cvv-key

- token-key will be used to generate a dynamic cryptogram
- cvv-key will be used to generate a dynamic security code



https://github.com/beatty/applepay_crypto_demo
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[}ver-.fiew| Request |Hespnnse I 5ur‘r1rnar_-,f| Chartl Nnte5|

POST fbroker/ve/devices/043B265BB8308001
Host: pr-podl-smp-device.apple.com:443
X-Apple-Client-Info: <iPhonel 2> <iPhone 059.2;13C75> <com.apple.PassKitCore/l (com.apple.Passbook/1.0)=
X-Apple-I-MD-RIMFO: 17106176

Accept: */

Authorization: AppleToken 001421-10-d3c1173e-39¢8-4350-9666-
Proxy-Connection: keep-alive

Accept-Encoding: gzip, deflate

Accept-Language: en-U5

Content-Type: application/json

A-Apple-I-MD-M: kEviGrGilxGhus

Content-Length: 523

X-Apple-I-MD: AAAABQAAABAMMNCr+mP13THAILHNCT1ZvAAAAAW==
A-Apple-I-Client-Time: 2016-12-16T14:43:237

User-Agent: Wallet/1.0 CFMetwork/758.2.8 Darwin/15.0.0

Connection: keep-alive

X-Apple-Device-Region: LS

Cookie: X-SESS=fffffffl285fa0fd5525d5f4f58455e445a4 a4 270bc

35BBTCEFCY/cards HTTP/1.1

SwRCmdzLnEBi

¥25y9lmlnbVdalMET

"panlnputMethod” : "camera”,

"publickeyHash" : "0918d4elaB37b2dd01ae3b2052f9ed3cfbbi5dd4 761 b119895f9011 edeffadTed",

"encryptionVersion” : "EV_ECC_w1-ASN.1",

"encryptedCardData” : "MIGOBEEEs1 0867 nlbasALBilipclV44Y TRas oWFsEQuzl Sud nHVZ\ xa G98tarfg+ ZaCh/Gicz2IPz W
"source” 1 1,

"productldentifier” : "1-argon-DEFAULT_MASTERCARD"

POST /client/1/0/devices/b20e2d8abi - 722727 “1b0931231 c7d6/ registrations/dpan/DAPLMI
Host: tds.mdes.mastercard.com ]
Content-Type: application/json

Connection: keep-alive

Proxy-Connection: keep-alive

Dates Fri, 16 Dec 2016 14:43:55 GMT

Accept: application/json

User-Agent: passd/1.0 CFMNetwork/758.2.8 Darwin/15.0.0

Accept-Language: en-us

Accept-Encoding: gzip, deflate

Content-Length: 766

{"registrationData":"eywd XNoVGIrZW4it mESM2YeMze3MjglZm'y

POST /broker/v2/devices/043B265BB8308001
Host: pr-podl-smp-device.apple.com:443
X-Apple-I-MD-RINFO: 17106176
X-Apple-Client-Info: <iPhonel 2> <iPhone 059.2:13C75> <com.apple.PassKitCore/1 (com.apple.Passbook/1.0)>
Accept: */*

Authorization: AppleToken 001421-10-d3c1173e-39c8-4356

315BB7 CEFCY/provisioningRequirements HTTP/1.1

nBILmMF1dGiGADMSwhIUP
Proxy-Connection: keep-alive

Accept-Encoding: gzip, deflate

Accept-Language: en-US

Content-Type: application/x-www-form-urlencoded

X-Apple-I-MD-M: kEviGrGilxGhuSf8hesU

Content-Length: 463

X-Apple-I-MD: AAAABQAAABAMNCr+ mP13TH LHNCT1ZvAAAA AW ==
X-Apple-1-Client-Time: 2016-12-16T14:43:08Z

User-Agent: Wallet/1.0 CFNetwork/758.2.8 Darwin/15.0.0

Connection: keep-alive

X-Apple-Device-Region: US

Cookie: X-SES5=ffffffffl285fa0f45525d5f4f584 55e44 5ad4ad 270bc

ryMhO9uBdjwr+Y25y9llimInbVdaUMBT

{
"publicKeyHash" : "0918d4e1a837b2dd01 2320520243 cfbb55d4761 b119805f9011 e2e7fa2Ted",

"encryptionVersion” : "EV_ECC_v1-ASMN.1",
"encryptedCardData" : "MIGIBEEET TARTKRS1bf T9YHMeDXytUhm
"requiredFields" : [
"primaryAccountMumber”,
"cardholderMName"
1
i

oRChIWAexhE
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Owverview | Request | Response | Summary | Chart | Motes

1{"cardType":"3","identifier":"1ebl19e037 00e02fch3”, "termsURL":"https://nc-podl-smp-device-asset.apple.com:443/broker/v
u/apple-pay/banks/ru/en-ru.html”, "termsID":"3bbaed80-3006-4574 -8 edf-28c230a12936", "eligibilityStatus":1, "sanitized PrimaryAccountMum
. sanitizedPrimaryAccountPrefix™:""}
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Owverview | Request | Response | Summary | Chart | Motes

1{"cardType":"3","identifier":"1ebl19e037 00e02fch3”, "termsURL":"https://nc-podl-smp-device-asset.apple.com:443/broker/v

u/apple-pay/banks/ru/en-ru.html”, "termsID":"3bbaed80-3006-4574 -8 edf-28c230a12936", "eligibilityStatus":1, "sanitized PrimaryAccountMum
. sanitizedPrimaryAccountPrefix™:""}

Owerview | Request | Response | Summary | Chart | Motes

1/{"cardType":"3","identifier”:"1 eb]1 %R mpodl-smp-device-asset.apple.com:d43/broker/v

u/apple-pay/banks/ru/en-ru.htmlf "termsID":"3bbaed80- BIIII:IE 45?4 Bedf- 28:230312935"' ligibilityStatus™1, "sanitizedPrimanyAccountMum
. sanitizedPrimaryAccountPrefid:’

Owerview | Request | Response | Summary | Chart | Notes

1| <xmlui=
2| =clientlnfo termsAndConditions="true" sendByEmailLabel="5%end by Email (5ave a Copy
ndByEmaillialegOK="5%end" sendByEmaillialegCancel="Cancel"

agreeDialogTitle="Terms and Conditions” agreeDialogText="1 agree to the Terms
£

nyg

Terms and Conditions"/>

<gection>
<htmiLabelRow>
<|[CDATA][

3
4
3
b =tableView:>
!
B
4
0| «HTML=> «HEAD=> < meta http-equiv="Content-Type" content="text/html; charset=utf-8">

1
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Owverview | Request | Response | Summary | Chart | Motes

1/{"cardType":"3", "identifier":"1eb19e337 Q0el2fcod”, "termsURL": "hitps://nc-podl-smp-device-asset.apple.com:d443/broker/v

u/apple-pay/banks/ru/en-ru.html”, "termsID":"3bbaed80-3006-4574 -8 edf-28c230a12936", "eligibilityStatus":1, "sanitized PrimaryAccountMum
. sanitizedPrimaryAccountPrefix™:""}

Owerview | Request | Response | Summary | Chart | Motes

1/{"cardType":"3","identifier”:"1 eb] Sk

u/apple-pay/banks/ru/en-ru.htmlR "termsID™:"3bbaed80- EDDE 45?4 Bedf- 28:23[]312935" "BligibilityStatus™:1,"sanitizedPrimaryAccountMum
. sanitizedPrimaryAccountPrefix":’

Owerview | Request | Response | Summary | Chart | Notes

1| <xmluiz

2| =clientlnfo termsAndConditions="true" sendByEmailLabel="5%end by Email (5ave a Copy
ndByEmaillialegOK="5%end" sendByEmaillialegCancel="Cancel"

3 agreeDialogTitle="Terms and Conditions” agreeDialogText="1 agree to the Terms

S —

| Conditions" />

BANK OF AMERICA BIN List
IIN / BIN List

659908 eses72 £"Content-Type" content="text/html; charset=utf-&"»
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Owverview

Request

Response

Chart | Motes

Summary

1{"cardType":"3","identifier":"1ebl19e037

00e02fch3”, "termsURL":"https://nc-podl-smp-device-asset.apple.com:443/broker/v
u/apple-pay/banks/ru/en-ru.html”, "termsID":"3bbaed80-3006-4574 -8 edf-28c230a12936", "eligibilityStatus":1, "sanitized PrimaryAccountMum
. sanitizedPrimaryAccountPrefix™:""}

COhverview

Request

Response

Chart

Summary Motes

1/{"cardType":"3","identifier”:"1 eb]1 %R

. W podl -smp-device-asset.apple.com:443/broker/v
u/apple-pay/banks/ru/en-ru.htmlR "termsID™:"3bbaed80- BIIII:IE 45?4 Bedf- 28:230312935"' ligibilityStatus™:1,"sanitizedPrimaryAccountMum
PLATINUM

Owerview | Request | Response | Summary | Chart | Motes

IIN / BIN List

GET /broker/vl/assets/13f9338el ae94bl0adl abcOf9882d2af HTTP/1.1
Host: pr-podl-smp-device-asset.apple.com:443

Owerview

Request | Response

Summary

Chart

Motes

1 <xmlui=

S —

BANK OF AMERICA BIN List

bauS0E

2| =clientlnfo termsAndConditions="true" sendByEmailLabel="
ndByEmaillialegOK="5%end" sendByEmaillialegCancel="

3 agreeDialogTitle="Terms and Conditions” agreeDialogText="1 agree to the Terms

nyg

| Conditions"/>

="Content-Type" content="text/html; charset=utf-&"»

Send by Email (Save a Copy
Cancel”
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7Ovetviewq, Request :LfLe;ponse I Summaryrl Chart[ Notes| hlokee

POST /broker/v2/devices/04382658B330800150781206069341578f — =
Host: pr-podl-smp-device.apple.com:443 Q0e02fcb8", "termsURL":"https://nc-podl-smp-device-asset.apple.com:443/broker/v

X-Apple-Client-Info: <iPhone7,2> <iPhone 05;9.2:13C75> <comgbbaed80-3006- 45?4 Sedf-28c230a12936", "eligibilityStatus™:1, "sanitizedPrimaryAccountMum
X-Apple-I-MD-RINFO: 17106176

Accept: */*

Authorization: AppleToken 001421-10-d
G . Motes

Proxy-Connection: keep-alive

Accept-Encoding: gzip, deflate podl-smp-device-asset.apple.com:443/broker/v
Accept-Language: en-US "o neA m

Corttent-Type: spphcation/json 2bbaedB0-3006- 45?4 8edf-28c230a12936 lllglblllt_-,rﬂtatus 1, "sanitizedPrirmary&AccountMum
X-Apple-1-MD-M: kEviGrGilxGhu$
Content-Length: 192
X-Apple-I-MD: AAAABQAAABA!

X-Apple-I-Client-Time: 2016-12-16T14:43:29Z

Owerview | Request | Response | Summary | Chart | Notes

User-Agent: Wallet/1.0 CFNetwork/758.2.8 Darwin/15.0.0 1 =xmluis
Connection: keep-alive 2| <clientlnfo termsAndConditions="true" sendByEmailLabel="%end by Email (Save a Copy
é:;i?elffg's?_'m:zg;w“y ndByEmailDialogOK="5%end" sendByEmailDialogCancel="Cancel"
' B ) 3 agreeDialogTitle="Terms and Conditions” agreeDialogText="1 agree to the Terms
{ 4 « iﬂgﬁ
"extensivelatitude” : "+55.79", = - | Conditions”/>
"extensivelongitude” : "+37.71", H
"termsID" : "3bbaed8(Q. -4574-8e4f-28¢230a12936", AM E RICA BI N L]St
“cardSecurityCode" :
“deviceName": " s iPhone”
}
659908 659872 ="Content-Type" content="text/html; charset=utf-&8">
| | - = =




Q That's why JB is actually

blackhat :
e N =o1— | notagood idea

HTTP/1.1 200 Ok

Server: Apache-Coyote/1.1
x-conversation-id: 7bba7df576.2f4:

A-Pod: pr-podl

A-Pod-Begion: paymentpass.com.apple
Content- Type: application/json
Content-Length: 172

Date: Fri, 16 Dec 2016 14:41:55 GMT
Set-Cookier X-SESS=AAAAAT1285falf45525d5f4

[{"sanitizedPrimaryAccountMumber™:
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Erview | Request | Response [ >ummary | Lhart [ INotes|

1/{"cardType":"3","identifier":"1eb19e93778148782a33cabc0002f OB ", "termsURL"'

u/apple-pay/banks/ru/en-ru.html”, "termsID":"3bbaedB0-3006-4

. sanitizedPrimaryAccountPrefix™:""}

‘v/J'

Chverview Chart | Motes

Request | Response | Summary

1| <xmlui=
2| <=clientlnfo termsAndConditions="true" sendByEmailLabel="5end by Email (5ave a Copy
ndByEmailDialogOK="5end" sendByEmailDialogCancel="Cancel"

3 agreeDialogTitle="Terms and Conditions” agreeDialogText="1 agree to the Terms
4 «
5 Terms and Conditions"/»
i <tableView:
i <section=
8 < htrnlLabelRow:>
g <![CDATA[
10| «HTML> « HEAD:» < meta http-equiv="Content-Type" content="text/html; charset=utf-8">

—

sene T &1 am

Terms and Conditions

ANZ with Apple Pay Terms and Conditions

Version: 1.0

Dated: 9 Apeil 2016

1. Theso terms

You agree with ANZ 10 these terms by

 adding an ANZ Card for uso in Applo Pay on your elgdile Apple
Device. or

« allowing another casahoider 10 add an ANZ Card linked %0 your
account for use in Apple Pay on their Apple Device.

These terms apply in addition to the Account Terms associated with
oach ANZ Card. Referonces in the Account Terms to Mobde
Banking inchude use of Appio Pay in relation to an ANZ Card.
Where inconsistont with the Account Torms, these terms apply.

It is important that you read these terms and the Account Terms
10gether,

2. Adding and romoving an ANZ Card

You can add an ANZ Card 10 Applo Pay on your eligitie Apple
Device and any Additional Cardholder can add an ANZ Card 1o the
Additonal Cardholder’s elgidle Apple device, provided that

* W can vorty you of the Adasonal Cascholder's identity:

= 4 you are not the sole account holder, each account holder has
agreed to the ANZ Card beng acded 1o the relevant cardholdor's
cligitle Appie Pay devico: and

* tho account is in good standng,

You can remove an ANZ Card linked %0 your account from Appie
Pay at any time and an Additional Carcholder can romave tholr
ANZ card from Appie Pay at any time,

Instructions on how o add an ANZ Card to Apple Pay, of remove
ONe, are S0t Ul a1 www.anz.com

Once an ANZ Card s added 1o Appio Pay, the cardholder can uso
Apply Pay 10 autherise transactions on an account. This is done by
using the relovant Apple Device in place of an ANZ Card at a
contactiess payment terminal or in an application on an Apple

Minn  Qaman AAMIAAALE ASPAAAT Farminale mau sam s tha

Disagree Agree

—~

.__\:

ttps://nc-podl-smp-device-asset.apple.com:443/broker/vl /assets/en-US_2d1cc374121 24fb3%bc7 eb52effld el _vb",
al2936", "eligibilityStatus™1,"sanitizedPrimaryAccountMumber™:"4297", "applicationldentifier":" A00000000410100100
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Terms and Conditions ° Ja”break + SSLK|”SW|tCh

« Proxy interception

&0 Validate your card  xxxx xx|__ XX XXX

Bpiydte (3

7\ Clear Done
May 2015
June 2016
July 2017
August 2018

Disagree Agree
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99900 T 153 7 20%0C> Owverview | Request | Response | Summary | Chart | Notes

Terms and Conditions POST /broker/v2/devices/043B265BB830800150781 206069341 578B5A2735BB7 CEFCY/ provisioningRequirements HTTP/1.1
Host: pr-podl-smp-device.apple.com:443
X-Apple-I-MD-RINFO: 17106176

&0 Validate your card  xxxx xx|__ XX XXX

Expiry date (yy207 B

{
"requirementsitatus": 1,
"productldentifier”: "l-argon-DEFAULT MASTERCARD™,
"learnMoreURL"™: "https://wuw. apple . c g - ’ ’
"requiredFields": ["cardholderMName", Q] "primarvicocountlunber'
"requiredFieldOptions™: |
"oardSecurityCode™: |
s Clear Done "fieldType™: "text",
"minLength": 3,
"maxLength™: 3,
"localizedPlaceholder": "3I-digit CVW"
May 2015 },
June 2016 "primarviccountilumber ™ {

"fieldType™: "text",

JUIy 2017 "minLength": 16,
August 2018 "maxLength": 16

Disagree Agree }
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99900 T 153 7 20%0C> Owverview | Request | Response | Summary | Chart | Notes

Terms and Conditions POST /broker/v2/devices/043B265BB830800150781 206069341 578B5A2735BB7 CEFCY/ provisioningRequirements HTTP/1.1
Host: pr-podl-smp-device.apple.com:443
X-Apple-I-MD-RINFO: 17106176

&0 Validate your card  xxxx xx|__ XX XXX

Expiry date (yy207 B

"requirementsStatus™: 1,

"productIdentifier": "l-argon-DEFAULT MASTERCARD",
"learnMoreTRL": "https:///www. app le . o :
"requiredFields": ["cardholderMNam=", "oardSecurityCode™],

"requiredFieldOptions™: {
"ocardSecurityCode™: {
"fieldType™: "tcext™,
"minLength"™: 3,

2N Clear Done < Back

"maxLength™: 3,

"localizedPlaceholder™: "3I-digit CWVV™ :
ay , e Card Details

"primarvicoo Tumbzer ™ - H
June 2016 Pr ll“f‘t_“T:“_“ _ ‘“r‘rt:t P Enter your card information.
JUIY 2017 "minLength": 16,
Au gu st 2018 "maxLength™: 16
}
Disagree Agree } Security Code
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"requirementsitatus": 1,
"productldentifisr”: "l-argon-DEFAULT MASTERCAERD™,
"learnMoreURL": "https://www.apple.comfapple—pav/banks/us/en-—us . html"

'J,T J"|'
"regquiredFislds": ["cardholderlNam=", "cardSecurityCode"],

"regquiredFisldOptions"™:

"ocExpiration™: {
"fieldType™: "text™, < Back
"minLength™: 3,

"maxLength™: 3 .
"localizedP lfl':';_].'.l.':' lder™: "cardExpiraticon™ Ca rd D eta I |S

Enter your card information.

countiumber™: |

"fieldType": "cext™,
"minLength™: 16,

"maxLength™: 16, . .
"localizedP laceholder™: "primaryiccountihumber ™ Explratlon Date 03/17

} Security Code

03 - March 2017
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"requirementsitatus": 1,
"productldentifisr”: "l-argon-DEFAULT MASTERCAERD™,
"learnMoreURL": "https://wuw.apple.comn/apple—

"regquiredFislds": ["cardholderlNam=",
"regquiredFisldoptions":
"ocExpiration™: {
"fieldType": "text™,
"minLength™: 3,
"maxLength™: 3,
"localizedFlaceholder™: "cardExpiration™

ioecountifumber " |
"fieldType": "cext™,

"minLength™: 16,
"maxLength™: 16,
"localizedPlaceholder™: "Primaryiccountlurber"

(

vav/bhanks/us/en—us . html"

"extensivelLatitude": "+55.79",

"extensiveLongitude": "+37.71",

"termsID": "3bbae480-3006-4574-8e4f-28c230a12936",
"cardSecurityCode": "5*2",

"test": “11\/21",

"test2": “rFFFEE0347",

m, &

"deviceName": “my iPhone"

)

Card Detalls

Enter your card information.

Expiration Date 03/17

Security Code

03 - March 2017

Back Next
<

Card Detaills

Verify and complete your card
information.

Expiration Date 11/21

ABC DEF

4 5 6
GHI JKL MNO

7 8 9
PQRS TUV WXYZ
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Bankof America 5

amcAr L

6 ph
e

3
L = TRAVEL REWARD

L

XXXX  XX?? 27277 YYYY |

e
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* L — Luhn (https://en.wikipedia.org/wiki/Luhn_algorithm)
« BB — Bruteforce (99*(2 BIN))

Bankof America 5

r*.o v‘ SancAmtr L0

e o TRAVEL REWARD

L

XXXX  XX?? ? YYYY |



https://en.wikipedia.org/wiki/Luhn_algorithm
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blackhat | 2FA/OTP
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* Apple ID iIn SMS
 Card should not be added twice
* Application layer encryption
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B Settings eeeco LTE 19:50 9 25%0C )

* Apple ID in SMS NO <® .9 ®
 Card should not be added twice NO
» Application layer encryption |sos wererzacicensssssss NO

Host: pr-podl-smp-device.apple.com

A-Apple-Client-Info: <iPhonel 2= <iP
*-Apple-1-MD-RINFO: 17106176 Apple Pa}{ 382614. Card
Accept: */* *xxxx for iPhone.

Authorization: AppleToken 001421-10
Proxy-Connection: keep-alive

Accept-Encoding: gzip, deflate n | 0
Accept-Language: en-Us
Content-Type: application/json
X-Apple-I-MD-M: kEviGrGiLxGhuSf8h
Content-Length: 33 Q WEWRTVYU I OP
X-Apple-I-MD: AAAABQALABAFMgFE G U G -
A-Apple-I-Client-Time: 2016-12-16T14
User-Agent: Wallet/1.0 CFMNetwork/75 A SDVFGHJ KL
Cennection: keep-alive LA A 2 A B B A B
A-Apple-Device-Region: US

Cookie: X-SESS=Ffffffl285fa0f45525d 4 Z X CVBNM<®
{ M1 1 - 11 1

"activationCode" : "939639" 123 & space return

!
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* CVV + XXXX XX-- ---- XXXX In SSL traffic (need SSLKIillSwitch)
* Need 6 digits (2 BF/3 stolen/1 calculated || 16 stolen)

* EXxpiry date: stolen || obtained from responses (iTunes)

* 2FA OTP In SSL traffic

* No Touch ID for wiping

* Could be added in 2 phones (SMS could be the same,
depends on a bank)
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* CVV + XXXX XX-- ---- XXXX In SSL traffic (need SSLKIillSwitch)
* Need 6 digits (2 BF/3 stolen/1 calculated || 16 stolen)

* EXxpiry date: stolen || obtained from responses (iTunes)

* 2FA OTP In SSL traffic

* No Touch ID for wiping

* Could be added in 2 phones (SMS could be the same,
depends on a bank)

=>Add the customer’s card to another Apple device if phone was
jailbroken
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Payment Provider

- Started from 10S 10
* No need for JB ~
to intercept website/app part i

| Insecure data transfes
Pay

https://www.ptsecurity.com/upload/corporate/w
w-en/analytics/Online-Banking-Vulnerabilities-

2016-eng.pdf

Device compatibility check Pay with Touch ID

Validate with Touch ID

i0s Apple Pay set up? No

SE
Apple Pay Servers Encf)'p!p\u'rt.)tlll r;‘.(t:rlcham 3
o y

https://developer.apple.com/apple-pay/get-started/



https://www.ptsecurity.com/upload/corporate/ww-en/analytics/Online-Banking-Vulnerabilities-2016-eng.pdf
https://developer.apple.com/apple-pay/get-started/

black hat Apple Pay in web JS/App
USsA 201/

const paymentReguest = {
countryCode: 'US5"

currencyCode: 'U
shippingMethods: [

i
label: 'Fr 5
amount: "0.
identifier: ,
detail: '"Delivers in five business days',
L
i
label: 'Express Shipping', e i
amount: '5.00°, AL BLACK
identifier: ° 3! (seee 4297)
detail: 'Delive o business days',
1
1, SHIPPING TIMYUN
lineltems: [
{
label: 'Ship g', LONDON
amount: "10.00',
}
UNITED KINGDOM

FREE SHIPPING
DELIVERS IN FIVE BUSINESS
DAYS

VUNLISOMV TIMLIDAGMAN SO S

PAY APPLE PAY

EXAMPLE US$1.00

amount: '1.00°,

1.

supportedfetworks: [ 'amex', 'd
merchantCapabilities: [ 'supp

requiredShippingContactFields: [ "email','p ', 'email', 'email' ], -
Pay with Touch ID

1

const session = new ApplePaySession(l, paymentRequest) :



ackhat

LIS A 200 Tz

Apple Pay in web JS / App

const paymentReguest = {
countryCode: T
currencyCode:
shippingMethods: [

i
label: F 5
amount : 0.00",
identifier:
detail: 'D
L
i
label: 'E
amount: '5.00
identifier:
detail: 'D TWO
1

1,

lineltems: [
{
label:
amount :

amount : 1.00°,

1.

supportediNetworks: [
merchantCapabilities: [

requiredShippingContactFields: [

const session = new ApplePaySession(l,

paymentRequest)
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Apple Pay in web JS / App \ ‘

Apple doesn't know
what you bought

That's true ;)
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amount=5
cryptogramm=aaa...

payment=ok
amount=5

Payment
N Ve o - éprocessor



b|£3;khat Apple Pay in web JS / App
=yaAd=ml

Inspect the CMS signing time of the signature, as defined by section 11.3 of RFC 5652. If the time signature and
the transaction time differ by more than a few minutes, it's possible that the token is a replay attack.

“Each transaction is authorized with a one-time unique number using your
Device Account Number and instead of using the security code from the back
of your card, Apple Pay creates a dynamic security code to securely validate

each transaction.”
- From the press release

The Device Account Number represents the Token, the One-time Unique
Number represents the dynamic cryptogram and the Dynamic Security Code
represents the dynamic CVV

https://www.slideshare.net/Oxroot/demystifyi le-pie-touchid



https://www.slideshare.net/0xroot/demystifying-apple-pie-touchid
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Race Conditions

By Stephen Northcutt

"A race condition is an undesirable situation that occurs when a device or system

attempts to perform two or more operations at the same time, but because of the nature
of the device or system, the operations must be done in the proper sequence in order to
be done correctly."[1] Race conditions exploit that small window of time between when a
security control 1s applied and when the service is used. Usually these are very tricky and

relatively difficult to pull off.
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Apple Pay in web JS / App

*4297.
4.75 USD. .com -
EvesPartyMa, Brooklyn.
17.07.2017 21:56.

*4297.
4.75 USD. .com -
EvesPartyMa, Brooklyn.
17.07.2017 21:56.

Your Purchases

Wy

Order #1212138036
EvesPartyMarket
Jul 17, 2017
US$4.75

Contact

Order #1217927349
EvesPartyMarket
Jul 17, 2017
US$4.75

Contact
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Your Purchases

*4297.
4.75 USD. .com -

Eve's Party Market

Crystal Corona
3492 Lowland Diri

HIPPING TIMYUN

CHICAGO, IL 60601
United States

LONDON

UNITED KINGDOM

| laly COEE CuIDDIMNM

OB S A @

Contact
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REPLAY

closed the report and changed the status to Informative. Jul 26th (about 1 day ago)
Hi ,

From our understanding of Apple Pay documentation, it looks like the only responsibility of the party accepting Apple

Pay payment (in this case, is to forward the information submitted by the user to the necessary entities, and not
to verify any of the information provided. That would mean that it's Apple’s responsibility to verify that a token has not
been used before, not As such, we’'ll be closing this out as Informative but appreciate you taking the time to

subm it this to our program!

Cheers,
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» Customer pays $1.00 once for A delivered to A
» Hacker pays $10.00 twice/** for B delivered to B

« Same merchant

« Amount tampering

» Currency tampering

« Race Condition and Replay attacks
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Web/App

Application 1
Web Store 2
Application 3
Web Store 4
Web Store 5
Web store 6
Application 7
Application 8
Application 9
Application 10

Resume

Amount Race

tampering condition Replay

o\ airbnb BH
( sn
eExpediu
FANDANGO
—

L " instacart
HotelTonight

Use Apple Pay on these apps and on these websites.
And so many more.

LIDONUTS

GROUPON

Jeb

Etsy

GRUBHUB

@ lululemon

SEPHORA

©

[MLB.com &) |

STAPLES

ticketmaster*

UBER
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» ApplePay is still more secure than other techs

* ApplePay is well-protected even on JB devices
* All Info Is sent encrypted

* Responsibility is on the customer/merchant/bank/PGW

N E3 N N 4

 Transaction integrity
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 No JB!
* No public Wi-Fi
 Be aware

* SMS info + chargebacks
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* Apple Watch (https://twitter.com/mbazaliy "Pwning Apple Watch")

vangelis @vangelis_at POC
@mbazaliy is giving his talk, "Pwning Apple Watch". #MOSEC2017

* macOS (and now with Touch ID)

 Merchant’s credentials

roysue @rlysue - Jun 24 '
Replying to @bellis1000

| was there yesterday , official answer - no video , no ppt ,no article .evev perhibit
taking photoes .. but still pics leaked out



https://twitter.com/mbazaliy
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m http://uk.linkedin.com/in/tyunusov

E tyunusov@ptsecurity.com

abbat



http://uk.linkedin.com/in/tyunusov
mailto:tyunusov@ptsecurity.com
http://a66at/
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