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Let’s talk about humans

“Humans are incapable of securely storing high-
quality cryptographic keys, and they have
unacceptable speed and accuracy when
performing cryptographic operations... But they
are sufficiently pervasive that we must design our
protocols around their limitations.”

— C. Kaufman, R. Perliman, and M. Speciner.
Network Security: PRIVATE Communication in a PUBLIC World. 2002.




The human threat

= Malicious humans
= Clueless humans
= Unmotivated humans

* Humans constrained by
human limitations




User studies can help us better
understand the human threat and
design systems that meet user
needs




Reasons to conduct user studies

Assess needs Examine tradeoffs

What should we build? Which features/approaches
best fit particular needs?

Evaluate Find root causes

Are requirements met? What underlying problems
What should be improved? need to be fixed?




Excuses for not doing usability studies

» |f people weren’t so lazy or stupid
or careless it would work fine

= | already know what people want
= No time, no money
* | find the system easy to use

* |t's so easy my kids can use it

* I'm not a usability expert




How are security user studies
different from other user studies?

Security user studies usually involve
the presence of an adversary
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Need to make sure systems are usable
and remain secure when...

= Attackers (try to) fool users

= Users behave in predictable
ways
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= Users are unmotivated,
careless, stressed, or busy




Security is a
' secondary task




Usable security
study challenges

= Keeping it real
(ecological validity)

= Observing infrequent
events and small
differences

= | egal, ethical, and
practical issues




How can we design a (legal and
ethical) study that allows us to
observe users in a realistic scenario
being exposed to risk?
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Observing users exposed to risk

Many data collection challenges

observation of
real-world activity Usually not conducive to a controlled

experiment

naturally-
occurring risk

"

Events of
interest may be
infrequent
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Observing users exposed to risk

hypothetical
security tasks

add risk

Not ethical to harm
study participants
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Observing users exposed to risk

hypothetical Users may be more alert to security
security tasks Issues than is natural

simulated risk

/

May use deception + debrief
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Observing users exposed to risk

_ But users still doing tasks they have
real non-security, — o told to do as part of a study

tasks

simulated risk

15




Observing users exposed to risk

observation of hypothetical real non-security
real-world activity security tasks tasks
naturally-

occurring risk simulated risk simulated risk
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observation of
real-world activity

naturally-
occurring risk




Observing 2fa rollout

observation of
real-world activity

naturally-
occurring risk
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Observing 2fa rollout

= Spring 2017: University began
requiring 2fa for employees

= Surveys of students, faculty, and
staff as 2fa was being adopted

» Collecting data on problems, help
desk tickets, security issues, etc.

= Data collection still underway
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Reasons for adoption + non-adoption

» Beliefs about need (or lack of need) for
security

» Knowledge of users’ good or bad
experiences
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Usability + unintended consequences

= People don’t always have their phones with them
= Accidental token button pushes cause sync problem

» Students getting locked out of dorm rooms
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Observing home computer users in
their natural habitat

observation of
real-world activity

naturally-
occurring risk
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Security Behavior
Observatory (SBO)

= Network of instrumented
home Windows computers

= ~200 active participants

= Natural observation +
surveys and interviews




Impact of security engagement

» Matched observed security state of computer
with self reports about engagement with
computer security and maintenance

= Found more security engagement did not
always lead to more secure computers

A. Forget, S. Pearman, J. Thomas, A. Acquisti, N. Christin, L. Cranor, S. Egelman, M. Harbach, and R. Telang. Do
or Do Not, There Is No Try: User Engagement May Not Improve Security Outcomes. SOUPS 2016. 24




SBO data related
to passwords

» Hashes of passwords and
4+ character substrings

» Length, strength,
characters in each class
(upper/lowercase, digits,
special characters)




How users manage many passwords

Most users
reuse
passwords
exactly and
partially

601
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Domain/Password Pairs
N
o

Reuse Category

¥ Not reused

' Partially reused

M Exactly reused

[ Partially-and-exactly reused

20 users with ost website accounts observed




hypothetical
security tasks

simulated risk




Comparing usability and secure of
password policies

hypothetical
security tasks

simulated risk
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How can we help users pick
passwords that are easy to
remember, but hard for an attacker

to guess?
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Large-scale online experiments

* Amazon Mturk for easy
recruitment and payment

Your Account HITs

amazonmechanical turk s

Qualifications
Introduction | Dashboard | Status | Account Settings
Mechanical Turk is a marketplace for work.

We give businesses and developers access to an on-demand, scalable workforce.
Workers select from thousands of tasks and work whenever it's convenient.

476,446 HITs available. View them now.

= Email participants without
collecting personally
identifiable information

= 50,000+ participants

Make Money Get Results

by working on HITs

HITs - Human Intelligence Tasks - are individual tasks that
you work on. Find HITs now.

As a Mechanical Turk Worker you:
* Can work from home

e Choose your own work hours
e Get paid for doing good work

Find an Work Earn
interesting task money
Find HITs Now

or learn more about being a Worker

Ask workers to complete HITs - Human Intelligence Ta{
results using Mechanical Turk. Register Now

As a Mechanical Turk Requester you:
e Have access to a global, on-demand, 24 x 7 wor]

« Get thousands of HITs completed in minutes
e Pay only when you're satisfied with the results

Fund your Load your Get
account tasks resul
Get Started

See http://cups.cs.cmu.edu/passwords/ for papers
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Participant tasks

» Create password under a randomly assigned condition
= Take a survey

» Recall password

Return 2 days later to recall password and take survey

Choose a password:  sesecscccsen
Re-enter your password:  sesecccscscs

Continue




Hypothetical security scenario

Imagine that your main email service provider has been
attacked, and your account became compromised. You
need to create a new password for your email account,
since your old password may be known by the attackers.
Because of the attack, your email service provider is
also changing its password rules.




Password creation task

Please follow the instructions below to create a

new password for your email account. We will ask you to
use this password in a few days to log in again so it

IS important that you remember your new password.
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Request to behave normally

Please take the steps you would normally take to
remember your email password and protect this
password as you normally would protect the password
for your email account. Please behave as you would if

this were your real password!
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Usability metrics

= Creation attempts and
time

= Recall attempts
= Reported sentiment
= Write-down rate

» Study drop-out rate




= sunshine

Password strength
metric

Guessabilit e o o ICOIE S
| ’ > NINGESS

Estimate of how many

guesses a sophisticated o

attacker will need to

guess a password il

angels

= sunshine




Password policies
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Password policies

Policy Example password
Basic8 password
Dictionary8 sapsword

Comprehensive8 Sapswordl!

Basic16 passwordpassword
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Comparing password policy strength

10%

60%

0%

40%

30%

20%

Percentage of passwords cracked

10%

basic8
blacklistEasy

blacklistMedium

dictionary8

cklistHart
comprehensive8

@cw

10 1E1 1E2 1E3 1E4 1ES 1E6 1E7 1E8 1E9 1E10 1E11 1E12 1E13
Number of guesses (log scale)
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Comparing password policy usability

Creating a password for this
study was annoying

comprehensived
basic16
blackiEtFrrett
dictionary8
blacklistHard
blacklistBasic I I
basic8survey ] ]
basic8 I I
0% 25% 0% 5% 100%

Strongly agree B Agree Neutral B Disagree Strongly disagree
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Comparing password policy usability

Creating a password for this Creating a password for this
study was annoying study was difficult
comprehensived : : | | ] |
basic16 I
blackIEtFivest |
dictionary8 | |
blacklistHard | .
blacklistBasic | :
basicBsurvey .
basic8 .
0% 29% 50% 9% 20% 9% 100%
Strongly agree Strongly disagree
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Benefits of this experimental approach

= Learn relative strength and usability of different

password policies

« Change policy with everything else constant
* Observe all keystrokes while user creates and enters password

= \While scenario is hypothetical, passwords are
similar to passwords for real accounts

M.L. Mazurek, S. Komanduri, T. Vidas, L. Bauer, N. Christin, L.F. Cranor, P.G. Kelley, R. Shay, and
B. Ur. Measuring Password Guessability for an Entire University. ACM CCS 2013. 42




Users’ accuracy when comparing
crypto key fingerprints

hypothetical
security tasks

simulated risk
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Secure messaging

= Private communications tools €% WhatsApp

= Sender needs to reliably —
obtain recipient’s public key o =
to send an encrypted
message D’GnuPG

=
* Important to check to make
sure you have correct key

44




Public key — fingerprint

Version: SKS 1.1.5
Comment: Hostname: pgp.mit.edu

mMQINBFLsrTOBEADI72WmFPt4Q8+3zhtXfxg7MtIilamROXLkOCSy5jEJk38rLb6Sxr7TCHD1
sD/W/Iy8atV3UASMUWTZ12iU@8MAGWA9gmEp9atY7alFtL2pImGBVOnd8gxOnuLFstGaFIUv
WRV1meRxiU5zneH2S1t+dgjDsUWMNANFNnP+87FMI98Q820dwDai7hXtGKaxLYpzIo9gfFGy
W2x47FXvMxQTC4pUyavkKsv4Q9qfx4cS/Bxv5eezNn/076b47L/xwJOgCUIILt4udig7RYyI
y8YOwO5cBwVIfd/XzIig7q@OvzEgVCLFnhghyJsguLMjRXa/pCuCAiNkeiqHHwWdT3GRHSbGh+
SsUJ63Ucj5nzh50DpEXEGDvV1wlncE7DIpwpxM+ctdmuVMYghebmoP6rsOa/aTi+3Jw+Hg80n
FsK1pizCUsAtTFft94tOFZw+uplu+AGPZ8qD1J490V5GZ0o+7RkUFYXNqg/ZtOGACB+KaW4MTZ
CpDBUJRANWM/k/n@0YbdjQsTR/Si7cnkLFhQMRN3yaETLsEOWKUYBBmIPug7bhkDEWkKF15M3J
dFINSEQ7Hb1t1Fi39zYBhZYMkYEaVVviRYAP1VQLOCzVSsS4xUyivRsDRmSX7DLmaW8tY1NwE
8QvI6mjNQy+V/DdSQF9cMdVu7NMnk8Cb5HOUE g 19wywmawWgQARAQABtB5Kb3NodWEEVGF U
IDxqdGFuMTg5QGdtYW1lsLmNvbT6JAJOEEWEKACCFALLSrTOCGWMFCQHhMAAFCwkIBWMFFQoJ
CAsFFgIDAQACHEECF4AACgkQiZDZY750wYzPaA//aH6+41N6d1egxPG+NDzcaCPv73gbIxtz
ul9fioWtVAnLBqGykOHL1Yw+hCHOjFWYfRq8vmiRaRuVQn/7Wf+JcsQway2M7XICeOEg2bPv
UR3eQ507YyvqEkxSgzoBRp46asm/9S1wHvwp62C5HU3CNj1vb/ VFQgWBAt fuyVViqcpn/ /Qv CeC2 78B5 6F92 2B8S8F 5A07
0Jas55Z26TUid6yLpkFq8U1AQo24W12Ns8pfXJoUAfelL@fUoDoQ++0t1V7Zsog7s0IxXVXFEyk

5B17 69F5 2C6E F103 4425

Key Fingerprint
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Alice wants to

verify Bob’s

fingerprint

= WhatsApp provides
numeric fingerprints

= Alice can compare this
with fingerprint on Bob’s
business card or other
source

O T, 10:19

Verify security code <

54040 65258 71972 73974
10879 55897 71430 75600
25372 60226 27738 715

Scan the code on your contact's phone, or ask

them to scan your code, to verify that your
messages and calls to them are end-to-end

Anmtad VA nan alen namnara tha niimhar

SCAN CODE
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What type of fingerprint is best?

8174 5886 6247 7685 4281 4047
0930 1306 7201 2113 8177 9827

+--[ECDSA 256]---+

o 0.

tin yellow blood short
attention tax danger bulb
wood the normal healthy
up false nut bright

buri padi luya kilo yise rada
deyu sipi hofe hage xata rite

Joshua Tan, Lujo Bauer, Joseph Bonneau, Lorrie Faith Cranor, Jeremy Thomas,
Blase Ur. Can Unicorns Help Users Compare Crypto Key Fingerprints? CHI 2017
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Comparison modes

Bob’s business card

@59 fingerprint: i@r—
4 i.w.. )

Same Different

Compare-and-confirm

O Not shown

\ Continue /

Compare-and-select

48




Do certain representations and
comparison modes lead to more
accurate comparisons?

49




661-participant Mturk experiment

= Participants role-played accountant tasked with
updating employee SSNs in database

= For each of 30 employees, required security
check involving fingerprint comparison

» Each participant saw 30 fingerprints of same
format, including 1 attack

= Tested 5 textual formats, 3 graphical formats

50




Name

Email SSN Position Office Address

Barry Cole
Roger Johnson
Susan Deckers
Shannon Novak

Submit

b.cole@printideas.... PR Coordin... |Scranton 5592 New...
rjohnson@printid... 263-00-1985 |HR Director | Los Angeles 248 Wayla...
s.deckers@printid... |476-00-1769 |Accountant Scranton 101 Nestle ...
s.novak@printide... ' 881-00-4275 |Project Man... New York City | 933 Gates ...

Security Check (Barry Cole)

Secure Chat Client has received a message from Barry
Cole. Please compare the following fingerprint to the one
shown on the business card.

6C OE 52 15 10 4F 92 8B F2 3C
CEC77ED1B834859474 71

#%e from Barry Cole. Security check

41
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Elapsed Time: 70.1s
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Results: people aren’t good at this!

= Compare-and-select caused more
mistakes than compare-and-confirm

= Textual formats all had similar missed
attack rates

= Graphical formats more varied in attack
rates, faster to compare

= Most attacks missed in unicorn condition

= No fingerprints performed very well

52




real non-security
tasks

simulated risk
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) 0 M Security Error: Domain Name Mismatch

You have attempted to establish a connection with
“www.whitehouse.gov”. However, the security certificate
presented belongs to "a248.e.akamai.net”. It is possible,
though unlikely, that someone may be trying to intercept your
communication with this web site.

If you suspect the certificate shown does not belong to
“www.whitehouse.gov®, please cancel the connection and
notify the site administrator.

C View Certificate ) € Cancel ) ( OK >
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™ O M Security Error: Domain Name Mismatch

Something happened and you need to click
OK to get on with doing things.

Certificate mismatch security identification
administrator communication intercept liliputian
snotweasel foxtrot omegaforce.

(oomicGap ) € o)

Image courtesy of Johnathan Nightingale
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Users swat away
warning dialogs

How can we get them to pay
attention?




Study design challenges

» Observe users interacting with warnings
without them knowing we’'re interested in
warnings

» Make users feel like they are experiencing an
attack without actually putting them at risk

57




Evaluating phishing warnings

real non-security
tasks

simulated risk

58




Browser phishing warning study

= Reported Phishing Website: Navigation Blocked - Windows Internet Explorer

— 006 Sign In

&)~ el i comjrate-itfexec.php?emd=sign-in v ";'Phishing Website | 2 X L~ — g N N N R R

= g @ 1 @ hup://lindalicata.com/rate-it/exec.php?cmd=sign-in @ ¥
File Edit View Favorites Tools Help -
w &

= — N . »
(@ Reported Phishing Website: Navigation Blocked ’ ‘ @ * B = v |:»Page v {(F Tools +

\@ This is a reported phishing website

http://lindalicata.com/rate-it/exec.php?cmd=sign-in

() Suspected Web Forgery (%]
Internet Explorer has determined that this is a reported phishing website. Phishing websites This page has been reported as a web forgery designed to
impersonate other sites and attempt to trick you into revealing personal or financial . . . N . 8 s .
information. trick users into sharln_g person_al or fmapual information.
Entering any personal information on this page may result

We recommend that you close this webpage and do not continue to this website. in identity theft or other fraud. Read more »

@ Click here to close this webpage. http://207.68.169.170/woodgrovebank/index. html. html - Windows Interng

click 'Cancel'
et

Get me out of here! Ignore this warning

: s
- - - 5 68,169,170, d b index.hi|v|| (@ Suspicious Websits
& Continue to this website (not recommended). | Ioodgoveberkdes H{S] @ Susiios websre

X

@ suspicious website [ This isn't a web forgery ]
@rupjjeorea69.070)

© More information

This might be a phishing website

. Phishing wehsites impersonate trustworthy
Report that this is not a phishing website. websites for the purpose of obtaining your
persanal or financial information.

Online Banking Microsoft recommends that you do not give

any of your information to such websites.

poyrm| Credit Cards

Report whether or not this is a phishing
wehsite.

What is Phishing Filter?

Y Y B

S. Egelman, L. Cranor, and J. Hong. You've Been Warned: An Empirical Study of the
Effectiveness of Web Browser Phishing Warnings. CHI 2008. 59




Required a little deception

= [ab study on online shopping
» Purchase paper clips from Amazon

= Answer questions about shopping
(for another study)

» That’s when we phished them
» Check email to get your receipt

* That's when they fell for it

60




Your Amazon.com order (#102-6801884-2225735): your approval
required Inbox

"Amazon.com” <order-update@amazonaccounts.net> to me Jun 13 Reply

Please approve this delay so that we can continue
processing your order. (Note that if we haven't received
your approval by the end of business tomorrow, the item
will be cancelled.

page in Your Account:

http://www.amazonaccounts.net/ap/signin/104-3310393-0927909.htm

If clicking the above link doesn't work, you can copy and paste the
link into your browser's address window, or retype it there.

» http://www.amazonaccounts.net/gp/signin/
1 04-3310393-0927909.htm

Thanks for shopping at Amazon.com, and we hope to see you again.

Sincerely,

Customer Service Department
http:/Mww.amazon.com

Check your order and more: Order Update 61




Success!

— |

= Most participants got L/_;,
phished [

= Significant differences R o 04
between conditions ‘ * Y )

= Observed interesting user C/
behavior that helped us P . 0 | o
understand root cause of

failures
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Confused by domain names

“The address in the browser was of
amazonaccounts.net which is a genuine
address”

Your Amazon.com order (#102-6801884-2225735): your approval
required Inbox

"Amazon.com"” <order-update@amazonaccounts.net> to me Jun 13 Reply

Hello from Amazon.com.

We wanted to let you know that there is a delay with item(s)
in the order you placed (Order# 102-6801884-2225735).

63




Confused mental models

Some users repeatedly closed their browser,
returned to the phishing email, and clicked on

the link again

s




Research led to better phishing
warnings

€ Reported Unsafe Website: Navigation Blocked - Windows Internet Explorer

g o |g hitp:/ /20768169170 contoso/enroll_auth htmi v 1 Unsafe Website I * | R I &Y Live Seorch Mo
¢ Favorites % £ Home - SharePoint [ Internet Explorer 8 Readin... £ my delicio.us £ Start Debugger £ Suggested Sites v -

€ Reported Unsafe Website: Navigation Blocked £ v B ~ 9 #m v Pagev Sfetyv Toosv @~ (7 & @ va & O B2

This website has been reported as unsafe

207.68.169.170

We recommend that you do not

@ Go to my homepage instead

% Disregard and continue (not recommended

This website has been reported 1o Microsoft for containin

65




Attracting attention to key
information

real non-security
tasks

simulated risk
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Some hazards are ALWAYS dangerous




Some hazards are context dependent

(&

2
STAY ALIVE! | DOK BRINK.

DON'T DRINK ALCOHOL

CAN CAUSE
AND LIFELONG
DRIVE Lon e s

- “We agree with the COC:
E @ There is no known amount of alcohol
that is safe to drink while pregnant.”
- Dv. Mehmet Oz, M.D.
E . Join us at NOFAS.org
- Rancnal Organization on Fetal Axchol Synarome

68




Security dialogs context dependent

= Security warning dialogs
more like warnings on wine
than warnings on poison

= Software developers place
burden of assessing risk on
users

69




A good warning helps users determine
whether they are at risk

= Stops users from doing something dangerous
In risky context

* Doesn’t interfere with non-risky contexts
= Need to test warnings in both contexts

70




Can you spot the suspicious software?

e B
Windows Security E

Allow the following publisher to install

software with full access to this computer?

Publisher: Microsoft Corporation (microsoft.com)

«» I do not trust this publisher. Cancel the
installation.

«» [ trust this publisher with complete control
of my computer. Install the software.

o B’
Windows Security @

Allow the following publisher to install

software with full access to this computer?

Publisher: MiicrOsOft Corporation (miicr0s0Oft.com)

«» I do not trust this publisher. Cancel the
installation.

«» I trust this publisher with complete control
of my computer. Install the software.

benign

suspicious

71




Attracting users’ attention

How can we focus
users’ attention on
key information they
need to make
informed decisions?

( Windows Security lér

Allow the following publisher to install

software with full access to this computer?

IR MiicrOsOft Corporation (miicrOsOft.com)

«» [ do not trust this publisher. Cancel the
installation.

«» I trust this publisher with complete control
of my computer. Install the software.

C. Bravo-Lillo, L.F. Cranor, J. Downs, S. Komanduri, R.W. Reeder, S. Schechter, and M. Sleeper. Your
Attention Please: Designing security-decision Uls to make genuine risks harder to ignore. SOUPS 2013.
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Allow the following publisher to install
software with full access to this computer?

Publisher: MiicrOsOft Corporation (miicrOsOft.com)

«» 1 do not trust this publisher. Cancel the
installation.

< [ trust this publisher with complete control
of my computer. Install the software

Allow the following publisher to install
software with full access to this computer?

Publisher: MiicrOs0ft Corporation (miicrOs0ft.com)

« 1 do not trust this publisher. Cancel the
installation.

< I trust this publisher with complete control
of my computer. Install the software.

Allow the following publisher to install

software with full access to this computer?

Publisher: MiicrOsOft Corporation (miicr0s0ft.com)

< I do not trust this publisher. Cancel the
installation.

«» I trust this publisher with complete control
of my computer. Install the software.

installation.

[ Windows Security 3%

Allow the following publisher to install
software with full access to this computer?

AL Miicr0sOft Corporation (miicr0sOft.com)

«» I do not trust this publisher. Cancel the

«» I trust this publisher with complete control
of my computer. Install the software.

———————————————

ey N

Allow the following publisher to install
software with full access to this computer?

Publisher: MiicrOsOft Corporation (miicr0s0ft.com)

| miicr0s0ft corpo

installation.

<» I do not trust this publisher. Cancel the

=» I trust this publisher with complete control
of my computer. Install the software.

e
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Do any of these work?

= Do attractors and other techniques prevent
suspicious installs without preventing benign
installs?

= How much do attractors delay benign
installs?

74




Methodology requirements

= Massive, inexpensive, quick
» Remote observation/recording of behavior

» Participants should feel safety/risk and
behave as they would in real life

= But should not actually be at increased risk
through participation in experiment
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Amazon Mechanical Turk ® Carnegie Mellon Universit y [; Mars Buggy Free Game ‘7 ‘

C ® www.gametop.com/c e-free-games/mars-buggy-o e/?1=A2NUXAJFPAX4Z2

w IEEU WU UE Testueu.

Play this free online game today and bring your crew
back to earth.

@ Do you like this game? Tweet

Mars Buggy




B Amazon Mechanical Turk y Carnegie Mellon Universit _ ’ =
L C | ® saucers.cups.cs.cmu.edu/yacot/mnt/wtk/survey/index.php?t=1&i=A2NUXAJFPAX4Z? % © 8 A

This is a tast version of the CMU Online Games Evaluation Study. You are currently usinz Microsoft Windows 7.

1. Were you able to play the game? *

9 Yes

No (vou will be assigned another game to evaluate)

Please enter here a one-sentence description of the game you played (between 10 and 50 words): *

A buggy on mars has to collect astronauts.

Please answer the following questions about the game you played: *

Yes No
Have vou ever played this game before? o
Do vou think this game is fun? °

Did the game have any visual glitches, such as stalls in animations or overlapping windows, when running on your computer/browser? *

Yes (please explain briefly)




Amazon Mechanical Turk X v Carnegie Mellon Universit X y @ Colliderix Level Pack - pu: ‘

[ & www.yourgamefactory.net

FORGOT PASSWORD? SIGN UP

DOWNLOA MMORP MULTIPLAYER
GAMES

Windows Security

Allow the following publisher to install softw

Publisher: Miicr0sOft Corporation (miicr0s0ft.com)

Only install this software if you trust this publisher with complete
control of your computer. The software was downloaded by
Chrome at 1/11/2014 6:52:58 PM.

» Cancel the installation

“» Install the software

Civiballs

\

\\ ‘Kdy
\\s&

Description: Beloved Colliderix is back, equipped with Rate it: Liked it: 84.6% Q
levels that will break your mind! ) Votes: 175

Instruction: Unlock 3 levels to open the next set, use Splitter Pals

Plays: 70522
adde =[] 2
=

_ 6:58 PM
A= SRy




Results are encouraging

= 2,227 Mturk participants encountered dialogs

= New dialogs reduced installations in suspicious scenario
without preventing benign installations

= Some dialogs slowed people down
= Swipe, type, and delay particularly effective

» Follow-up study: Swipe and type remained effective after
many exposures

79




Review and wrap-up




observation of
real-world activity

naturally-
occurring risk

Studies

2fa

home computer
users

hypothetical
security tasks

simulated risk

Studies

password
policies

crypto key
fingerprints

real non-security
tasks

simulated risk

Studies

phishing
warnings

attracting user
attention
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Black hat sound bytes

= Don’t assume you
know how humans will
behave — do a study!

= Observe real world
activity if you can

= QOtherwise, observe
realistic scenarios
under simulated risk

Real humans

Simulated attacks

Usability Testing with
Attack Scenarios

Lorrie Faith Cranor
lorrie.cranor.org
@lorrietweet
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