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Should you be afraid of hands-on payment devices?



What the POSWorld consists of
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POSWorld requirements

https://www.pcisecuritystandards.org/
documents/PCI_PTS_POI_SRs_v4_Final.pdf

https://www.pcisecuritystandards.org/
documents/PCI_PTS_POI_SRs_v6.pdf

https://www.pcisecuritystandards.org/
documents/pos_ped_security_requirements.pdf

https://www.pcisecuritystandards.org/documents/PCI_PTS_POI_SRs_v4_Final.pdf
https://www.pcisecuritystandards.org/documents/PCI_PTS_POI_SRs_v4_Final.pdf
https://www.pcisecuritystandards.org/documents/PCI_PTS_POI_SRs_v6.pdf
https://www.pcisecuritystandards.org/documents/PCI_PTS_POI_SRs_v6.pdf
https://www.pcisecuritystandards.org/documents/pos_ped_security_requirements.pdf
https://www.pcisecuritystandards.org/documents/pos_ped_security_requirements.pdf


• Don’t store/send/process sensitive data without encryption
• PIN
• Track2 data
• CVV2/CVC3/CID

• Use tamper detection
• Act: delete “sensitive data” (encryption keys, payment app) 
• Indicate that the device has been compromised

What do PCI Council require?



What do PCI Council require?

• Don’t store/send/process sensitive data without encryption
• PIN
• Track2 data
• CVV2/CVC3/CID

• Use tamper detection
• Act: delete “sensitive data” (encryption keys, payment app) 
• Indicate that the device has been compromised



Hackers



POS terminals vs Cash Registers

POS
Pin pad Cash Registers
PDQ PoS systems
Terminal



POS terminals vs Cash Registers







https://www.researchgate.net/figure/Modified-Chip-and-PIN-
terminal-playing-Tetris_fig3_230839731

https://srlabs.de/



On the Origin of POSWorld Species



Instead of hardware intro

https://www.youtube.com/channel/UCivO-5rpPcv89Wt8okBW21Q - DEFCON Payment Village 
https://youtu.be/oyUD7RDJsJs - POS HW details

https://youtu.be/oyUD7RDJsJs
https://youtu.be/oyUD7RDJsJs


Weaponizing your POS



How to weaponize your Ingenico Telium2 POS



Ingenico Telium2 1st step

Just maintain it



Ingenico Telium2 1st step

All vendors love hardcoded passwords

PPP connection in LLT mode: 
• pppuser:123456 

internal FTP service in LLT mode:
• ftpuser: 123456 
• maint: 51966 
• system: 31415926



Ingenico Telium2 2nd step

Magic NTPT3 protocol on TCP/6000 port.

• bypass file reading restrictions (i.e. “SYSTEM/SSL.CFG”)
• SOCKET_TASK Buffer overflow 
• RemotePutFile command buffer overflow 
• 0x26 command buffer overflow  



Ingenico Telium2 3rd step

Trace it

Some config magic:
1. load the text file named “SYSTEM.CFG” with the following 

contents to the /SWAP/ directory: 
TRACE_DEV=5 
LDBG_DEV=0 

2. Restart the terminal. TRACE mode on USB is now enabled. 
Command-line interface prompt is “TRC >”. To work in this 
mode, use the custom tool or “Trace.exe” tool also 
provided by Ingenico for terminal software developers 
working with Telium 1 and 2



Ingenico Telium2 3rd step

Trace it – hidden commands

ts - Task Status Display 
tsd - Task Status Display (with dumps) 
ms - Mailbox Status Display 
qs - Queue Status Display 
ps - Pipe Status Display 
ss - Semaphore Status Display 
es - Event Status Display 
si - Signal Status Display 
ti - Timer Status Display 
pm - Partition Status Display 
pmd - Partition Status Display (with dumps) 
dm - Dynamic Memory Status Display 
dmd - Dynamic Memory Status Display (with dumps) 
hs - HISR Status Display 



Ingenico Telium2 3rd step

Trace it – full control

Use the help command to list all available commands. The 
program functions allow: 
• Allocating and deallocating memory 
• Displaying the contents of all files on the terminal file 

system, including encryption keys  
• Suspending and terminating processes 



Ingenico Telium2 3rd step

Trace it – full control

1. Allocate memory space using the Alloc command available 
in the Debug window channel 1 window, in the mmu menu. 

2. Write any malicious executable code in hexadecimal form 
using the sm command available in the main menu. 

3. Suspend the task named PMC by using the hidden 
NU_Suspend_Task command. 

4. Using the sm command, modify one of the return 
addresses for the PMC task so that it points to the memory 
space containing malicious code allocated by the attacker. 

5. Resume the PMC task using the NU_Resume_Task
command. 



How to weaponize your VerixV POS



Verifone VerixV 1st step

The password haven’t changed from 80’s

https://www.databreaches.net/verifone-statement-on-default-password-z66831/

https://www.databreaches.net/verifone-statement-on-default-password-z66831/


Verifone VerixV 2nd step

• What do they hide from you?

Internal filesystems:

"I:" – RAM drive;
"F:" –NAND Flash drive;
"N:" – NAND Flash drive Verix eVo OS extentions;
"B:" – Boot Block. Physical address 0x00010000;
“S:”, “T:”, “U:”, “V:”, and “W:” – some additional filesystem drives;

*drives "B:", “S:”, “T:”, “U:”, “V:”, and “W:” are reserved and written by Verix OS during production



Verifone VerixV 2nd step

• The gift from developers (secret player)

T:SHELL.OUT – ssshell

RUN/RUNW – run a process;
DUMP – hexdump format file read;
DIR/DIR0/DIRA – file list output command variations;
PS – process list;
MEM – memory usage;
RES – pinpad restart;
DL – terminal file load;
Etc…

*GO=T:SHELL.OUT  
*ARG="/DEV/COM1" 



Verifone VerixV 2nd step

• The gift from developers (secret player)



Verifone VerixV 3rd step

• The bugs 



Verifone VerixV 3rd step – final shot

• The bug in syscall



Verifone Verix - Special Move

• Ancient Secure boot

0 stage bootloader

1st stage bootloader

2nd stage bootloader…

OS

Signature check based on OTP secret

Signature check cert based

Another signature check

Application
And another signature check



Verifone Verix - Special Move

• Ancient Secure boot



Verifone Verix - Special Move

• SBI BootLoader



Verifone Verix - Special Move

• SBI BootLoader - arbitrary memory write



Verifone Verix - Special Move

• Ancient Secure boot



How to weaponize your Verifone MX



Verifone MX – DOOMed POS

https://media.defcon.org/DEF%20CON%2025/DEF%20CON%2025%20presentations/DEF%20CON%2025%20-
%20trixr4skids-DOOMed-Point-of-Sale-Systems-UPDATED.pdf
https://www.nolanray.com/doomed-pos-systems

https://media.defcon.org/DEF%20CON%2025/DEF%20CON%2025%20presentations/DEF%20CON%2025%20-%20trixr4skids-DOOMed-Point-of-Sale-Systems-UPDATED.pdf
https://www.nolanray.com/doomed-pos-systems


Verifone MX - Special Move

• Almost Secure boot



POSWorld rule #1

If PCI Council doesn’t require it – we don’t need it
• Deleting firmware
• Wiping keys properly
• And more…



POSWorld rule #2

“Your proprietary hideness”
• Proprietary OS
• Proprietary outputs
• Proprietary protocols
• Special modes, killswitch combinations



What can and can’t you do

Verifone VX, MX series
(no dedicated chip for 

cryptography)

Ingenico
(dedicated chip for 

cryptography)
Send arbitrary packets + +
Clone cards + +
Clone terminals + -
Persistency + -



Cloning cards and PINs
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Cloning cards and PINs
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Cloning cards and PINs

Memory-scraping malware



Cloning terminals 

• Clone network encryption keys (located on the FS)
• PIN encryption key
• MAC key
• bbl_key – encrypted storage key
• KBPK – integrity control key



Weaponising terminals

https://www.cyberdlab.com/insights/card-fraud-in-a-psd2-
world-a-few-example%D1%84s



Ingenico (Telium2 OS)

• CVE-2018-17767 - Hardcoded PPP credentials 
• CVE-2018-17771 - Hardcoded FTP credentials 
• CVE-2018-17774 - Insecure NTPT3 protocol 
• CVE-2018-17768 - Insecure TRACE protocol
• CVE-2018-17765 - Undeclared TRACE protocol commands
• CVE-2018-17766 - NTPT3 protocol - file reading restrictions bypass 
• CVE-2018-17769 - Buffer overflow via the 0x26 command 
• CVE-2018-17770 - Buffer overflow via the ‘RemotePutFile’ command 
• CVE-2018-17772 - Arbitrary code execution via the TRACE protocol 
• CVE-2018-17773 - Buffer overflow via SOCKET_TASK in the NTPT3 protocol



Verifone (MX900):
• CVE-2019-14711 - Race condition privilege escalation 
• CVE-2019-14713 - Installation of unsigned packages. 
• CVE-2019-14718 - Insecure Permissions 
• CVE-2019-14719 - Multiple arbitrary command injections 
Verifone (VerixV):
• CVE-2019-14712 - Integrity and origin control bypass 
• CVE-2019-14717 - Buffer Overflow in Verix OS core
• CVE-2019-14716 - Undocumented physical access mode
Verifone (OS independent):
• CVE-2019-14715 - Undocumented physical access to the system



Open questions

• Is there more bugs in Ingenico?
• Is there more bugs in modern versions of POS?



Kudos

• Dmitry Sklyarov @_Dmit
• Egor Zaitsev @groke1105
• Vladimir Kononovich @KononovichVl
• Artem Ivachev @ivachyou
• Maxim Kozhevnikov



Questions?

Twitter:
@A1ex_S
@a66ot

Email:
Alexstennikov.re@gmail.com
Timur.Yunusov@cyberdlab.com
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